TOHLUKOSIZLIK TODBIRLORI

IT INFRASTRUKTUR UZORINDO INZIBATCI IMTIYAZLARA MALIK
OMOKDASLARIN HOYATA KECIRMOSi MOQSODOUYGUN HESAB
OLUNAN TOHLUKOSIZLIK TODBIRLORI

1) Sistem vo soboko inzibatcilarinin, o ciimladon “helpdesk”in istifadasinde olan
kompiiterlorinin AD DS-don (domendon) ayrilmasi vo “workgroup”-da foaaliyyot
gostormasinin tomin edilmsi.

* Qeyd: Bunun bashca sobabi: 9goar “AD DS” iizorindd konar saxs(-19r) (xaker)
yiiksok imtiyazlar 9l9 kecirmdyo miivoffoq olarlarsa bu onlara “Sistem vo
Soboko inzibatcilart va digor IT inzibatcilarimn” kompiiterlorind giris imkam
yaradacaq. Digoar hiicum vektoru is@ bu kompiiterlarde hiicum hayata keciran
soxsin istadiyi program tominatiminin (RAT, troyan, virus vd s) “Group Policy”
imkanlarindan yararlanmaqla homin kompiiterlorde icrasidir (“Malware
Distribution via GPO’s Software Deployment”)

1.1) Biitiin IT infrastruktur iizorind® inzibat¢i imtiyazlara malik ©makdaslarin
kompiiterlarinin “FULL OS reinstall” edilmasi (komprometasiya olundugu ehtimali olarsa) bu
mimkiin olmadigda kompiiterlorin: “ESET Antivirus”, “Trendmicro”, “Malwarebytes anti-
malware”, “Unhackme” kimi antivirus vo anti-malware kimi proqram tominatlar1 il skan
edilmasi vo yoluxmadigina @min olunmasi

* Qeyd 1: Yeni omoliyyat sistemini qurarkon “Bitlocker Drive Encryption” dan istifado
etmayiniz magsaddauygundur. (https://docs.microsoft.com/en-
us/windows/security/information-protection/bitlocker/bitlocker-overview)

* Qeyd 2: Hor hansi Linux distributiv quracagsinizsa Windows amadliyyat sistemindaki
“Bitlocker”®  alternativ  sayllan “LUKS  Encryption” istifade etmayiniz
magsddauygundur.

1.2) 9madliyyat sistemind® malum (“well known”) istifadacilorin “rename” edilmasi (Misal
ticiin: Administrator => Administrator19854) vo deaktiv edilmasi. (Start->Run>control
userpasswords2)

1.3) Biitiin lokal istifadacilore dayamql, unikal, indiyadak he¢ vaxt istifado etmadiyiniz yeni

sifralarin tayin edilmasi.


https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview

1.4) “Bruteforce” hiicumlarin vaxtinda askar edilmasi vo garsisinin alinmas1 maqgsadila: “Local

Group Policy” (secpol.msc) vasitasilo “Account lockout Policy” siyasotinin hoyata kecirilmasi.

(Otrafli: https://www.sevenforums.com/tutorials/72240-account-lockout-threshold-invalid-logon-
attempts.html)

1.5) Omaliyyat sisteminin “Firewall”unun daima aktiv va islok vaziyyatda oldugunun tamin
edilmasi.

* Qeyd: “3’rd party firewall’lardan “Comodo Firewall” da istifado edo bil9rsiniz

(https://www.comodo.com/home/internet-security/firewall.php)

1.6) Homin kompiiterl9rin daima vaxti-vaxtinda: “Windows Update”inin hayata kecirilmasi
(bu eyni zamanda “workgroup”, AD-9 iizv olan biitiin server va klient kompiiterlor iiciin do
edilm@lidir), antivirus program tominatlarinin daima 9n yeni bazalarla birlikdo islok olmasina
9min olunmasi. Haftada an azi iki dofa olmaqla @maliyyat sisteminin, biitiinliiklo fayl sisteminin
skan edilmasi.

“3’rd party” proqram tominatlarmmin: Xiisusile Internet brauzerlorin, Flash vo Java
Pluginlarin daima 9n yeni versiyada olmasina @min olunmasi.

Tohliikasizlik magsadilo brauzerloari “Sandboxie” (https://www.sandboxie.com/) program
tominatinda is9 salmagimz maqsadauygundur. Bundan 9lava sifralari brauzerlorda yaddasa
vermamayiniz maqsadauygundur.

. Qeyd: Linux distributivlorde analoji program tominati: “Firejail”dir.

(https://firejail.wordpress.com/)
1.7) Pirat yolla 9ldo edilmis program tominatlarindan (“crack”, “keygen” vo s) goti sokildo
istifado edilmomasi. Program tominatlarini yalniz rasmi saytdan yiiklomak ve kompiiterd
qurmaq maqsadauygundur.
1.8) Istor xidmati, istorso do soxsi elektron poct iinvanlarimzin, vo digoar hesablarimzin
sifrolorinin doyisdirilmasi, miimkiin biitiin hallarda 2FA istifado edilmasi, elektron poct
uinvanlarimzin sazlanmalarmin gozdan kecirilmasi, maktublarimzin har hansi kanar elektron
poct iinvanina “Forwarding” edilmadiyin® @min olunmasi.
1.9) Xidmati malumatlarin (login v sifralar daxil olmagla) gati sokilde “Dropbox”, “Google”,
“Yandex”, “Microsoft Live” va s. kimi analoji xidmatlare “backup” edilmasindan ¢akinmok.
2.0) Sifrolorinizi, sensitiv vo konfidensial digor malumatlarimzi aciq sokildo kompiiterinizdo
saxlamamagimiz, etibarh sifrolomo metodlar1 totbiq etmokleo homin malumatlarin

tohliikdsizliyinin tomin edilmosi.


https://firejail.wordpress.com/
https://www.sandboxie.com/
https://www.comodo.com/home/internet-security/firewall.php
https://www.sevenforums.com/tutorials/72240-account-lockout-threshold-invalid-logon-attempts.html
https://www.sevenforums.com/tutorials/72240-account-lockout-threshold-invalid-logon-attempts.html

Bu moagsadle “Veracrypt” proqram tominatindan yararlana  Dbil9rsiniz.
(https://www.veracrypt.fr/en/Downloads.html). = Sadalanan  proqram  t9minati  “cross
platform”dur vo “Disk encryption”, “Hidden volume”, o ciimladon “File container”lar
yaratmaga imkan verir.

2.1) Kompiiterlarinizdon c¢ixan internet trafikin yalniz “proxy server” (squid, pfsense, Kerio,
checkpoint va s) tizarindon kegdiyind @min olunmasi, proxy serverin isd 6z névbasinda susmaya
gora (default) “whitelist” mexanizmi iizra konfiqurasiya edilmasi.

2.2) Xidmoti kompiiterinizdo giindalik istifado iiciin inzibatqa imtiyazlara malik
(“Administrators” qrupuna daxil olan “builtin” inzibatqi imtiyazh istifadacilor nozardo
tutulur) istifadacilordon istifado edilmomasi, 9vozino giindalik istifado iiciin mahdud
imtiyazh “Users” qrupuna daxil olan istifadacilordon istifado edilmasi, kompiiter iizarindo
inzibat¢1 @maliyyatlar hayata kecirmaya ehtiyac duyulduqda: “runas /user:InzibatciUser5

cmd.exe” istifado edo bilorsiniz. (https://docs.microsoft.com/en-us/windows/security/identity-

protection/access-control/local-accounts)
2.3) Kompiiterlorinizdon IT infrastrukturun inzibatcihigim hoyata kecirorkon xidmati

kompiiterinizdo “Virtual Masin”(“VMWARE Workstation”, “Virtualbox”, “Hyper-V” ) quraraq
h@min virtual masinlardan inzibat¢ihig: hoyata kecirmayiniz magsadauygundur.

*  Qeyd: Xahis olunur n9zar9 alasimz: Homin “virtual masinda” da yuxarida sadalanan

tohliikasizlik todbirlorinin hayata kecirilmasi, antivirus proqram tominatimin qurulu

olduguna 9min olunmasi vacibdir.



https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/local-accounts
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/local-accounts
https://www.veracrypt.fr/en/Downloads.html

MUHITIN TOHLUKOSIZLiYININ TOMIN EDILMOSIi

1) Hom serverloardon hom do klientlarde cixan internet trafikin (outbound) yalniz “proxy
server” (squid, pfsense, Kerio, checkpoint vo s) iizarindon keg¢diyind omin olunmasi, proxy
serverin is@ 0z novbasind® susmaya goro (default) “whitelist” mexanizmi iizr@ konfiqurasiya
edilmasi.

Serverlordan vo istifadaci kompiiterlorindon trafikin internetdoki ixtiyari domend vo
serverd manedsiz sakildo ugurlu qosulma yarada bilmasi ciddi vo kobud tahliikasizlik sahvidir.
Xahis olunur bu masalaya cox ciddi sakildo diqqat yetirib miivafiq tohliikasizlik tévsiyalarini
hayata kegirasiniz.

1.1) istifadacilora vo biitiin texniki @mokdaslara is miihitine konardan qosulmaq iiciin
nazardad tutulmus VPN girislarin 19gv edilmasi.

2) Foaaliyyat gostoron “Wifi” qurgularin miivaqgati olaraq sondiiriilmasi (komprometasiya
olduqda), Wifi qurgularin daxili sobakadan izolo edilmasi.

3) Biitiin sebaka qurgularinin (Router, Switch vo digar) inzibatci sifralarinin dayisdirilmasi,
yeni tayin edilan sifralarin unikal ve dayanigh olmasina @min olunmasi

3.1) Qurgularda istifadaci siyahisina baxis kecirilmasi, konar inzibat¢y, VPN va digor
istifadacilorin moévcud olmadigima, qurgulara arxa-qapr (“backdoor” hesablar) 9lavo
edilmadiyin® @min olunmasi.

3.1) Bu qurgularin daima 9n yeni tahliikasizlik yamaglari il@ “patch” edilyin® @min olunmasi.
3.2) Sobokad qurgularinda “VLAN hopping” tahliikasizlik miskonfiqurasiyasinin olmamasi
moaqsadilo “DTP” vo “VTP” sazlanmalarim “manual” islomo rejimin® kecirmayiniz
magsadauygundur.

Xahis olunur bu istigamatdo otrafhi sokildeo molumatlamb soboko qurgularinda

miivafiq preventiv tahliikasizlk tadbirlarini hoyata kecirasiniz:

https://www.alienvault.com/blogs/security-essentials/vlan-hopping-and-mitigation
https://en.wikipedia.org/wiki/VLAN_hopping

3.3) Klient v9 serverlar arasinda soboka seqmentasiyasim1 hoyata kecirmak. Klientlarin biitiin
deyil yalmz miioyyon etdiyiniz serverldrd miiraciot etmasini tomin etmayiniz.

3.4) Podatq sirkoatlore daxili seboakayo giris ticiin verilmis VPN / “Remote Access” tipli
girislorin lagv edilmasi.

3.5) Kompiiterlarin icazasiz olaraq sobakaya qosulmasimin qarsisim almaq magsadile “Port

Security” istifado edilmasi.


https://en.wikipedia.org/wiki/VLAN_hopping
https://www.alienvault.com/blogs/security-essentials/vlan-hopping-and-mitigation

4) AD vo serverlorin komprometasiyayadok ehtiyat niisxasi varsa (komprometasiya varsa): ilk
6nco homin backupdan barpa edilmanin hoyata kecirilmasi maqsadauygundur.

4.1) Biitiin serverlorin antivirus skanmmin hoyata kecirilmasi. Bunu hal-hazirda miixtalif
mexanizmlar iizra hoyata kecirmayiniz magsadauygundur.

4.1) Hoar bir serverdd Antivirus proqram tominatinin qurulu vo islok olmasinin, 9n yeni
verilonlar bazasi il9 yenilondiyine 9min oldugdan sonra tam skan (“Full scan”) 9maliyyatinin
icra edilmasi. Skanin Markoazlosmis sokildo hoyata kecirilmasi maqsaduygundur.

4.2) Antivirus program tominatinin idaroetmd morkazindo “istisna siyahisina” (“Exclusion
List”) baxis kecirilmasi, “loglarina” (harada zororli program tominatimn askar edildiyini vo
ugurla qarsisinin alindigina @min olunmasi maqsadile) daima noazarat edilmasi do 9sas
maqamlardan hesab olunur.

4.3) Yuxarida sadalanan “4.1” bondindon 9lavo serverloro sabaka iizro “UNC PATH” iizro
gosulmagla skanin hayata kecirilmasi.

Tipik misal: Sistem inzibat¢1 xidmoti kompiiterindo “Virtual Masin” qurur vo onun har
hansi1 zarorli proqram tominatina yoluxmadigina, tomiz olduguna 9min oldugdan sonra: IT
infrastruktura daxil olan serverlora hamin “Virtual Masin”dan ( masalan, W\DCO01\C$ ) (“UNC
PATH”) iizr9 qosularaq homin serverin lokal disklorini sobaka tizro “Trend Micro” vo ya
“ESET” antivirus program tominatlarindan biri il skan edir.

[ | Qeyd: Soboako iizro bu tipli skan amaliyyat sabakada “txac” (“bottleneck”) yarada
bildiyindan is saatlarinda paralel olaraq iki v ya iicdon cox serverin bu yolla skan edilmasi
maqsadauyqgun deyildir.
4.4)  Profilaktik olaraq digor antivirus skan proqram tominatlarindan (hoftedo an az1 1
dofo olmagla):

"TREND Micro" (https://www.trendmicro.com)

*  “ESET Online Scanner” (https://www.eset.com/us/home/online-scanner/),

* “Dr.Web Cure it” (https://free.drweb.ru/cureit/) proqram t9minatlarindan biri ilo

serverlarin skan edilmasi d@ magsadauygundur.

Qeyd: Proxy serverdo *.eset.com*, *.drweb.ru* va digar 8laqali domenlara cixis (outbound)
icazasinin verilmasina ehtiyac duyula bilar.
5) AD iizarindaki intibat¢1 imtiyazlara malik
"Administrators",
"Domain admins",

"Enterprise admins",


https://www.eset.com/us/home/online-scanner/
smb://DC01/C$

"Group Policy Creator Owners",
"Remote Desktop Users",
"Schema Admins",
“Server Operators”,
“Remote Management Users”,
“Backup Operators”,
“Account Operators”,
“Print Operators”,
“Network Configuration Operators”
gruplarma tzv istifadacilorin siyahisina baxis kecirmoak
5.1) Artiq istifadacilorin homin gruplardan iizvliiytind xitam verilmokla, homin istifadacilor
deaktiv edilmali (Disable)
5.2) AD-d9 standart “Administrator” loginli vo “Administrators” “builtin” qrupuna daxil olan
istifadocinin adinin taqrib edilmomasi maqsadilo asagidaki qaydaya banzor sakilda istifadaci
adinin dayisdirilmasi (“Sakil 1)

* QEYD 1: “Well known” (Builtin) hesablar aksar hallarda “well known” SID-9 malik

olurlar vo SID-in bilinmasi hiicumlarin hoyata kecirilmasina sabab olur.

> Faktiki olaraq sadalanan inzibat¢i hesabi1 “dissaster-recovery”’don basqa moaqsadlo
istifado edilmomali, klient kompiiterlora va serverlora (AD member) har hansi formada giris
liciin istifado edilmomaoli, susmaya gor® deaktiv edilmali, istifadaci ticiin "Smart card is
required for interactive logon", "Account is sensitive and can't be delegated" sazlanmalari aktiv
edilmalidir.
Sadalanan hesabi deaktiv etm@misdon o6nce amin olun ki, “Domain Admins” qrupunda

alternativ istifadaciniz var.
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5.3) AD DS-daki obyektlorin konar miidaxilo vaxti manipulyasiya edildiyi ehtimali olduqda

(Misal ticiin xaker “Delegate Control” 6z9liyyindon istifado edoraok domendd bu yolla arxa-

gap1 (backdoor) saxlaya bildiyi ehtimalim nazaroe alaraq) biitiin “Container”, “OU”larin,

“Group”, “User” va “Computer”’lar9 tdyin edilmis SACL/DACL, “Delegate Control”

icazalorinin “reset”lonmasi, 19gv edilmasi maqsadile asagida gostarilon har iki amrin har

birinin iki dofe olmagla PDC-d9 icra edilmasi maqsadauygundur:

Misalda: DC=educators, DC=lan

formada yazihsdir.

dsacls DC=educators,DC=lan /S /T

dsacls DC=educators,DC=lan /resetDefaultDACL /resetDefaultSACL /S /T

educators.lan domenind miivafiq “distinguishedname”




oo Select Administrator; Windows PowerShell

Nrpowershell
indows PowerShell
opyright (GC> 2814 Microsoft Corporation. All rights reserved.

[PS C:v> Get—ADDomain

AllowedDNSSuf fixes

hildDomains {»

omputersContainer CHN=Computers . DC=educators.DC=lan

DeletedObjectsContainer CH=Deleted Obhjects.DC=educators.DC=lan

DistinguishedName DG=educators.DC=lan

[DMSRoot educators.lan

DomainControllersContainer QU=Domain Controllers.DC=educators.DC=lan

DomainMode Hindows2812R2Domain

DomainSID 8-1-5-21-148084453-3@74725195-2258958199

ForeignSecurityPrincipalsContainer CHN=ForeignSecurityPrincipals.DC=educators.DC=lan
educators.lan

InfrastructureMaster ADCHAL .educators.lan

LastLogonReplicationInterval

LinkedGroupPolicyOhjects {en={A3F?AFCA-C241-4AAB—-AA1 3—3DFA?DAB2BEC? ,cn=policies.cn=system.DC=educ
ators,.DC=lan. CN={31B2F34A-A16D-11D2-745F-BACA4FBE?84F?>} .CN=Policies.CN=5S
yastem,.DC=educators.DC=lanZ

LostAndFoundContainer CH=LostAndFound.DC=educators.DC=1lan

anagedBy

educators

EDUCATORS

domainDNS

d6h?6385-7129-4abb-aSel-7fSabhB82eSel

ADCHL .educators.lan
g§=HTDS Quotas . DC=educators,.DC=1lan

{ADCAL .educators.lan,. BDC.educators.lan

ADCHL .educators.lan

{DC=ForestInzZones . DC=educators.DC=1a DC=DomainDnsZones,.DMC=educators.D
C=lan, CN=Configuration,DC=educators. ET

CH=Bystem,DC=educators, D

CN=Users.DC=educators.DC

eadOnlyReplicalirectoryServers
eplicaDirectoryServers
RIDMaster
BubordinateReferences

BystemsContainer
sersContainer

sokil 2)




X Administrator: C\Windows'\system32\cmd.exe

:n>dsacls DC=educators.DC=lan -85 T
entry DC=educators.DC=lan
entry O ducators Stuff.DC=educators.DC=lan
sed entry OU=Audit.OU=Educators Stuff.DC=educators.DC=lan
ssed entry QU=HR.OQU=Educators Stuff.D ducators.DC=1an
ssed entry ERVER OU.DC=educators.DC=lan
szed entey roups . OU=SERVER OU.DC=educators.DC=lan
szsed entry CH=DFS—Mame-Space.O0U=Groups .OU=5ERVER 0OU.DC=educators.DC=lan
rocessed entry CH=UPMusers.OU=Groups.OU=SERUVER OU.DC=educators.DC=
rocessed entry CN=temp_Admins.0U=Groups.QU=SERVER OU.DC=educators.D
rocessed entry CN=Helpdesk.OU=Groups.OU=SERUER OU.DC=educators.DC=lan
entry CN=HelpdesklUser Helpdesklse.OU=Groups.QU=SERUER OU.,DC=educators.DC=lan
entry enyRestriction, OU=Groups .QU=SERVER OU.DC=educators.DC=lan
entry =IT.0U= 5 . ERVER OU.DC=educators.DC=lan
entry S0U= s, O = ~DG= s.DC=1an
entry ervers, QU=SERUVER OU.DC=educators.DC=lan
entry CHN=RDSSERUVER.OU=Servers . OU=SERUER OU.DC=educators.DC=lan
entry CHN=TermServLicensing.CN=RDESERUVER.OU=Eervers.QU=SERVER OU.DC=educators.DC=lan
entry CN=ISGateway,CN=RDESERUER.,OU=8ervers,  OU=SERVER OU,DC=educators.DC=lan
entry OU=Users.OU=SERUER OU,DC=educators.DC=lan
entry CN=testhl test5l,O0U=Users.OU=SERVER OU.DC=educators.DC=lan
entry CHN=Ealam,OU=Ugers.OU=SERUER OlU.DC=educators.DC=lan
entry CH=newuser newuser,OU=Users . QU=S8ERVER OU.DC=educators,.DC=lan
entry CH=tempadm tempadn,OU=Users.OU=8ERVER OU.DC=educators,.DC=lan
entry CN=testuser testusser.OU Uﬂero OU=SERUER OU_.DC= educator° DC=lan
entry CN=hruser hruszer,OlU=Users . OU= ERUER oU . DC= educator° DC—lan
entry CN=adacla adacla. adacla. OU =lgers . 0U= SERUER ou, DC educators,DC=1an
entry CHN=Userl.OU=Users,OU=EERUER OU.DC=educators.DC
entry CH rferf erferf . OU =lzers . 0U SERUER ou,.DC= educator° DC=lan
entry CN=usepr2.OU Ueerﬂ ou SERUER Ol . DC= educator° DC=1an
entry CH testh tesths,OU=Users. Ol SERUER Ol . DC= educator° DC=lan
roceszed entry CN=neutestuszer test. 0l Uﬂerﬂ ol SERUER ou,.DC= educators,DC lan
rocessed entry lient—PCs . 0U SERUER ol . DC—educators,DC—lan
rocessed entry IN?CLIENTB2 OU=Client— PC* OU=SERUER 0OU.DC= educators,DC lan
rocesszed entry C DHCPBAZ . 0U Cllent PCs .0l SERUER 0oU . DC= educators,DC
rocessed entry CN=DFSR- LocalSettlng* CH=ADHCPBA2 . Ol = Cllent PC=,.0U SERUER Ol , DC=educators, DC=1lan
entry OU=Shares. OU=SERUER OU_ DC—educators,DC—l
entry CH=Softwarelnsztall, OU—S}ares,OU =SERUER 0U,DC=educators,DC= an
entry OlU=testh, DC—educatoPs,D lan
entry CHN=TPHM D901ce° DC=educators . DC=1lan
entry CH=Builtin, DC—educatoPﬂ DC=1an
rocessed entry CN=Hdministrators,CN=Bui1tin,DC=educatoPs,DC=1an
rocessed entry CH=Users,CN=Builtin,DC=educators DC=lan
rocessed entry CN=Guests, CH=Builtin, DC=educators . DC=lan
rocessed entry CN=Print Operators, CH=Builtin DC=educators.DC=lan
rocessed entry CN=Backup Operators,CN=Builtin DC=educators, DC=lan
rocessed entry CN=Replicator.CN=Builtin.DC=educators.DC=lan
rocessed entry CHN=Remote Desktop Users, CH=Builtin, DC=educators, DC=lan
rocessed entry CN=Network Configuration Operators, CH=Builtin,DC=educators
entry CH=Performance Honltor Ugerﬂ CH=Builtin.DC=educators,
entry ~CH=Builtin, DC=educators. DC=1la
entry i i ~CH=Builtin.D ducators . DG=lan
entry _ -GN= Bu11t1n DC= educators . D an -
entry Pyptographic Operators, . CH=Builtin, DC=educators.DC=Tan "
entry vent Log Readers,.CH=Builtin, DC=educators, DC=lan
entry icate Service DCOM Access.CH=Builtin.DC=educators.DC=lan
S - ! S0 = = - o bl o 1 10 O = o = -

S9kil 3) dsacls DC=educators,DC=lan /S /T 9mrinin icrasi




X Administrator: C\Windows\system32\cmd.exe

=\>d3acls DC=educators.DC=lan -resetDefaultDACL ~resetDefaultS3ACL /8 ~T
d entry DC=educators.DC=lan
sed entry OU=Educators Stuff .DC=educators.DC=lan
entry OU=Audit.0U=Educators Stuff.DC=educators.DC=lan
entry OU=HR.OU=Educators Stuff.DC=educators.DC=lan
entry OQU=SERVER OU.DC=educators.DC=lan
entry OU=Groups. OU=SERUER OU.DC=educators_ DC=lan
entry CN=DFS—Name—Space.OU=Groups,OU=SERUVER OU.DC=educators, DC=lan
entry CN=UPNHusers, OU=Groups. OU=SERUER Ol,DC=educators.DC=1
entry CN=temp_Admins,0U=Groups . OU=SERUER OU_DC=educators T
entry CH=Helpdesk, OU=Groups OU=SERUER 0Ol,DC=educators. DC=lan
entry CH=HelpdesklUszer Helpdesklse, OU=Groups OU=SERUER 0OU,DC=educators, DC=lan
entry CN=DenyRestriction.OU=Groups.OU=SERUVER OU.DC=educators.DC=lan
entry CH— S—IT.0U=Groups .OU=SERVER OU.DC=educators.DC=lan
entry S—HR. 0U=Groups .OU=SERVER OU.DC=educators.DC=lan
entry ervers,.QU=SERVER OU.DC=educators.DC=lan
entry DSSERVER, OU=Servers.OU=SERVER OU.DC=educators.DC=lan
entry ermServihicensing . CN=RDSSERVER.OU=Servers .QU=SERVER OU.DC=educators.DC=lan
entry SGateway,CN=RDSSERVER, QU=Servers.OU=SERVER OU.DC=educators.DC=lan
entry OU=Users.OU=S5ERUER OU.DC=educators.DC=lan
entry CN=testhl test51,0U=Users, OU=SERUER OU.DC=educators, DC=lan
entry CN=Salam.OU=Users.OU=SERUVER OU.DC=educators. DC=lan
entry ewuser nevuser. OU=Users.OU=SERUVER OU.DC=educators, DC=lan
entry empadm tempadm,.OU=Users, OU=SERVER OU,DC=educators, DC=lan
entry estuser testusser.0U=Users . OU=SERUER OU,DC=educators,.DC=lan
entry ruser hruser,OlU=Users . 0U=SERUVER OU.,DC=educators.DC=lan
entry dacla adacla. adacla,.0U=Users.0OU=SERUER OU.DC=educators.DC=lan
entry gserl, . OU=Users,.OU SERUER Ol ,DC=educators.DC=1lan
entry rferf erferf OU seps OU—SERUER o, DC= educators.DC=1an
entry serd, s 0U=SERUER 0U,DC=educaturs,DC=1an
entry esth teotE OU =Users.0U=SERVER OU.DC=educators.DC=lan
entry ewtestuser test.OU=Users.OU=SERUVER OU.DC=educators.DC=lan
entry lient—PCs.QU=SERUVER OU.DC=educators.DC=lan
entry IN?CLIENTA2,0U=Client—PCs,QU=SERUER OU,DC=educators.DC=lan
entry CN=ADHCPBZ.0U=Client—PCs.0U=SERUER OU_DC=educators.DC=lan
entry CN=DFSR-LocalSettings. CH=ADHCPBA2 0U=Client—PCs.0lU= SERUER OU . DC=educators DC=1lan
entry OU=Shares OU=SERUER OU.DC=educators.DC=lan
rocessed entry CHN=Softwarelnstall, OU=Shares OU=SERUER 0U,DC=educators,DC=1an
rocessed entry OU=testhH, DC=educators_ DC=lan
rocessed entry CN=TPM Devices, DC=educators, DC=lan
rocessed entry CN=Builtin, DC=educators_ DC=lan
entry CN=Administrators,.CN=Builtin.DC=educators.DC=lan
entry CH=Users.CN=Builtin.DC=educators . DC=
rocessed entry CN=Guests.CN=Builtin.DC=educators.
rocessed entry CN=Print Operators.CN=Builtin.DC=educators.DC=
rocessed entry CN=Backup Operators.CN=Builtin.DC=educators.
rocessed entry CN=Replicator,.CHN=Builtin.DC=educators.DC=lan
rocessed entry CM=Remote Desktop Users.CN=Builtin.DC=educators.DC=lan
entry CN=Network Configuration Operators.CH=Builtin.DC=educators, DC=lan
entry CN— erformance Monitor Users, CHN=Builtin.DC=educators I
entry erformance Log Users.CH=Builtin, DC=educators.DC=la
rocessed entry istributed COM Users.CH=Builtin.DC=educators.DC=lan™
rocessed entry CHN=IIS_IUSRS,.CH=Builtin, DC=educators . DC=lan -
rocessed entry CH= Pyptographlc Operators,CN=Builtin,DC=educators, DC= 1Hnt
rocessed entry CHN=Event Log Readers, CH=Builtin.DC=educators, DC=lan
rocessed entry CN=Certificate Service DCOM fAccess,.CN=Builtin.DC=educators.DC=lan

Sokil 4) dsacls DC=educators,DC=lan /resetDefaultDACL /resetDefaultSACL /S /T

Yuxarida sadalanan @m@liyyatlar1 “manual” olaraq hdyata kecirmok miimkiin olsa da
nazardan qacan “GROUP”, “CONTAINER”, “OU”, “USER”, “Computer” va digar obyektlor

ola bilor. Asagidaki sakillordo mohz “manual” hoyata kecirilon metod gostorilmisdir.



E|

File Action View Help

Active Directory Users and Computers

|

diz BHE 2aEaTE%

b ] Saved Queries
I Builtin
= Computers
I 2] Domain Controllers
I 2] Educators Stuff
p || ForeignSecurityPrincipals
b ] LostAndFound
b Managed Service Accounts
- (] Program Data
| 2] SERVER OU
p [ System
b (5] tests
b ] Users
b ] NTDS Quotas
b 2] TPM Devices

3 Active Directory Users and Computers [ADC01.educi

tainer for up.
ntainer for do..

ntainer for sec.
ntainer for or...

Mame Type Description
Owner: Administrators (EDUCATORS\Administrators) Change
Permissions Auditing | Effective Access ‘

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type  Principal Access Inherited from Appliesto L~
2, Allow  Enterprise Read-only Domain Controllers (.. Replicating Directory..  Mone This object only
ow omain Controllers omal... eplicating Directory ... one is object only =
All D in Ci llers (EDUCATORS\D: i Replicating Di N This obj | =
2, Allow  ENTERPRISE DOMAIN CONTROLLERS None Descendant Compu—|
2, Allow  ENTERPRISE DOMAIN CONTROLLERS None Descendant Group
2, Allow  ENTERPRISE DOMAIN CONTROLLERS None Descendant User of
ow one escendant Com
All SELF N Dy dant Comp
ow ministrators ministrat... eplicating Directory ... one is object onl
All Admini (EDUCATORS A Replicating Di ry N This obj ly
ow ministrators ministrat... eplicating Directory ... one is object onl
All Admini (EDUCATORS A Replicating Di ry N This obj ly
ow ministrators ministrat... eplication synchroniz... one is object onl
All Admini (EDUCATORS A Replication synchroni N This obj ly
ow ministrators ministrat... anage replication to... one is object onl [
All Admini (EDUCATORS Ad Manage replicati N This ohj ly
All Admini (ENLICATARSY Al Ranlicatina Di N} Thic nhiact nnl L
< n [>]
| Add | | Remove | | View Restore defaults

OK |I| Cancel || Apply

ntainer for ma.
ation for stor.,

em settings

ntainer for up..
cifications co..

sakil 5)

COwner:

Administrators (EDUCATORS Administrators) Change

Permissions

Auditing

Effective Access

Auditing entries:

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Type
#, suce...
% Suce..,
#, suce...
% Suce..,
#, suce...

Principal

Everyone

Everyone

Domain Users (EDUCATCQRS...
Admministrators (EDUCATORS...
Everyone

Arcess

All extended rights
All extended rights
Special

Inherited from
Mone
Mone
Mone
Mone
Mone

Applies to
Special

Special

This cbject only
This object only
This object only

Restore defaults

| Cancel

Apply

sakil 6)




5.4) Konar miidaxilo vaxti “Default Domain Policy” vo “Default Domain Controller Policy”
GPO-larmma da miidaxil9 edildiyi ehtimalim1 n9z9r9 olarsa homin GPO-larin da “reset”19nmasi
maqsadauygundur.

“Reset” gqaydasi: PDC-do “dcgpofix” omri ilo baslamir vo asagidaki sakilda olur:

sUzerssAdministrator>dogpof ix

icrosoftCR? YWindows(R> Operating System Default Group Policy Restore Utility vh

opyright ¢C» Microsoft Corporation. 1781-2803
Dezcription: Recreates the Default Group Policy Objects <GPOs)> for a domain

SByntax: DcGPOFix [signoreschemal [ATarget: Domain § DC | BOTHI]

hiz utility can restore either or both the Default Domain Policy or the
Default Domain Controllers Policy to the state that existsz immediately after
omain creation. You must he a domain administrator to perform this operation.

JARNING: ¥OU WILL LOSE ANY CHANGES YOU HAUE MADE TO THESE GPOs. THIS UTILITY
IS INTEWDED OHWLY FOR DISASTER RECOUERY PURPOSES.

ou are about to restore Default Domain Policy and Default Domain Controller Pol
icy for the following domain

pducators. lan
Do you want to continue: <Y~ N>7? ¥

JARHING: This operation will replace all ‘User Rights Assignments’ made in the ©
hozen GPO=. Thiz might causze some server applicationsz to fail. Do vou want to co
tinue: <Y~ N>7 Y

he Default Domain Policy was restored successfully

ote: Only the contents of the Default Domain Policy were restored. Group Policwy
links to this Group Policy Object were not altered.
By default, the Default Domain Policy is linked to the domain.

he Default Domain Controller Policy was restored successfully

ote: Only the contents of the Default Domain Controller Policy were restored. G
roup Policy links to this Group Policy Object were not altered.

1y degﬂult, the Default Domain Controller Policy is linked to the domain control
ers -

Sokil 7)

5.5) Biitiin GPO-larin konar miidaxiloy9 (redaktayad/miskonfiqurasiyaya) maruz qalmadiginy, o
ciimlodon hiicum hoyata keciroan saxs tarafindon badniyyatli GPO yaradilmadiginin
miidyyon edilmasi moaqsadilo biitiin GPO-lara vo sazlanmalarina diqgoatli sokildo baxis

kecirilmali: (gpmc.msc)




-] DomainWideDisableNTLM
=] DOWNLOADS

=] Imported-Applocker-Policies
1= LapsDeploy

-] LocalADMIN-DE-ACTIVATE
-] LocalChangePassAdmin

'] RenameAdminName

=] RestrictedGroup

= SET-IE-PROXY
|5/ Softwarelnstallation
tests
1= WindesUpdate Force
b [ WMI Filters
b [ Starter GPOs

|1 Sample-From-Rem-Update-Firewall

E Group Palicy Management -|a
5, File Action View Window Help !E 3
@ 2@ G
3 educators.lan [ADCO1.educators.lan] Disable-MAcros
=/ Dm”‘_m?m‘" Palicy Scope | Detais | Settings | Delegation | Status |
i/ DomainWideDisableNTLM
> 2| Domain Centrollers Disable-MAcras
b &1 SERVER OU Data collected on: 25.11.2018 20:28:08 hide all
4 [ Group Policy Objects Computer Configuration (Enabled) hide
-] Applocker-MY-Rules R i
5] ChangeDesktopBGForHomeProfiledUser GELITACTD U RS hide
|2/ Default Domain Controllers Policy Policy definitions (ADMX files) retrieved from the central stors
=] Default Domain Policy Office 2013 ity Settings hide
L j.en)lfjccE‘Tslrfur;h\gh\y—prwl\eged—a::uul Policy Setting Ce
L] disable all local_users Disable VBA for Office applications Enabled
|5 DisableCredCache
_J Disable-MAcros User Configuration (Enabled) hide

Administrative Templates hide.
Policy defintions {ADMX files) retrieved from the central store.
Microscft Office 2013/Security Settings hide
Policy Setting Comment
Disable VBA for Office applications Enabled

S9kil 8) GPO-lara baxis kecirilmasi.

5.6) “Group Policy”larin fayl sistemindo yerl9sdiyi direktoriyalara “C:\Windows\SYSVOL\*”

NTFS vo “Share Permission”lariin kanar miidaxiloyo (redaktoya/miskonfiqurasiyaya) moaruz

galmadigim miioyyonlasdirmak magsadila:

* Qeyd: Hiicum hoyata keciron soxs agor “SYSVOL” folderin@ NTFS vo “Share

Permission” saviyyosindo miidaxilo etmisso galacakda istonilon GPO-nu, logon skripti

redaktd etmakla yenidon klient va serverlarin komprometasiyasina sabab ola bilor.

Normal halda NTFS permissionlar asagidaki qaydada olmahdir:

*  Qeyd:

“icacls” utilitas1 vo “display attribut”’lar haqqinda otrafl informasiya ticiin xahis olunur tams

olasimz:

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/icacls



https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/icacls

(oo Administrator: C\Windows\System32\cmd.exe -

:\Windows >dir SYSUOL
Uolume in drive C has no label.
Uolume Serial Number is EA31-2E71

Directory of C:sWindowssS¥YSUOL

Bl _.@3.2018 <DIR> .
<DIR> -
<DIR> domain
<DIR> staging
<DIR> staging areas
A1 .63.2818 19:46 <DIR> sysvol
A Filed(s> B hytes
6 Dirdsd 53 678 286 ?76 bytes free

:5\Hindows>icacls BYSUOL
FYSUOL NT AUTHORITY“Authenticated Users:{OIX{CI>(RR>
BUILTIN“Server Operators:{0I>{CI>{(R¥>
BUILTIN“Administrators: {M,UDAC. WO>
GCREATOR OWNER: (OI><{CI>{I0X{F>
BUILTIN“Administrators:(QI>{CI>{I0»{(F>
NT AUTHORITY“\SYSTEM:{OI>{CI>{F>

Buccessfully processed 1 files; Failed processing B files

:sWindows>icacls SYSUOLNstaging
BYSUOLNstaging NI AUTHORITY“~Authenticated Users:{(IX{0I><CI>CRK>
BUILTIN“Server Operators:CIrx{(OI>{CI>{R¥>
BUILTIM~Administrators:{(I2(F>
CREATOR OWNER: <I>COI>CCIXCI0Q2(F>
BUILTIM~Administrators: (I2COIXCCI»CI0OXCE>
NI AUTHORITY~NSYSTEM:<{I>COI>{CI>(F>

Buccessfully processed 1 files; Failed processing B files

:sWindows>icacls "S¥SUOL~staging areas'
EYSUOLNstaging areas NI AUTHORITY-~Authenticate
BUILTIN~Server Operators:
BUILTIN~Administrators: (I
GREATOR OUWNER: (I>{OQI>{CI>
BUILTIN“Administrators: (I
NT AUTHORITY~\EYETEM:<{I><0

d Users:CI2C0I><CI><{R8>
CIXCOI2CCI>CRE>

2CF>

CI0XCE>
PCOLHCCIHCIONCES
I3CCI>CF>

Fuccessfully processed 1 files; Failed processing 8 files

sxWindows>icacls "SY¥YSUOL sysvol®

BYEU0L~sysvol NT AUTHORITY~Authenticated Users:(RH>
NI AUTHORITY-Authenticated Users:C(OI3(CI>C{I03(GR, GE}
BUILTIN~Server Operators:(Ri)
BUILTIN~Server Operators:C(0I>{CI>{I0»{GR.GE>
BUILTIN~Administrato R W WDAC  WO>
BUILTIN~Administrato OI>CCI>CI0>CWDAC,. WO.GR.GH.GE>
HT AUTHORITY~SYSTEM:(F>
HT AUTHORITY-SYSTEM:{OI>{CI>{I0>{F>
CREATOR OWHER: {OI>{CI>{I0>{WDAC WO, GR, GW, GE»

Fuccessfully processed 1 files; Failed processing B files

sokil 9)

v ThisPC » Local Disk (C) » Windows = =
-
Mame Mame: CA\Windows\SYSVOL
PCHEALTH Owner: Administrators (EDUCATORS\Administrators) @ Change
I PLA - -
Permissions Auditing Effective Access
aces PolicyDefinitions
Provisiening For additional infoermation, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).
ps Permission entries:
Registration
i RemotePackages Type Principal Access Inherited from Applies to
Ie n 2, Allow Authenticated Users Read & execute None This folder, subfolders and files
rescache &2 Allow Server Operators (EDUCATORS\Server Operators) Read & execute None This folder, subfolders and files
Resources 2, Allow Administrators (EDUCATORS\Administrators) Special MNene This folder only
SchCache 8, Allow CREATOR OWNER Full control None Subfolders and files only
schemas 82, Allow Administrators (EDUCATORS\Administrators) Full contrel Nene Subfolders and files only
)] security 2 Allow SYSTEM Full control None This folder, subfolders and files
me () ServiceProfiles
- (R servicing
Iders (Viwn Setup
ShellNew
ske
SoftwareDistribution Add
105t Speech
symbols Enable inheritance
¥ teplace all child object permission entries with inheritable permission entries from this object
System Replace all child object p h inheritable p f his obj
System32
SystemResources | ok Cance
ol 801 o o508 W
SYSVOL

Sokil 10)



_ Mo
[3] Paste shorteut ¢

yoard

s Thisec

laces 1l Polic

& (C) . secur
ume (E) B Servi
W (F) 1 senvi
olders (Vwn 1 sepyy

Principal:  Authenticated Users Select a principal

Type: ‘ Allow w |

Applies to: ‘Th\sfo\dar, subfolders and files v|

Basic permissions:
[C]Full control
"] Modify
| Read & execute
[+ List folder contents
[w]Read
[ Write

[[]Special permissions

[] Only apply these permissions to objects and/or cantainers within this container

Show advanced permissions

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

r, subfolders and files
r, subfolders and files
r anly

s and files only

s and files only

r, subfolders and files

J. SystemResources

L svsvoL

Sakil 11)

& cut

[8] Copy path

N M
[3] Paste shorteut | ¢

Mew item ~ Open ~

Select all

board

T v ThisPC » L

MName
v

Principal:  Server Operators (EDUCATORS\Server Operators)  Select a principal

Type: ‘ Allow v |

Applies to: | This folder, subfolders and files v|

' ) PC)

ads L PLA
alaces L Pol
i Prof
s
' 0 Reg
=nts 1 Ren
ads B res
Ju Res|
i Sch|
Ju sch
sk (Co) i sec

Basic permissions:
[C]Full controel
[ Madify
[w]Read & execute
[w] List folder contents
[w]Read
] Write

[]Special permissions

[] Only apply these permissions to objects and/or containers within this container

Show advanced permissions

lume (E:) ) Sen|

DC(F) 1 sen]
Folders (\wn | Set
. She
| SKE
1 sof|
~-host | Spe

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

A syn]

o
er, subfolders and files
*ler, subfolders and files
er only

rs and files only

rs and files only

er, subfolders and files

Ui syst
Sy

| SystemResources

U s¥svoL

ACLValc WiINdo

Go to System in Col '|L@—%5€—tt\ La@&%ﬁ%'—J L~.——_~.—|:"Apﬂ°‘y

el —

Sokil 12)




Home Share Vi

% cut

[B] Copy path

ew

Mew item -

Open ~

Select all

o

er, subfolders and files
er, subfolders and files
eronly

rs and files only

rs and files only

er, subfolders and files

10 - M
- [3] Paste shorteut
IR Principal:  Administrators (EDUCATORS\Administrators)  Select a principal
- 1 » ThisPC » L
L Type [Allow V]
it Mame
wites wovud | Appliesto: [This folder only V]
sktop L PC
mwhloads JupLA
cent places Ju poli| Basic permissions: Show advanced permission
LU Proj [ Full control
pc 1 pss [ Modity
sktep | Reg [l Read & execute
scuments | Reny [ List folder contents
wnloads h ress [¥] Read
usic 1 Res
tures LU Sch Special permissions
deos L sch
cal Disk () B sec ["] Only apply these permissions to objects and/or containers within this container
aw Volume (E) | Sen|
ckupDC (F:
POC (F) i seny Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.
ared Folders (0wn || et
L she Add a condition
work Ju skB
<0l | Soff
Jware-host | spe
sy
t 5
tvale VWINQOW
) SystemResources ’:\L, g -
L svsval stod

tem in Col .L@_ﬂ&e_&‘&&nﬁ_.l L..@_.._f_l fpply

sakil 13)

& cut

1 Copy path
- M
2] Paste shorteut | 4

Select all

foard Principal:  Administrators (EDUCATORS\Administrators) Select 3 principal
[ { L v ThisPC v
Type: |Allow v|

Name

wovud| | Applies te: [This folder only v|

L P
ads L pLA
ilaces L Pol Advanced permissions:

L. Prof
W pss
1 Reg
:nts L Renl
ads J rest
L Res
L Sch
L. schi

[ Full control

[¥] Traverse folder / execute file
[ List folder / read data

[¥] Read attributes

[¥] Read extended attributes

[ Create files / wite data

[¥] Create folders / append data

[_] Only apply these permissions to objects and/or containers within this container

[¥] Write attributes

[¥] Write extended attributes
[[] Delete subfolders and files
[¥] Delete

[¥] Read permissions

[¥] Change permissions

[¥] Take awnership

Show basic permission

Add a condition

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

o

er, subfolders and files
er, subfolders and files
 Jer only

rs and files only

rs and files only

er, subfolders and files

ik (C) | sec
ume (E:) | Seny
ICF) B send
olders (Wwn || sep
L. Shel
). skH
L. Seff
-host 1 spd
L sym)
L syl

g

| SystemResources
L. sysvoL

ACLIVALe VWITTQOW

Go to Sy

em in ITCw'wL@JM ) lachBagE W L@v—f—l Apply

o
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x Cut MNew item = Open = Select all
[9.] Copy path

- M
[2] Paste shortcut t

P L. Reg

[#]Read & execute

1ents L. Rer| [w] List folder contents
sads B res [ Read
. Res| [ Write

= | Schi
L sch

[]Special permissions

phmrd Principal.  CREATOR OWNER Select 2 principal
T L ThisPC » U
Type [ Allow <]
Name
oot | Appliesto: [Subfolders and files only Y]
P Ji BC
nads -Ll PLA
places i Pol Basic permissions: Show advanced permissions
i Pr [¥] Full control
L pss [¥] Modify

Jisk (C:) B sec [C]@nly apply these permissions to objects and/or containers within this container
slume (E2) -Ll Senl
DC(F) & sen

Add a condition to limit access, The principal will be granted the specified permissions enly if conditions are met.
Folders (wn | et

i she Add a cendition
sk
L Sof
e-host i sp

o sy

o
er, subfolders and files
er, subfolders and files
er anly

rs and files only

rs and files only

er, subfolders and files

Tl
hr\

| SystemResources

ACLIVALE VWITNTUUW

tem in leﬁ@l-ﬂi@-tj:wgcﬁﬁm L_@__&_I fipply

Go to

L svsvoL

sokil 15)

H cut ' H setect an
[-] Copy path

N M
[2] Paste shortcut ¢

poard Principal:  SYSTEM  Select  principal
T » ThisPC »
Type  |Allow v]
Name
R Applies to: |Thisfa|der, subfolders and files v|
' e
ads | pLd
places i Pol Basic permissions: Show advanced permission
. Pro [ Full control
L pss [¥ Madify

[¥] Read & execute

ents | Rer| [ List folder contents
ads o res [¥] Read
| Res| [¥] Write
| Sch [[] Special permissions
L sch
ey . sec|| | 1Oy apply these permisionsto objects and/or containers within this ontainer
lume (E) 1 sed
DR | sen

- Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.
Folders (\\vn M Sety

1 She Add a condition

o
er, subfolders and files
er, subfolders and files
er only

rs and files only

rs and files only

er, subfolders and files

| skg
| Soff
~-host | Spe
L sym
e o (ot |

| SystemResources

ACLIVALE VWINOOW

Go to System in Con

BT =

u svsvoL

itern selected
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© - ‘y » ThisPC » Local Disk (C:) » Windows ¥ SYSVOL v & ‘ [ search svsvoL
S
49 Favorites Mame Date modified Type Size v staging Properties x
B Desktop L. staging 01.03.2018 19:46 File folder
g Downloads | staging areas 01.02.2018 19:46 File folder | Provousvesions | Customize J%
) General | Sharing | Security
2 Recent places L sysvol 01.03.2018 19:46 File folder
. domain 10.05.2012 13:26 File folder Object name:  C:\Windows"SYSVOL \staging
L
1% This PC p or ser namss
CREATOR OWNER
Autherticated Users
SYSTEM
Mame: CAWindows\SYSVOL\staging Administrators (EDUCATORS Administrators)
S Operators (EDUCATORSMS Operat
Owner: Administrators (EDUCATORS\Administrators) '@ Change erver Operstors erver Operators)
Permissions Auditing Effective Access ange pemissians. click Edt.
issions for CREATOR
For additional information, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if lable). NER Alow Dery
P " jull control il
ermission entries:
lodify
Type Principal Access Inherited from Applies to ad & exscute
B3, Allow  Authenticated Users Read & execute CAWiIndows\SYSVOL\ This folder, subfolders and files ist folder contents B
% Allow  Server Operators (EDUCATORS... Read & execute CAWindows\SYSVOL\ This folder, subfolders and files ad
% Allow  Administrators (EDUCATORS\...  Full control CAWindows\SYSVOL\ This folder, subfolders and files it
% Allow  SYSTEM Full control CAWindows\SYSVOLY This folder, subfolders and files pecial pemissions b w
% Allow  CREATOR OWNER Full control CAWindows\SYSVOLY Subfolders and files only lspecial permissions or advanced settings.
Advanced.
< | [T [ T>
| Add | ‘ Remaove | | View I OK :
L
.
Sakil 17)
Clipboard Organize
© - |L » ThisPC » Local Disk (C) » Windows » p
I Fevortt Name Principal:  Authenticated Users  Select 2 principal
avorites
B Desktop 1. staging Type | Allow |
¢ Downloads | staging areas
%] Recent places B sysvol Appliesto: | This folder, subfolders and files |
| domain
(M This PC
Basic permissions: Show advanced permissions
& s Sae []Full control
[ Modify
Name: C:\Windows\SYSVOL \staging Read & execute
Owner: Administrators (EDUCATORS\Administrators) List folder contents
Read
Permissions Auditing Effective Access [[] wirite

[ Special permissions
For additional informatien, deuble-click a permission entry. Te|

Permission entries: ["]Only apply these permissions te objects and/or containers within this container
Type  Principal Access
B2, Allow  Authenticated Users Read & execu|

Add a condition te limit access. The principal will be granted the specified permissions only if conditions are met.
8, Allow  Server Operators (EDUCATORS... Read & exec|

% Allow  Administrators (EDUCATORS\...  Full control
Add a condition

B, Allow  SYSTEM Full control
82 Allew  CREATOR OWNER Full control
<
[ add [ [ Remove | [ View
—
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» Windows » SYSVOL

®

- 1 ‘j‘ ¥ ThisPC » Local Disk (C:)

v ] [ searchsvsvoL

Date moditied

4 Y Favorites MName Type Size 3 S B iES
B Desktop . staging
|l¢ Downloads | staging areas
£l Recent places )L sysvol
1 domain Principal:  Server Operators (EDUCATORS\Server Operators)  Select = principzl
< |8 This PC
= Type |Allow Y]
X Advanced Security
Applies to: | This folder, subfolders and files v

Read 8 execute
List folder contents
Read

] Write

[] Special permissions

For additional information, double-click a permissien entry. To mot

Permission entries:

Access
Read & execute
Read & execute

Principal
Authenticated Users
Server Operators (EDUCATORS...

Type
82, Allow
2, Allow

Name: C:\Windows\SYSVOL\staging
Owner: Administrators (EDUCATORS\Administrators) & Basic permissions: Show advanced permissions
Full control
Permissions Auditing | Effective Access L Full contro
[ Modify

2, Allow  Administrstors (EDUCATORS\... Full control 7] Only apply these permissions to objects and/or containers within this container
52, Allow  SYSTEM Full contrl
82 Allow  CREATOR DWNER Full contral

Add a condition

[ add | [ Remove | [ View

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

sakil 19)

© = 4[> ThisPC » Local Disk () » Windows » SYSVOL v & [ Search SvsvoL F
a5 (e Name Date modified Type Size i ST R S

B Desktop | staging 01.03.2018 19:46 File folder

|16 Downloads & staging arcas 0103201819:46  File folder | PrevossVersons | Customize | C‘?"ﬁ"a""" |

@ ; | General | Sharing | ecuty

2| Recent places L sysvol 01.03.2018 19:46 File folder

| domain 10.05.201813:26 File folder Object name:  C:\Windows'5YSVOL staging

e

< 1% This PC Group or user names:

Advanced Security Settings for staging

srincipal:  Authenticated Users Select o prineipal
fyper | Allow v
Applies tor | This folder, subfolders and files v

Ol\staging

UCATORS\Administrators) & Change

Effective Access

3asic permissions: Show advanced permissions

| click a permission entry. To modify  permission entry, select the entry and click Edit (if

[] Full centrol

[ Modify

Read & execute
List folder contents
Read

[ write

[]Special permissions

] Only apply these permissions to objects and/or containers within this container

Access Inherited from Appliesto

Read & exccute C\Windews\SYSVOLY  This folder, subfolde
Read & execute CAWindows\SYSVOL\  This folder, subfolde:
Full contrel C\Windews\SYSVOLY  This folder, subfolder
Full control CAWindows\SYSVOL\  This folder, subfoldel
Full contrel C\Windows\SYSVOLY  Subfolders and files ¢
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Zlipboard Organize

New Open Select

es
top L. staging
nloads |\ staging areas
nt places L sysval

| demain

top

iments

nloads

c

res

a5

1 Disk (C)
Volume (E:)
upDC (F)

=d Folders (\\vn

Tk
1

'are-host

| item selected

= F = S
Name

MName: CA\Windows\SYSVOL\staging areas
Owner: Administrators (EDUCATORS\Administrators) @ Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To madify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
% Allow Authenticated Users Read & execute CAWindows\SYSVOLY This folder, subfolders and files
% Allow Server Operators (EDUCATORS\Server Operators) Read & execute CAWindows\SYSWOLY, This folder, subfolders and files
% Allow Administrators (EDUCATORS\Administrators) Full control CAWindows\SYSWOL\ This folder, subfolders and files
% Allow SYSTEM Full control CAWindows\SYSYOL\ This folder, subfolders and files
% Allow CREATOR OWNER Full control CAWindows\SYSWOLY Subfolders and files only
| Add ‘ | Remove | | View
Disable inheritance

["]Replace all child object permission entries with inheritable permission entries from this object

Sakil 21)

T |_h » ThisPC » Local Disk (C:) » Wind

»_SYSYOl o] [ cearch sysun)

Name
H | staging
rads . staging areas
places L sysval

| domain

ents

rads

isk (C:)
ume (E5)
DC(F:)
Folders (\\wn

=-host

Advanced Security Settings for staging areas

Mame: CA\Windows\SYSVOL\staging areas

Qwner: Administrators (EDUCATORS\Administrators) '@' Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type
g Allow Auth Principal:  Authenticated Users Select a principal
8, Allow Serve
R, Alow  Admi | Typs | Allow ‘
82, Allow SYSTI
8 Allow CREA Applies to: |Th\sf0|dar, subfolders and files ‘

Basic permissions:
[]Full contral
[] Modify

ead & execute

Show advanced per

ist folder contents

==
Read
Disable inheritance [ write

[]Replace all child obje: [[]Special permissions

[7] Only apply these permissions to abjects and/or containers within this container
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Clipboard Organize

Hew Open Select

L ‘j » ThisPC » Local Disk (C:) » Wind

ites Mame

ktop | staging
vnloads | staging areas
i sysvol

| domain

ent places

'C
ktop
uments

vnloads

al Disk (C:)

v Volume (E:)
kupDC (F)

red Folders (\Vwn

ork
ol
ware-host

1 item selected

1 i Advanced Security Settings for staging areas

Principal:  Server Operatars (EDUCATORS\Server Operators]  Select & principal
Type: [altow V]
Applieste: | This folder, subfolders and files v]

Basic permissions:

[]Full contral

[] Madify

Read & execute
List folder contents
Read
[ write

[ ] Special permissions

[] Only apply these permissions to objects and/or containers within this container

Show advanced permissions

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

H files
H files
H files
H files
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Clipboard Organize

New Open Select

- 1 |j » ThisPC » Local Disk (C) » Wind

ites Name

ktop L. staging

wnloads | staging areas

& Advanced Security Settings for staging areas

ent places L sysvol
|, demain
iC

ktop

uments

Principal:  Administrators (EDUCATORS\Administrators)  Select a principal
Type: [Allow +]
Applies to: |Th\sfo\der, subfolders and files v|

wnloads

al Disk (C:)

v Volume (E:)
kupDC (F)

red Folders (Ywn

ork
Ll

Basic permissions:
Full control

Maodify

Read & execute
List folder contents

[[]Special permissions

[1Only apply these permissions to objects and/or containers within this container

Show advanced permissions

d files
d files
d files
d files

ware-host

1item selected

Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.

Add a condition

Wind

Activate
to Sy
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Clipboard

Organize

Open Select

- 1 |L » ThisPC » Local Disk (C:) » Wind

x_SYSYOL

ites
ktop
wnloads

ent places

Mame

L. staging

| staging areas
L sysvol

|, domain

Advanced Security Settings for staging areas

MName:

Owner:

CA\Windows\SYSVOL\staging areas

Administrators (EDUCATORS Administrators) @ Change

C

eos
al Disk (C:)

n Volume (E:)
kupDC (F)

red Folders (\\wn

ork
01
ware-host

Principal: ~ SYSTEM  Select a princips|

Type | Allow v

Appliestor | This folde, subfolders and files vl

Basic permissions:

Full control
Modify

Read & execute
List folder contents
Read

Write

[[] Special permissions

Show advanced permissions

ubfolders and files

ubfolders and files

ubfolders and files

pbfolders and files
d files anly

1item selected

["] Only apply these permissions to objects and/or containers within this container

Add a condition te limit access. The principal will be granted the specified permissions only if conditions are met.
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Clipboard

= L » ThisPC » Local Disk () » Wir

ites
ktop
wnloads

ent places

’C
ktop
‘uments

wnloads

al Disk (C:)

w Volume (E:)
kupDC (F)

red Folders (\wn

ork

o1
ware-host

1item selected

Organize New Open Select
d v SVEYNI ] [ Gearch svaun o]
b Advanced Security Settings for staging areas
Name
i staging Name: CAWindows\SYSVOL\staging areas
| staging areas
.h sysvol Owner: Administrators (EDUCATORS Administrators) @Changa
) domain Permissions Auditing Effective Access
For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).
Principal:  CREATOR OWNER  Select & principal ers and files
ers and files
Type | Allow Y| ers and files
ers and files
Appliester |Subfolders and files only v] onty

Basic permissions:

Full control
Maodify

Read & execute
List folder contents
Read

Write

[ 5pecial permissions

[] Only apply these permissions to objects and/or containers within this container

Show advanced permissions

| =m

Ap-luly
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Clipboard

Organize

New Open Select

- 1 |j¢ » ThisPC » Local Disk (C) » Windows » SYSVOL

ites
ktop
vnloads

ent places

i
ktop
‘uments

wnloads

al Disk (C:)
wVolume (E:)
kupDC (F:)

MName

| staging

. staging areas
L sysvol

./ domain

red Folders (\\vn

ork
o1

avare-host

1 item selected

‘ b sysvol Properties

MName: CAWindows\SYSVOL\sysvol
Owner: Administrators (EDUCATORS\Administrators) @Change
Permissions Share Auditing Effective Access ‘

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Princi Inherited fram

Allow Authenticated U

83 Allow  Server Operators (EDUCATORS\Server Operators)  Read & execute Nane
% Allow Administrators (EDUCATORS\Administrators) Special MNone
8 Alow SYSTEM Full control None
8, Allow CREATOR OWNMER Special MNeone

Applies to
This folder,
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
Subfolders and files only

subfolders and files

< [

Add || Remove || Edit

Enable inheritance

[ Replace all child object permission entries with inheritable permission entries from this object

Hows,

sokil 27)

N

. » ThisPC » Local Disk (C:) » Windows » SYSVOL |

ids

laces

ids

sk (C)

ume (E:)
1C(F)
olders (\\wn

Name

| staging
|\ staging areas
i sysvol
| domain

" | b sysvol Properties
i Advanced Security Settings for sysvol
MName: CAWindows\SYSVOL\sysvol

Principal:  Authenticated Users  Select a principal
Type: [Allow Y]
Applies to: ‘Thisfolder, subfolders and files v‘

Basic permissions:
[ Full control
[ Madify
[w] Read & execute
[w] List folder contents
[w] Read
[ write

[] Special permissions

[[]Only apply these permissions to objects and/or containers within this container

Show advanced permissions

Activate Windowe

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met. Go to
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Clipboard Organize MNew Open Select
= 1| .. » ThisPC » Local Disk (C:) » Windows » SYSVOL K »
| Fy sysvol Properties [ =]
) Nome e — \
:::p & stoging S Advanced Security Settings for sysvol
ownloads . staging areas
scent places & wval Name: C:AWindows\SYSVOL\sysvol
1 domain Owner: Administrators (EDUCATORS\Administrators) 'S' Change
sPC
esktop Permissions Share Auditing Effective Access ‘
ocuments
For additio
ownloads
Jusic Permission
ctures Type Principal:  Server Operators (EDUCATORS\Server Operators)  Select a principal
deos 8, Allow]
scal Disk (C:) 8 Aiow| | Type  [Allow -]
8 Allow
Vol E:
ew Volume (£) 8, Mlow|  Appliestor |This folder, subfolders and files v]
sckupDC (F:)
82, Allow|
1ared Folders (\wn
Basic permissions: Show advanced permissions
work Al ["]Full contral
4c01
Add [ Medify
mware-host [¥] Read & execute
Enable in [w] List folder contents
[|Replace [¥IRead
[CJwrite -
[]5pecial permissions N _- s rtiate
1 item selected [] Only apply these permissions to objects and/or containers within this container
.
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Clipboard Organize New Open Select

- 1 |j.| » ThisPC » Local Disk (C) » Windows » SYSVOL [

orites
zsktop
swnloads

=cent places

iPC

ssktop
scuments
swnloads

usic

ctures

deos

scal Disk (C:)
ew Volume (E:)
ackupDC (F)
1ared Folders (Yiwn

work

1c01

nware-host

1item selected

MName

1! staging
1! staging areas
. sysvol

. domain

‘ b sysval Properties

Principal  Administrators (EDUCATORS\Administrators] Select a principsl
Type: [Atow V]
Applies to: | This folder, subfolders and files v]

Advanced permissions:
[ Full control
[W] Traverse folder / execute file
[ List folder / read data
[] Read attributes
[] Read extended attributes
[ Create files / write data
[ Create folders / append data

[w] Write attributes

[w] Write extended attributes
[T] Delete subfolders and files
[] Delete

[w] Read permissions

[+] Change permissions

[+ Take ownership

[ Only apply these permissions to objects and/ar containers within this container

Show basic permissions

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition cti

OWS.

=)
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Clipboard

Organize New Open Select

Yy 1 |j¢ » ThisPC » Local Disk (C:) » Windows » SYSYOL

l b sysvol Properties
_ Mame v — |
Jorites N . \_I_‘—I
1Y Advanced Security Settings for sysvol =
Jesktop L. staging
Jownloads | staging areas
tecent places L sysvol Name: CAWindows\SYSVOL\sysvol
. domain Owner: Administrators (EDUCATORS\Administrators) I@Change
isPC
Jesktop Permissions Share Auditing Effective Access |
Jocuments
Jownloads
lusic
Jictures Principal: ~ SYSTEM  Select a principal
fi
ideos Type: | Allow v]
_ocal Disk (C2)
Jew Volume (E) Applies to: ‘Th\sfu\der, subfolders and files ~ ‘
3ackupDC ()

+hared Folders (Ywn
twork

el

rmware-host

1itam ralactar

Basic permissions:
[ Full control
¥ Medify
[w] Read & execute
[w] List folder contents
¥ Read
¥ Wirite

[] Special permissions

[] Only apply these permissions to objects and/or containers within this container

Show advanced permissions

NEPoWSs.
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Clipboard

Organize Hew Open Select

- 1 |_L » ThisPC » Local Disk (C3) » Windows » SYSVOL

rites

Mame

sktop
wnleads

cent places

PC

sktop
‘cuments
wnloads

Jsic

tures

leos

cal Disk (C:)
aw Volume (E:)
ckupDC (F)
ared Folders (\\wn

vork
0l

wvare-host

1item selected

| staging

| staging areas
i sysvol

|/ domain

£ Advanced Security Settings for sysvol

p——— <] H
[=[al = |

MName: CAWindows\SYSVOL\sysvol

Qwner:

Administraters (EDUCATORS Administrators) @ Change

Principal:  CREATOR OWNER Select a principal

Type | Allow v

Applies to: | Subfolders and files only <]

nd files
nd files

nd files

nd files

Advanced permissions:
[]Full control
[w] Traverse folder / execute file
[ List folder / read data
[w] Read attributes
[ Read extended attributes
[w] Create files / write data
[] Create folders / append data

[[] Only apply these permissions to objects and/or containers within this container

[W] Write attributes

[v] Wirite extended attributes
[[] Delete subfolders and files
[[]Delete

[ Read permissions

[l Change permissions

[] Take ownership

Show basic permissions | [

(| IEY

Hows.
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Clipboard Organize MNew Open Select
- 4 ‘j b ThisPC » Local Disk (C) »_ Windows » SYSVOL 1 [ searchsvsvol J
" Advanced Security Settings for domain = | E
ites Name
ktop | staging
wnloads L staging areas
ent places L sysvol
. domain Principal:  Server Operators (EDUCATORS\Server Operators)  Select a principal
iC
o Type [ Allow Y]
uments Applies to: |Thisfo\der, subfolders and files v|
wnloads
sic
ures Basic permissions: Show advanced permissions
zos [C]Full control
al Disk (C:) [ Modify
v Volume (E) [v] Read & execute
kupDC (F) [+ List folder contents
red Folders (Vwn [ Read
[]write
ork []Special permissions
0
ware-host [[] Only apply these permissions to objects and/or containers within this container
Add a condition to limit access. The principal will be granted the specified permissions enly if conditions are met.
Add a condition
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Zlipboard Organize,
L |_L| b ThisPC » Local Disk ()
N Name N . . . - ——
es Principal: ~ Administrators (EDUCATORS\Administrators)  Select a principal
top L staging . ‘AII v‘
ow
nloads | staging areas ype
nt places i sysvol Appliesto: | This folder only v]
| domain
top Advanced permissions: Show basic permissions
Jments [] Full control [¥] Write attributes
nloads [#] Traverse folder / execute file [w] Write extended attributes T
ic [ List folder / read data [] Delete subfolders and files
ires [ Read attributes [ Delete
o5 [] Read extended attributes [] Read permissions
I Disk (C:) [w] Create files / write data [w] Change permissions
Volume (B} [+ Create folders / append data [¥] Take ownership
wpDC (F)
ed Folders (\\vn [[]1 Only apply these permissions to objects and/or containers within this container
. H
" Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.
n
rare-host Add a condition
L 5.
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Clipboard

Organize

Wind

tes Mame

top
miloads . staging areas
W sysval

. domain

=nt places

31 Disk (C:)
Velume (E:)
wpDC (F)

-ed Folders (\\wwn

.t |J., » ThisPC » Local Disk (C:]

. staging

|

m D ST TITT]

[]Special permissions

[_] Only apply these permissions to objects and/or containers within this container

Principal: ~ Administrators (EDUCATORS\Administrators) Select a principal
Namel | Type |Allow v]
Ownef| | Applies to: |Subfolders and files only v]
Perm
Forad | Basic permissions: Show advanced permissions
) [ Full cantrol
Permit 7 Modify
[v] Read & execute
[ List folder contents
[ Read
[ Write

ark Add a condition to limit access. The principal will be granted the specified permissions anly if conditions are met.
n
vare-host Add a condition
[IRen
Activate Wind
Go to System in Con s.
.
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[0 % ThisPC » Local Disk () » Windows » SYSVOL ¢ | [ searchsysval
1 Advanced Security Settings for domain -8
Name
|| staging
5 || staging areas
ces L sysvol
| domain Principal:  SYSTEM  Select a principal
Permiss|
Typs  [Allow v]
For addit]
5 . Applies to: |Thisfo|der, subfolders and files v‘
Permissi
H ™
2 Al Basic permissions: Show advanced permissions
All
82 Al [w] Full contral
[(®)] & oan [ Modify
ne (E:) 8 AN [] Read & execute
(F) 8, oAl [] List folder contents
ders [\wn [¥] Read
< [ Write
[[] Special permissions
Add|
[_]1Only apply these permissions to objects and/or containers within this container
ost
Enablg
[[]Repla Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met,
Add a condition
Lo aclivate DV
selected
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T ‘j‘ » ThisPC » Local Disk (C:)

Wi

ol b SYSVOL

¢, | [ search svsval ]

Name
| staging
ads .| staging areas
dlaces i sysvol
1/ domain
=nts
ads
sk (C)
lume (E:)
IC(F)
“olders (\vwn
-host
:m selected

b

Advanced Security Settings for domain =8| *

Principal: ~ CREATOR OWNER Select a principal
Type: [Alow “|
Appliesto: [Subfolders and files only v

Basic permissions:
[w] Full control
[¥ Modify
[#]Read & execute
[+ List folder contents
[ Read
[w] Write
[[]Special permissions

[] Only apply these permissions to objects and/or containers within this container

Show advanced permissions

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition
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P [y Network » adcoi

w 0| | Search adc01

4 SYSVOL (\\adc01) Properties
| DEPBASEDROAMING
; cal, - Advanced Sharing [x
ads
ilaces IJ homefolderd3042018 [w] Share this folder
i #7 - Settings
Publi Share name:
ublic
. & '_}J « [svavoL v
ints - -m
s RoamingADCd
& ..J eaming & « Limit the number of simultaneous users to:
=
Comments:
| Senedler-IT Logon server share
sk () -, -
ume (E)
o | pemssons || cachng
i permsh
“olders (Vwn
‘ Ok | ‘ Cancel | ‘ Apply
-host
ok | [ camedl || ooy

[ Y

Share Pemissions

Group or user names

3, Authenticated Users
2, Administrators (EDUCATORS Administrators)

Pemissions for Everyone Allowy Deny
Full Control O O
Change ] ]
Fesd &) O
ooy |

Sakil 38)




[ Network » adc0t

v G‘ ‘ Search adcD1

IJ DEPBASEDROAMING
Camm
H
& l | homefolderd3042018
-,
l | Public
E =
H
| RoamingADCde
Camm
IJ Senedler-IT
() -
ne (E)
F)
ders (Wwn
ost

SYSVOL (\\adc01) Properties

Advanced Sharing

[

[w] Share this folder
Settings

Share name:

[svsvoL v

Limit the number of simultaneous users to:

Comments:
Logon server share

[ o [ concel || oo

o] Gt ]| _omr

Share Pemmissions

Group or user names:
% Everyone

. A futhenticated Users

2, Administrators (EDUCATORS \Administrators)
Pemissions for Authenticated
Users Allow Derry
Full Control [wl O
Change vl O
Read vl O
ok |[ cancel || epy |

= Windov
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[/ b Network » adeon

v 0‘ ‘ Search adc01

l | DEPBASEDROAMING

ds
aces | homefolderl3042018
‘_J_--‘o
l | Public
ts ]
ds
| RoamingADCde
“a,
l | Senedler-IT
k(C) -t
1me (E)
CiF)
alders (wn
host

[

SYSVOL (\\adc01) Properties

[x ]
Advanced Sharing \L‘

[#] share this folder

Settings

Share name:

[srsvoL v

Limit the number of simultaneous users to:

Comments:
Logon server share

I =

% | [Cmon || o

Share Pemissions

Group or user names:

% Everyone
82, Authenticated Users

Pemissions for Administrators Allow Deny
Full Cortrol [w] O
Change v O
Read ] |
ok | [ Canesl [[ aty |

= Windov
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P [ b Network » zdcot

o] [=

[x]

A MNETLOGON (\\adc01) Properties i
medir
o Share Pemissions Advanced Sharing z
ilaces GI’OLID ar user names: E Share this folder WROEmiﬂg
B2, Administrators (EDUCATORS Administrators) Settings
Share name: aming
. [nELoGoN v]
Hylsd
s _—
nedler-
Limit the number of simultaneous users to:
Permissions for Everyane Comments:
k(C) Full Contral Logon server share fitest
Sl :
Change
ume (E:) Read
IC(F) = -
“olders (\iwn Permissions | | Caching |
| oK | | Cancel | | Apply
-host
W
79 |
o] G ] [ oo ]
em selected
.
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~|u!J » Network » adc0l v c.| [
- NETLOGON (\\adc01) Properties £ i
medir
e Share Pemissions Advanced Sharing B
laces GI’OLID or user names: @ Share ﬂ’“s Fclder WROEmIng
%E\reryone
4 Administrators (ED S\Administrators) Settings
Share name: aming
" [nETLOGON v]
nts
s o
nedler-
Limit the number of simultaneous users to:
Permissions for Administrators Comments:
K(C) Full Cartral Logon server share ftest
Change
ume (E:) Read
IC (F) : :
olders (\wn FELEELE | | Caching |
| OK | | Cancel | | Apply
host
’E
=i ]
oK || Cacd || ooty |
em selected
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. ¥ ThisPC » Local Disk (C:) » Windows

ES

<)

1€ (E:)
(7]

{ers (\\wn

MName

s s s
. diagnostics

. DigitalLocker

. Downloaded Program Files

J drivers

. en-Us
A Fonts
J Globalization
. Help
. IME
. ImmersiveControlPanel
. Inf
J InputMethod

. L25chemas
J LiveKernelReports
J Logs
. media
, Microsoft. MET
. Migration
. ModemLogs
. NetWrix
. Metwrix Auditor
. NTDS

-

Date modified

ELAMBELP

Installer

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Sizeg

L¥ NTDS Properties
Previous Versions Customize Classification
General Sharing Security

Network File and Folder Sharing

NTDS
) . Not Shared

MNetwork Path:
Mot Shared

Share...

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

@ Advanced Sharing...

Sokil 43) Normalda

govluq “share” olmamahdir.

“C:\Windows\NTDS\” iizorindaki permissionlar bu gaydada olmah

Vo

. b ThisPC » Local Disk (C:) » Windows

ds

laces

nts
ds

k (C)

ame (E:)
C(F)
olders (\\wn

host

S

Name Date modified
iU s s e o
. diagnostics .08.2013 20:39
. DigitalLocker 22,08.2013 20:46
. Downloaded Program Files 22.08.2013 20:39
J drivers 22.08.2013 20:39

ELAMBEUP 22.08.2013 20:39
. en-US 14.06.2018 00:22
A Fonts
, Globalization
. Help
. IME
. ImmersiveControlPanel 20.05.2018 22:47
. Inf
J InputMethod
Installer
. L25chemas
. LiveKernelReports
) Logs
. media

. Microsoft.NET
. Migraticn
. ModemLogs

o MetWrix

) Metwrix Auditor
, NTDS

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Sizeg

L NTDS Properties
Previous Versions | Customize I Classification
General I Sharing | Security

Object name:  C:\Windows\NTDS
GI’DLID Or user Nnames:

2, CREATOR OWNER

2, SYSTEM

H2,L0CAL SERVICE

A Administrators (EDUCATORS \Administrators)

To change pemmissions, click Edit.

Pemissions for Administrators

Full contral

Modify

Read & execute
List folder contents
Read

Write

Special pemissions v

For special pemissions or advanced settings,
click Advanced.

[ ok || cancel
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+ . b This PC » Local Disk (C:)

top
nloads
nt places

top

iments

nloads

<

Ires

EH

I Disk (C:)
Volume (E)
upDCiF)

=d Folders (\wn

3

‘are-host

Name
L sy
diagnostics

DigitalLocker
Downloaded Prog

. drivers
ELAMBKUP

. en-US

A Fonts

. Globalization

. Help

. IME

. ImmersiveControl

. Inf

. InputMethod
Installer
L25chemas
LiveKernelReport:
Legs
media

. Microsoft NET

. Migration

. Modemlogs

o NetWrix

Advanced Security Settings for NTDS

/' Change

Name: C:A\Windows\NTDS
Owner: Administrators (EDUCATORS\Administrators)
Permissions Auditing | Effective Access ‘

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Enable inheritance

Type Principal Access Inherited from Applies to
'52 Allow SYSTEM Full control MNone This felder, subfolders and files
8, Allow Administrators (EDUCATORS\Administrators) Full contral None This folder, subfolders and files
5, Allow CREATOR OWNER Full control MNone Subfolders and files only
8 Allow LOCAL SERVICE Create folders / append data None This folder and subfolders
< m >
Remove Edit

[[] Replace all child object permission entries with inheritable permission entries from this object

. Metwrix Auditor
. NTDS

File folder

File folder

Cancal (| Apply

T » ThisPC » Local Disk (C)

=
op
iloads

it places

op
ments

iloads

res
s

Disk (C:)
Volume (E)
1pDC (F)

d Folders (Vwn

k

are-host

Fropeines

u]

Name

recrerprrereesa)

. diagnostics
Digitall ocker

. Downloaded Prog
drivers
ELAMEKUP

. en-Us

A Fonts

. Globalizatien
Help

. IME
ImmersiveContro

. Inf
InputMethad
Installer
L25chemas

. LiveKernelReport:
Logs

. media
Microsoft. NET

. Migration
ModemlLags

J MetWrix

Advanced Security Settings for NTDS

Name: C\Windows\NTDS
Qwner: Administrators
Permissions Auditing

For additional information, doub|

Permission entries:

Type Principal
H, Allow SYSTEM
_‘E Allow Administrator,
B, Alow CREATOR O
;F‘ Allow LOCAL SERVI

<
o ] [reme ][]

[ Replace all child object permi:

Metwrix Auditor
. NTDS

Permission Entry for NTDS

Principal: ~ LOCAL SERVICE  Select a principal
Type: [2llow +]
Applies to: | This folder and subfolders v

Advanced permissions:
[C]Full control
[ Traverse folder / execute file
[ List folder / read data
["1Read attributes
[]Read extended attributes
[ Create files / write data
Create folders / append data

[[] Only apply these permissions to objects and/or containers within this container

ol

Shaw basic permit
[[]write attributes
[]'Write extended attributes
[[] Delete subfolders and files
[ Delete
[]Read permissions
[[]1Change permissions
[ Take ownership

Clear

Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.

Add a condition
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Advanced Security Settings for NTDS = |9 .
T » ThisPC » Local Disk (T2 |
MName: CAWindows\NTDS [
Mame - .
o erRprencso| Owner: Administrators (EDUCATORS\Administrators) ) Change
P . diagnostics — -
sads | DigitalLocker Permissions Auditing Ef‘FectlveAc(ess|
laces
P - Downloaded Prog For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).
. drivers
Auditing entries:
ELAMBKUP
p en-US Type Principal Access Inherited from Applies to
lents A Fonts
sads . Globalization
. Help
s . IME
ImmersiveContral
tisk (C:) Inf
slume (E) . InputMethod
1D (F) Installer
Folders (\ivn | L2Schemas
. LiveKernelReport:
Add Remave View
. Logs
&-host media Disable inheritance
Microsoft. NET
| Migrstion ["]Replace all child object auditing entries with inheritable auditing entries from this object
. ModemlLegs
. Netwrix Auditor 04.09.2018 File folder
Cancel |
1D - [ Comcd
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5.7) “Key Distribution Center Service Account” (krbtgt) istifad9cisinin sifrasinin ddyisdirilmasi.
Konar miidaxile vaxti bu standart istifadacinin komprometasiya ehtimal yiiksak oldugundan vo
miidaxiledan sonra bu akkauntun imtiyazlarindan istifado etmakla AD DS-d® istanilan istifadaci
imtiyazlarindan istifado edo bilmasini nazara alaragq sifrasinin dayisdirilmasi zaruridir.

Onu da nazarad almaq lazimdir ki, istifadacinin sifrasini 2 dofo dayisdirmak lazimdir. Bel®d ki, 2
“password history”-ni 6ziindd saxlayir.

Akkaunt haqqinda: https://blogs.technet.microsoft.com/janelewis/2006/12/19/the-krbtgt-account-

what-is-it/

Sifroni doyisdirmak iiciin: ADUC (dsa.msc) is® salimb krb* istifadocisi axtarilr.
Akkauntun iizorind9d sag diiymoni vurub “Reset Password” secilir vo ixtiyari “random” sifro
tayin edilir. Sifroni yadda saxlamaginiza ehtiyac yoxdur ciinki, sistem 6zii onun dsasinda basqa
sifra generasiya edacak. Bu amaliyyati (sifranin dayisdirilmasini) davamh sakildo 2 dofo etmak
vo har dafe da biitiin writable DC-lara (DC ve ADC/BDClara) (RODC istisna olmagqla ¢iinki,
“Denied RODC Password Replication Group”dadir bu istifadaci) replikasiya etmak vacibdir.

* Qeyd: Sadalanan @m?liyyatlar: etdikdon sonra tahliikasizlik magsadila AD iizarinda@

biitiin  inzibatga  hesablarin  sifrasini  d9yisdirm@yiniz = maqsadauygundur.


https://blogs.technet.microsoft.com/janelewis/2006/12/19/the-krbtgt-account-what-is-it/
https://blogs.technet.microsoft.com/janelewis/2006/12/19/the-krbtgt-account-what-is-it/

(“Administrators”, “Domain admins”, “Enterprise Admins”,

“Schema Admins”
qruplarina iizv olan istifadacilar ticiin)

a Active Directory Users and Computers - |0 X
File | Action | View Help

LI | ataTER

] Active Directory Users and Computers [ADCOT.educi | Name Type Description

b 7] Saved Queries || Builtin builtinDomain

I 2 educaters.lan

File Edit View

accounts
[5IDs) associated with
Find: [Users, Cortacts., and Groups v | In: [ 35 edusatorslan v] [ Bowse.. |
Users, Contacts, and Groups |Mvanmd | counts
Find Now
Name: [fap= | h data.
Description: | |
Qf’ unts
earch results:
Name Type Description

ce Account

1 item(s) found
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ACTIVE LIFectory Users ana Lomputers
PRETE%R
3 Active Directory Users and Computers [ADCD1.educi| Name Type Description
b [ Saved Queries [~ Builtin builtinDomain
b 5 educators.lan . accounts
B Find Users, Contacts, and Groups =-|/0 x
File Edit View SIDs) associate
Find: [ Users. Contacts. and Groups | In' [ educatorslan v| [ Bowse.. |
Users, Contacts, and Groups ‘M\,Emed | counts
Find Now
Name: | krb* ‘ h data.
Description: | |

?f? unts.

Search results:

Name
2, krbtgt

ution Center Service Account

1 item(s) found
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i’

e Edit View

Find Users, Contacts, and Groups

Find: |Users, Contacts, and Groups v| In:

| 55 educators lan

v|| Browse... |

Users, Contacts, and Groups | Advanced

Mame: | krb*

Description: |

Search results:

Mame
%, krbtgt

1 item(s) found

swUzerewAdministrator>repadmin Asyncall
HLLEHCK MESSAGE:
rom:

To
ALLBACK
Fro

MESSAGE:

Administrator: CA\Windows\system32\cmd.exe

The following replication is
4h84acBl-1leSe—47a2-8HB3-afbcl1d3B66eB. _msdecs.educators. lan
: 295f5f48-8558-4abl-82c?-Scd2fffAb8ec._msdcs.educators.lan
The following replication completed successfully:
4h84acBl-leSe—47a2-8HA3-af6c1d3866eB. _nsdecs.educators. lan

in progress:

To 295f5f48-8558-4abl-B82c?-Scd2fffAb8ec._msdcs.educators.lan

ALLBACK MESSAGE: SyncAll Finished.
yncAll terminated with no errors.

NUsersvAdministratord
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E| Active Directory Users and Computers - g x
File View  Help
e HE 0B HE 2aE7TaR
[ Active Directory Users and Computers [ADCO1.educi| Name Type Deseription
b (] Saved Queries Builtin builtinDemain
I 3 educators.lan - accounts
2 Find Users, Contacts, and Groups = | = =
File Ed e SIDs) associated with o...
Find: [Users, Contacts, and Groups | In: |35 educatorslan o] [ Bowse.. |
Users, Cortacts, and Groups | Advanced counts
Name: [kb* | data.
Description: \ \
o unts
e
Search results: e Active Directory Sites and Services
Name File Action View Help
2, krbtgt @ B XEC= BE 2
[ Active Directory Sites and Services [ADCO1.educators.lan] || Name From Server From Site
P Sites 13
b [ Inter-Site Transports Move...
Subnets
4 [ Default-First-Site-Name
= All Tasks »
4 Servers
4 F ADCO1 Delete
1 item(s) found _ B NTDS Settings Rename
4 F BDC X
Hf NTDS Settings Eionettics
Help
< m > <
O Ly e aE =] =] s
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slUzers~Administratorirepadmin Ashowrepl

epadmin: running command sshowrepl against full DC localhost
Default—First—Site—Name-ADCAL

DSA Options: I5_GC

Lite Options: (none

DSA obhject GUID: 295f5f48-8558-4ahl-82c?-5cd2fFfBhBec

DEA invocationID: 1d82a217-6315-49f8-aBB?-73acfaedef?1

INBOUND WEIGHBORS

DC=educators,.DC=lan
Default-First—Site—Mame~BDC via RPC
DEA ohject GUID: 4b8dacBl-leSe—4%a2-8003-af6clid3B66ed
Last attempt @ 2B818-11-25 23:16:59 was successful.

M=Conf iguration.DC=educators . DC=lan
Default—Firzt—-8ite—Mame~BDC via RPC
DEA object GUID: 4bh84acil-1eSe—4%a2-80@3-afbcld3Bbbed
La=st attempt @ 2818-11-25 23:18:36 was successful.

M=Schema.CH=Conf iguration.DC=educator=z.DC=lan
Default-First—-Site—Mames~BDC via RPC
DSA object GUID: 4h84acHll-1eSe—4%a2-80A3-af6ecld3866eR
Last attempt @ 2818-11-25 23:16:59 was successful.

DC=DomainDnsZones . DC=educators  DC=lan
Default-First—Site—Mame~BDC via RPC
DSA ohject GUID: 4b84acHl-leS5Se—4%a2-8003-af6clid3B6bed
Last attempt @ 2A18-11-25 23:16:59 was successful.

DC=ForeszstDnsfones . DC=educators  DC=lan
Default-First—Site—Mame~BDC via RPC
DSA ohject GUID: 4bh84acHl-leSe—4%a2-8003-af6clid3iB6bed
Last attempt 0@ 2818-11-25 23:16:59 was successful.

sUzers~Administrator>date T
25.11.2818

sUzers~Adminisztrator>date T && time T
25.11.29818

sUzerswAdministrator?
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Action View Help

48 XEGE= H

LaETER

& v

cvvvvvevvew v

Active Directory Users and Computers [ADCD1.educ
| Saved Queries

educaterslan

| Buittin

Computers
Domain Controllers

| ForeignSecurityPrincipals
| LostAndFound

| Managed Service Accounts
Program Data

o SERVER OU

System

Users.

“| NTDS Quotas

| TPM Devices

MName

_Q_‘JAccess'DEmed Assistance
?JAdmlmstratur

2, Allowed RODC Password R
2, Cert Publishers

32, Cloneable Domain Control,
2, Denied RODC Password Re
2, DHCP Administrators

52, DHCP Users

52, DnsAdmins

52, DnsUpdateProxy

2, Domain Admins

2, Domain Computers

2, Domain Controllers

2, Domain Guests

#2, Domain Users

2, Enterprise Admins

2, Enterprise Read-only Dom
2, Group Policy Creator Own
2, Guest
_Q_‘JHe\lebraryUpdaters

l. krbtgt
SiNetwr\xAudltorAdmlmstr
2, Netwrix Auditor Client User
52, Protected Users

2, RAS and IAS Servers

2, Read-only Domain Control
52, Schema Admins

2, WinRMRemateWMIUsers_|

|_?-al

Organization | Published Certicates | Member Of | Password Replication

Dickn | Object

Security

Environment Sessions

Genersl | Address | Account | Profile | Telephones | Delegation

Remote cortral | Remate Desktop Services Profile | COMs | Attrbute Edtor

Atributes: al
Attribute Value ~ el
postalAddress <ot set> al
postalCode <not set>
postOfficeBox <not set>
preferedDeliveryMethod  <rot set>
prefemedLanguage <niot set>
prefemedOU <niot set>
primaryGroup|D 513 = (GROUP_RID_USERS )
primarylntemationallSDN...  <not set>
primary TelexNumber <ot set>
profilePath <ot set>
proxyAddresses <not set>
registersdAddress <ot set> al
revision <not set> -
< m > al

al
al

Description
Members of this group are provided access-denied assistance w..
Built-in account for administering the computer/domain
Members in this group can have their passwords replicated to al.
Members of this group are permitted to publish certificates to t...
Members of this group that are domain contrallers may be clon...
Members in this group cannot have their passwords replicated t...
Members who have administrative access to the DHCP Service
Members who have view-only access to the DHCP service

DNS Administrators Group

DNS clients who are permitted to perform dynamic updates on ..
Designated administrators of the domain

All workstations and servers joined to the domain

All domain centrellers in the domain

All domain guests

All domain users

Designated administrators of the enterprise

Members of this group are Read-Only Domain Controllers in th...
Members in this group can modify group policy for the domain
Built-in account for guest access to the computer/demain

Key Distribution Center Service Account

Members of this group are allowed to set up and modify all Net..,
Members of this group are allowed to access the sudit dats coll...
Members of this group are afforded additional protections agai...
Servers in this group can access remate access properties of users
Members of this group are Read-Only Domain Controllers in th...
Designated administrators of the schema

Members of this group can access WM resources over manage...
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olar. Bu halda xahis olunur skriptin dokumentas

Alternativ variant olaraq “krbtgt account password reset” skriptindon d9 istifado etmak

yasl il9 tanms olasimz:

https://gallery.technet.microsoft.com/Reset-the-krbtgt-account-581a9e51



https://gallery.technet.microsoft.com/Reset-the-krbtgt-account-581a9e51

e Administrator: Windows PowerShell =1
sUserssAdninistratorsDesktopsNew—CtmADKrbhtgtKeys >powershell .“\Mew—-CtmADKrbtgtHeys.psl

his script can be used to perform a single reset of the krbtgt key that iz shared by all
gritable domain controllers in the domain in which it is pun.

his script has 3 modes:
— Mode 1 is Informational Mode. This mode is safe to run at any time and makes no changes
to the environment. It will analyze the environment and check for isszues that may impact
the szuccessful execution of Mode 2 or Mode 3.
Mode 2 is Simulation Mode. This mode will perform all the analysis and checks included
in Mode 1. It will alseo initiate a single obhject replication of the krbtgt ohject from
the PDC emulator DC to every writahle domain controller that is reachable. This
replication is not to replicate changes ¢(no changes will he made). Instead, this replication
iz performed so that the replication time for mode 3 can bhe estimated.
of Mode 3.

— Kerheros PAC validation failures: Until the new krbtgt key is replicated to all
writable DCs in the domain, applications which attempt KDC PAC validation may
experience KDC PAC validation failuwres. This is possible when a client in one
gite iz accessing a Kerberos—authenticated application that is in a different site.

If that application is not a trusted part of the operating system,. it may attempt

to validate the PAC of the client’’s Kerberos service ticket against the KDC (DC> in
its sdite. If the DC in its site does not yet have the new krbtgt key. this KDC PAC
validation will fail. This will likely manifest itself to the client as

authentication errors for that application. Once all DCz have the new krbtgt key.

some affected clients may recover gracefully and FESUMe functlunlng normally. If not.
rehooting the affected client{s> will PEoDlUB the issue. This issue may not occur if
the replication of the new kPhtgt key is timely and successful and no applications
attempt KDC PAC validation against an out of sync DC durlng that time.

Kerberos TGE request failures: Until the new krbtgt key is replicated to all writahle
DCs in the domain, a client may experience HKerberos authentication failuresz. This is
wvhen a client in one site has obtained a Kerberoz user ticket <(IGI> from a DC that has
the new krbtgt, but then subsequently attemptsz to obtain a service ticket via a TGS
reguest against a DC in a different site. If that DC does not also have the new krhtgt
key, it will not bhe able to decrypt the client'’s TGI, vhich will result in a TGS
reguest failure. This will manifest itself to the client as authenticate errors.
However,. it should bhe noted that thisz impact is very wunlikely. bhecause it is very
unlikely that a client will attempt to obtain a service ticket from a different DC
than the one from which their TGT was obtained, especially during the relatively short
impact duration of Mode 3.

It iz highly recommended that Mode 1 be v»un first, then Mode 2, and then Mode 3.

In which mode do you wish to run the script?

——— Informational Mode <no changes made; no replication iggere
——— Simulation Mode ¢no changes made. but replication WILL-B i
——— Reset Mode <(krbtgt WILL BE reset once. and replicatinmtl

—— Exit

1-3. or B to exit?»: 1
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N Select Administrator: C\Windows\System32\cmd.exe =

some affected clients may recover gracefully and resume functioning normally. If not.
rebooting the affected client{s?> will resolve the issue. This issue may not occur if
the replication of the new krbtgt key iz timely and successful and no applications
attempt KDC PAC validation against an out of sync DC during that time.

Kerberos TGS request failures: Until the new krbtgt key is replicated to all writahle
DCs in the domain, a client may experience Kerberos authentication failures. This is
when a client in one site has obtained a Kerheros user ticket (IGI> from a DC that has
the new krbhtgt, but then subseguently attempts to ohtain a service ticket via a TGS
request against a DC in a different site. If that DC does not also have the new krhtgt
key, it will not be ahle to decrypt the client’’s TGI. which will result in a TGS
regquest failure. This will manifest itself to the client as authenticate errors.
However, it should bhe noted that this impact is very unlikely. hecause it is very
unlikely that a client will attempt to obhtain a service ticket from a different DC
than the one from which their TGT was obtained. especially during the relatively short
impact duration of Mode 3.

It iz highly recommended that Mode 1 be v»un first. then Mode 2. and then Mode 3.
In which mode do you wish to run the script?
1 ——— Informational Mode <no changes made; no replication triggered)
2 S8imulation Mode <no changes made. but replication WILL BE triggered for estimation purposes?
3 Reset Mode <(krbtgt WILL BE reset once, and replication WILL BE triggered>
B —— Ewxit

(Enter 1-3, or B to exitd: 1
hecking for script pre-reguisites...

Checking for ActiveDirectory Powershell module PASSED
PASSED

Checking for GroupPolicy Powershell module
Checking if RPCPIMNG.exe is installed and in the path PASSED
Checking if REPADMIN.exe is installed and in the path PASSED

athering and analyzing target domain information...

Domain NetBIOS name: EDUCATORS

Domain DNE name: educators.lan

PDC emulator: ADCHLl.educators.lan

DomainMode: WindowsZ2B812RZDomain

Checking domain functional mode iz ‘Windows2B888Domain® or higher PASSED

athering and analyzing krbtgt account information and domain Kerheros policy...

Krbtgt account: CN=krbtgt.CN=Users.DC=educators

Krbtgt account password last set on PDC emulator: 25.11

Kerheros maximum lifetime for user ticket (IGI lifetime>: 18 hours

Kerberos maximum tolerance for computer clock synchronization: 5 minutes
Checking if all tickets based on the previous (N-1> krbtgt key have expired

athering and analyzing writabhle domain controller information...
Checking RPC connectivity to domain controllers:
Checking RPFC connectivity to ADCHAL .educators.lan :
Checking RPC connectivity to BDC.educators.lan . -PASSELS -
Check for RPC connectivity to writahle domain contm ers PASSED:

Logged to file: New—CtmADKrbhtgtKeys 20818-11-25T23.14.86.3730247+84.80. log
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5.8) “Group Policy”’l9r iizorindoki “Delegation”larin resetloanmasi.
P> (Ehtiyatla davranmagq. Ehtiyac duyulmadii taqdirda etmamaok)
Konar miidaxilo vaxti GPO “delegation”lara miidaxile ehtimal oldugundan asagidaki qaydada
biitiin GPO-larin “delegation” va “auditing”inin “reset” edilmasi do hayata kecirila bilar.

Alternativ soft qismind9: http://www.ldapexplorer.com/en/liza.htm istifado edo bilarsiniz.


http://www.ldapexplorer.com/en/liza.htm

=h
& File Action View Window Help

Group Policy Management

| #

4 educators.lan [ADCOT educators.an]
5/ Defautt Domain Policy
5/ DomainWideDisableNTLM

b (2] Demain Controllers

o SERVER OU

% Group Policy Objects
(=] AccountLockoutUsers

(=] Applocker-MY-Rules

=] ChangeDesktopBGForHomeProfiledUsers

P

AccountLockoutUsers
Delegation

Scape | Details | Settings Status

Groups and users:

These groups and users have The specried permission for this GPO

Name
B2, Autherticated Users
52, Domain Admins (EDUCATORS\Domain Admins)

52 Enterprise Admins (EDUCATORS" Enterprise Admins)
€2 CMTEDDRICE NAMAIN CONTRON | ED

Allowed Pemissions

Read firom Securty Filenng)

Edit sattings, delete, modfy security
Edit sattings, delete, modfy security

=| Default Domain Conl
=| Default Domain Peli
=] denyaccess-for-high
=/ disable_all_local_use

Advanced Security Settings for {SDF3B03A-59F7-4E49-A87C-2ACBADASSCCA}

Domain Admins (EDUCATORS\Domain Admins) Change

-/ DisableCredCache Owner:
-/ Disable-MAcros
Dor deDisable Permission

= DOWNLOADS

=[ LapsDeploy

E}
e
H
=+
i
g
>
e
i3
B
3
z

y G G o

Permission entries:

Auditing

Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Applies to

This object and all descendant...
This object and all descendant...
This object and all descendant...
This object and all descendant...
This object and all descendant...
All descendant objects

This object and all descendant...

= LocalADMIN-DE-AC]
=] LocalChangePassAd Type  Principal Access Inherited from
=] RenameAdminNamel 2, Allow  Demain Admins (EDUCATOR...  Special Nene
(=] RestrictedGroup H2, Allow  Enterprise Admins (EDUCATO... Special None
=[ Sample-From-Rem- #, Allow  ENTERPRISE DOMAIN CONTR... Special Nene
= SET-IE-PROXY 2, Allow  Authenticated Users Special Nene
=] Softwarelnstallation B2, Allow  SYSTEM Special Nane
test5 H2, Allow  CREATOR OWNER Special None
5[ WindosUpdate-Forcq 2 Allow  Authenticated Users Apply group policy None
b 5 WMI Filters
b [ Starter GPOs

AccountlLockoutUsers Security Settings

Securty

Group or user names:

52,CREATOR OWNER

82, Autherticated Users

82,5YSTEM

52, Domain Admins (EDUCATORS\Domain Admins)

82, Enterprise Admins (EDUCATORS'Enterprise Admins})
<

Pemissions for CREATOR
OWNER

Alow Deny
Full cortrol O 0 [~
Aead O o
Wite O o =
Create all chid objects O O

Delete il chd objscts O 0o

For spacial pemissions or advanced settings,
click Advanced

|

Apply

Remove

View

Restore defaults
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=
_-EséFHE Action View Window Help
e 5 [c)

JIUUp FUNLY vianayenieing

4 educators.lan [ADCO1 ducaters.lan]
5/ Default Demain Policy
=] DomainWideDisableNTLM
b (5] Domain Controllers
b (] SERVER OU

Ea|
4 [ Group Policy Objects

AccountLockoutUsers
Scope | Details | Settings | Delegation | Status

These amuns and users have the snarifisd nemissinn for thi

[ o]

Gi AccountlLockoutUsers Security Settings

fermissions

Inherited

AccountlockoutUsers
Applocker-MY-Rules
ChangeDesktopBGForHomePrefiledUsers
Default Domain Controllers Pelicy
Default Domain Policy
denyaccess-for-highly-privileged-accounts
disable_all_local_users
DisableCredCache
Disable-MAcros
DomainWideDisableNTLM
DOWNLOADS
Imported-Applocker-Policies
LapsDeploy
Local ADMIN-DE-ACTIVATE
LecalChangePassAdmin
RenameAdminName
RestrictedGroup
Sample-From-Rem-Update-Firewall
SET-IE-PROXY
Softwarelnstallation
testd

-/ WindosUpdate-Force
b L5 WMI Filters
b [ Starter GPOs

Owner:

Advanced Security Settings for {5DF3B03A-59F7-4E49-A87C-2ACBADASICCA}

Permissions | | Auditing (| Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Domain Admins (EDUCATORS\Domain Admins) Change

e

£
]

Type Principal Access
Success Everyone

Success Everyone

Inherited from
Parent Object
Parent Object

Applies to

Descendant Organizational Unit objects
Descendant Organizational Unit objects

>

Remaove View

Restore defaults

Apply

sokil 57)




5.9) GPO vasitasila tohliikasizlik tadbirlarinin hayata kecirilmasi.
1) NTLM-in “Domain Wide” disable edilmasi. (Deaktiv edilmadiyi taqdird® miihit “Pass The
Hash”, “NTLM relay” tahliikasizlik problemlarin@ maruz olacaq.)

NTLM-in “Domain Wide” disable edilmasindon sonra Kerberos istifado olunacaq hansi ki,

daha tohliikasizdir.

-/ Imported-Applocker-Policies

Do
$88%
R
(=
EE =23
ER -
5o
zﬂ%
itk
P32
5 g
1
=

g g, i

RestrictedGroup
ample-From-Rem-Update-Firewall

=] Softwarelnstallation
tests
=] WindosUpdate-Force
b (% WMIFilters
b L) Starter GPOs

=3 Group Policy Management -|a
& File Action View Window Help [-[=]x
&= #E= & B
] educators.lan [ADCO1.educators.lan] DomainWideDisableNTLM
5/ Defautt Domain Policy | Scope | Details | Settings | Delegation |
=i/ DomainWideDisableNTLM
- 1= Demain Controllers DomainWideDisableNTLM
b (2] SERVER OU Data collected on: 26.11.2018 12:39:27 hide all
4 [ Group Policy Objects Computer Configuration (Enabled) hide:
=] Applocker-MY-Rules " ;
hangeDesktopBGForHomeProfiledUsers I ST fide
efault Domain Controllers Policy Security Settings hide
efault Domain Policy Local Policies/Security Options hide
enyaccess-for-highly-privileged-accounts Other hide
isable_all_local_users
isableCredCache Bolicy Setting
isable-MAcros Network securty: Restrict NTLM: Incoming NTLM trffic Deny all accounts
7 DomainWideDisableNTLM Network secuty: Restict NTLM: NTLM autherticaion inthis domain Denyal
7 DOWNLOADS Network securty: Restrict NTLM: Outgoing NTLM traffic to remote servers Denyal

User Configuration (Enabled) hide:

No settings defined

Soakil 58)

6) “Account Lockout” siyasatinin “Domain Wide” tatbiq edilmasi. Bu GPO ndticasindo AD

istifadacilarina qarsi “bruteforce” hiicum hayata kegirilmasinin qarsisi alinmig olur.

@

roup Folicy Management

R
b File Action View Window Help [-]=]x
«=| aE
4 educators.lan [ADCO1.educators.lan AccountLockoutUsers
ik AccountlockoutUsers 5
Scope | Details | Settings | Delegation |
= Default Domain Policy
(mih DemainWideDisableNTLM AccountlLockoutUsers ~
[> [=] Domain Centrollers Data collected on: 26.11.2018 14:23:25 hide all
I» [] SERVER QU Computer Configuration (Enabled) hide
b [ WMI Filters . §
b L] Starter GPOs Wi o =3
Security Settings hide
Account Policies/Account Lockout Policy hide
Policy Setting
Account lockout duration 30 minutes
Account lockout threshold Sinvalid logon attempts
Reset account lockout counter after 30 minutes
Windows Frewall with Advanced Security hide
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® The referenced account is currently [ocked o ._ y not bellogged onite:

w. Windows'/ Ultimate

Sakil 60) AD istifadacisind garsi yonalmis “bruteforce” hiicumun qarsisinin alinmasi.

Olavo tohliikasizlik tadbiri olaraq homin GPO-da RDP sifralarin yaddasa verilmasinin
garsisimin alinmasi da maqsadauygundur. (“Domain wide” oldugundan hom server hom do

klient istifadocilora tatbiq olunacaq) (Bax: Sakil 61)



Group Policy Management - 8| x
(2 File Action View Window Help
@« = #[E &
5 AccountLockoutUsers
[ Scope | Details | Settings | Delegation
s/ Default Domain Policy
57 DomainWideDisableNTLM Policy Setting Comment .
b [&] Domain Controllers Set Windows Flle Protection scanning Enabled
b [Z] SERVER OU Scanning frequency: Scan during startup
b [ Group Policy Objects
b [ WMI Filters Windows Components/Intemet Explorer hide:
» [ Starter GPOs Policy Setting (Comment
Tum on menu bar by defaut Enabled
Windows Components/Remote Desktop Services/Remote Deskiop Connection Client hide
Policy Setting Comment
Da not allow passwords to be saved Enabled
—
Windows Components/Windows Update hide
Allow non-administrators to recsive updat{ — Group Policy Management -- Webpage Dialog
Automatic Updates detection frequency || [ not allow passwords 1o be saved |
Check for updates at the following
interval (hours): Setting Path-
Computer Corfiguration/ Administrative Templates/Windows Components/Remote Deskiop Services/Remote Deskiop
Poli Connection Client
icy
Configure Automatic Updates Supported On:
T ——— Atleast Windows Server 2003 operaling systems with SP1 or Windows XP Professionial with SP2
The following settings are only requil Explanation
g”;ii‘gi‘:jlr?:_“ MAMENANCE | | - trols whether psswords Gan be saved on this computer from Remts Deskiop Connection
Scheduled install time: If you enable this setting the password saving checkbax in Remote Desktop Connection will be disabled and users will
no longer be able to save passwords. Vihen 3 user opens an RDF file using Remote Deskiop Comnection and saves his
Policy seftings, any password that previously existed in the RDP file wil be deleted
Tum on recommended updates via Autor} | | you disable this setting or leave it not corfigured, the user will be able to save passwords using Remote Deskiop
ninection.
User Configuration (Enabled) hide
Na settings defined. v
.
Sakil 61)
3 143 3 » 3 3
7) Klient vd Serverlara “Restricted Groups” GPO-sunun tatbiq edilmasi.
=) Group Policy Management a -
&, File Action View Window Help [-[=]:
@ 2m G
3 educatorslan [ADCO1.educators.lan] RestrictedGroup
3 S;:"“‘;‘E}L“d“’“tpu“e" | Scope | Details | Settings | Delegation |
% aul lamain Folicy
2 DomainWideDiszbleNTLM RestrictedGroup
b (2] Domain Controllers Dala collected on: 26.11.2018 14:38:14 hide all
4 [&] SERVER QU Computer Configuration (Enabled) hide
.| AccountlockeutUsers _ N
Windows Settings hide
] Applocker-MY-Rules —
s denyaccess-for-highly-privileged-accounts Security Settings hide
i/ disable_all_local_users Restricted Groups: hide
i/ DisableCredCache = m—
ij: g;ﬂjﬁ:{;;‘“ BUILTIN'Administratars EDUCATORS'temp_pdmins, EDUCATORS Helpdesk
4 Imported-Applocker-Policies User Configuration (Enabled) hide
p ppl
s/ LapsDeploy

No settings defined.

Local ADMIN-DE-ACTIVATE

5% WindosUpdate-Force
b 2] Groups
I (@] Servers
I 2] Shares
I 2] Users
I (5 Group Policy Objects
b [ WMIFilters
b [ Starter GPOs
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File Action View Help
e I XE = HE

" RestrictedGroup [ADCO1.EDUCATORS.LAN] Polic
4 % Computer Configuration

4[| Policies

B | Software Settings

4 | Windows Settings
| Mame Resolution Policy
Scripts (Startup/Shutdown)
Security Settings

-

B -
I =d Account Policies
b i Local Palicies
|- i Eventlog
N 1 | Restricted Groups | |
3
I
I
3
3

4 System Services
= Registry
# File System
2o Wired Network (IEEE 202.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
f Wireless Network (IEEE 202.11) Policies
| Public Key Policies

| Software Restriction Policies
| Metwork Access Protection
| Application Control Policies

v T v v v

- || Advanced Audit Policy Configuration

I g IP Security Policies on Active Directory (EDUCATO

I gl)y Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files)
- || Preferences
4 R User Configuration
> | Policies
I || Preferences

Group Policy Management Editor

Members
EDUCATORS\Helpdesk EDUCATORS temp_Admins

Group MName Member Of

53, Administrators

Administrators Properties I_-

Corfigure Membership for Administrators

Members of this group:

EDUCATORS"Helpdesk
EDUCATORS \temp_Admins

This group is & member of

sokil 63)

mi rators Properties

General |

& Administrators
-

Description: Administrators hawe complete and unrestricted access
to the computer/domain
Members:
& Admiristrator19wd

2, EDUCATORS \Helpdesk
DUCATORS temp_Admins

Changes to a user’s group membership

Add Femove are not effective until the nex time the

user logs on.
0K I

Cancel || Aoy Help

stname
\Win?Client@2

C:“\>whoami Agroups
GRO[IP INFORMATI ()N

Group
Enabled group

Well-knoun
Enabled group

Alias

§-1-5-21-140884453-3074725195-2258950|
§-1-1-8

§-1-5-32-544

§-1-5-32-545

§-1-5-4

DUCRTORS\tem _Adm

at - Enahlad by default,
Euerynne

atory group,. Enahled by default,
BUILTIN“Administrators

p used for deny only
BUILTINWUsers Alias

atory group. Enabled by default. Enabhled group

NT AUTHORITYSINTERACTIVE Well-known group
atory group,. Enabhled by default, Enabled group
CONSOLE LOGON Well-knoun group §-1-2-1
atory group,. Enahled by default, Enabled group

NT HUTHORITY\Rut]lentlcated U“el‘“ Well-knoun group $—1-5-11
atory group, Enabled by default, Enabled group

NT AUTHORITY“This Organization Well-known group $-1-5-15
atory group. Enabled by default. Enabhled group

LOCAL Well-known group
atory group,. Enahled by default, Enabled group
futhentication authority asserted identity Well-knoun group
atory group, Enabled by default, Enabled group

Mandatory LahelMedium Handatury Level Labe

atory group, Enabled by default, Enabled group

Gz

group

§-1-2-8
§-1-18-1
§-1-16-8192

Sokil 64) istifadaci

kompiiterindo miivafiq GPO-nun

totbigindon sonra Local

“Administrators” qrupundaki inzibatcilar.




“Helpdesk” vo “temp_Admins” qruplarina daxil olan inzibatq istifadacilari is@ “Smart

Card” vasitasilo autentifikasiyasim asagidaki kimi tomin edirik.

E| Active Directory Users and Computers =@ x
File View  Help
@*‘ [=l =] =1 [ Bl | 49 the itz =m =1
A Find Users, Contacts, and Groups == =
] Active Y FERETRY; Type Description
b [ Savy Pl Edb View builinDemain
b g edug o [Users, Cortacts, and Grougs v In: [253 educatorslan v] [Bamee | Container Default container for upgraded computer accounts
Organizational Unit Default container for domain controllers
Users, Contacts, and Groups | Advanced | Container Default container for security identifiers (SIDs) associated with o.
helndesk Find Now N m for orphaned objects
Hame: [ | B testuser testusser Properties : for managed service accounts
op o
jon: st f application data.
Description: ‘ ‘ ’—| Published Certificates I Member Of I Password Replication I Dialin |Objed orstorege of application deta
el Secuty | t | Sessons | Remotecontmol
Helpdesk Properties £ Remote Desktop Servicss Profie | COM+ | Attibute Edtor fings
General I Address ‘ Accourt ‘ Profile I Telephones I Organization for upgradled user accounts
General | Members | Member Of | Managed By | Object | Securty | lons container
User logon name:
Members: [testussr | [@educatorslan v]
AL Loy Dica. - In! i Lol
— & testusertestusser  educatorsJan/SERVER OU/Users User logon name (pre-Windows 2000)
[EDucATORS' | testuser |
Helpdesk I
B Helpdes [ Logon Hous. | [ LogOnTe.. |
¥, HelpdeskUser HelpdeskUse
[ Unlock aceount
Accourt options:
[[] Store password using reversible encryption -
< I Accountisdisabled 1=}
2 item(s) found
Account is sensttive and cannot be delegated v
< m > Accourt expires
2 dekebr 2018<ii |
[ ok ][ cance ][ ety | Help
< m -
ok || cancel ][ Ampy ][ Heb
Sakil 65)
E| I Active Directory Users and Computers I -|@] x
File View Help
€.!§,| = == | | i@ s =
12 Find Users, Contacts, and Groups =[a] x ||
O Activel — ‘ Type Description
> 0 Savq File Edit View .
- tempadm tempadm Properties I_-
b EE e ot o, Contacts, and Groups v v [ educatortan vl pal pa pe Default container for upgraded computer accounts
Default container for d troll
Publshed Cetficates | Member Of | Password Replication | Dialin | Object auT comtanertor domain contro Ters )
Users, Cortacts, and Groups | Advanced | Seouty | Enionmen | Sessons | Remoleoortm Default container for security identifiers (SIDs) associated with o...
Name: | temp ‘ Remote Desktop Services Profle | COM+ | Attibute Editor Default container for orphaned objects
Generd I Address ‘ Account | Profile I Telephones I Organization Default container for managed service accounts
Descrpton: | | Default locatien for sterage of application data.
Userlogon name:
: [tempadm1 | [@educators Jan V] Builtin system settings
temp Admins Propll | e (re Windows 2000) Default container for upgraded user accounts
Gorral| Wemoors ManborOF | Varmged B | [EDUCATORS\ | fompacm | Quots specifications container
r
Members: [ LogonHours.. | [ LogOnTo.. |
Search resuts: l‘;ame
& xmmads lovpad [] Unlock account
52 temp_Admins I )
¥ tempadm tempadm Accourt options
[ Password never expires ~
] Store password using reversible encryption D
Oa .
mart cand i required for inferactive logon | v
<
2 item(s) found 26 dekabr 201801 [E
<| m
Add Remove
[ ok ][ cancel ][ Aoy |[ Hep |
;
| ]
< m m

b
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* Qeyd: AD member serverlar iiciin do eyni mantiq 9sasinda GPO tatbiq edilmasi

magsadauygundur. Bu xiisusilo do® hiicumdan sonra

“backdoor” qismli lokal

akkauntlarin local “Administrators” qrupundan avtomatik olaraq cixarilmasi iiciin do

magsadauygun hesab olunur.

Otrafli: https://support.microsoft.com/en-ca/help/279301/description-of-group-policy-restricted-

groups

8) “Builtin local Administrator”, “Builtin Guest” istifadacildrin “rename” vo deaktiv edilmasi.

E
& File Action View Window Help

e 2@ &

Group Policy Management

&

3?3 educators.lan [ADC01.educators.lan]
s AccauntlockoutUsers
=2 Default Domain Policy
a4, DomainWideDisableNTLM
2 Domain Controllers
=] SERVER QU
4 [Z] Client-PCs
5] AccountlockoutUsers
=/ Applocker-MY-Rules
] denyaccess-for-highly-privileged-accaunt|
x disable_all_local_users
=/ DisableCredCache
-/ Disable-MAcros
i/ DOWNLOADS
=4 Imported-Applocker-Policies
] LapsDeploy
& Local ADMIN-DE-ACTIVATE
(x4 RestrictedGroup
=/ Softwarelnstallation
=4 WindosUpdate-Force
I (2] Groups
I 2] Servers
b (2] Shares
b 2] Users
b (% Group Policy Objects
I+ [ WMI Filters
b (3] Starter GPOs

[

RenameAdminName
Scope | Detalls | Settings | Delegation |
RenameAdminName
Data collected on: 26.11.2018 15:24:59 hide all 4
Computer Configuration (Enabled) hide.
Windows Settings hide
Security Settings hide
Local Policies/Security Options hide
Accounts hide
Accourts: Administrstor account status Disabled
Accourts: Guest account status Disabled
her hide.
Policy Setting

Accounts: Block Microsoft accounts

Users cant add or log on with Microsoft accourts

Control Panel Settings

Local Users and Groups hide
User (Name: Administrator (built-in)} hide
Administrator (built4n) (Order 1) hide
Local User hide.
Action Update
Properties
User name Administrator (built-in}
Rename to Administrator1$wd
User must change password at next logon False
User cannot change password False
N
Password never expires False
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https://support.microsoft.com/en-ca/help/279301/description-of-group-policy-restricted-groups
https://support.microsoft.com/en-ca/help/279301/description-of-group-policy-restricted-groups

Preferences

hide
Control Panel Settings hide
Local Users and Groups hide
User (Name: Administrator (built-in)) hide
Administrator (built-in) (Order: 1) hide
Local User hide
Action Update
Properties
User name Administrator {builtin}
Rename to Administrator ] Swd
User must change password at next logon False
User cannot change password False
Password never expires False
Account is disabled True
Account expires MNever
Common hide
Options
Stop processing items on this extension if an emor occurs on this tem No
Remove this item when it is no longer applied No
Apply once and do not reapphy Mo
User Configuration (Enabled) hide:
Mo settings defined. L¥)
Sakil 68) (Sakil 67-nin davami)
i =10 x|
File Action View Help
&= | 25 o= | HIGE
A | ocal Users and Groups {Local) MName Full Name Description Actions
Users #, Administrator 19wd
Groups #, admins admins admins
#y| Guest Built-in account for guest acce Mare Actions 4

#,win71212121212121212

C:“\>hostname
Win?ClientB2

Gz

Sakil 69) Sadalanan GPO-nun tatbiqindan sonra klient kompiiterda.




* Qeyd: AD member serverldr iiciin d® eyni mantiq 9sasinda GPO tatbiq edilmasi
maqgsadauygundur. Bu xiisusilo do hiicumdan sonra “backdoor” qismli lokal
akkauntlarin local “Administrator”’larin deaktiv vo “rename” edilmasi moagsadila

yararhdir.

9) Klientlordo vo serverlarda biitiin lokal istifadacilorin deaktiv edilmasi (“Startup Script”)

Skript: https://gallery.technet.microsoft.com/scriptcenter/47ad1824-5af7-451e-a9f5-f6dd90421394

E Group Policy Management - | 3
& File Action View Window Help HEIE

+=| #[m 6
3 educaters.lan [ADCO1.educators.lan] disable_all_local_users

? .;::m.:ng_ucku.utglslers Scope | Details | Settings | Delegation
= ault Domain Policy

% DomainWideDisableNTLM disable_all_local_users

b (2] Demain Controllers Data collected on: 26.11.2018 15:35:20 hide all

4[5 SERVER OU Computer Configuration (Enabled) hide
=] Accountl ackoutUsers : :
=] Applocker-MV-Rules UL EETS fude
[ denyaccess-for-highly-privileged-account] Scripts hide
o | disable_all_local_users Startup ide:
m UisableCredCache For this GPO. Script order- Net corfigured
] Disable-MAcros
7 DOWNLOADS Name Parameters
4 Imported-Applocker-Policies [ 2501 ps Lape dsabieal vbs |
=i/ LapsDeploy User Configuration (Enabled) hide
5 LocalADMIN-DE-ACTIVATE

Mo ssttings defined

4 RenameAdminName
< RestrictedGroup

i/ Seftwarelnstallation
= WindesUpdate-Force

b (2] Groups
i [2] Servers
> (2] Shares
(2] Users

b (% Group Policy Objects
b % WMI Filters
b (3 Starter GPOs
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T —Iojx]

File Action View Help

& IR EN=T>lE
A | ocal Users and Groups (Local) Fraame : T : T | Actions
| Users #, Administrator 19wd
| Groups #,/ Guest Builtn account for gue
#, Win71212121212121212 More Actions
#4/ admins admins admins

Administrator19wd

More Actions »

C-wUzersstempadm>hostnane
Win7ClientB2

C=sUsersstempadm>

Sakil 71) Sadalanan GPO-nun tatbiqindan sonra klient kompiiterda.

* Qeyd: AD iizv serverldr iiciin do9 eyni montiq 9sasinda GPO tatbiq edilmasi
magsadauygundur. Bu xiisusilo do hiicumdan sonra “backdoor” maqsadli lokal
akkauntlarin local “Administrator”’larin deaktiv vo “rename” edilmasi moagsadilo

yararhdir.

10) Server vo istifadoc¢i kompiiterlorindoki Builtin “Local Administrator”’lara t9sadiifi

(random) sifralorin tatbiq edilmasi magsadile “LAPS” qurulmasi da magsadauygundur.

https://gallery.technet.microsoft.com/Step-by-Step-Deploy-Local-7c9ef772  (Miitlaq  sakildo

qurmamisdan 6ncd dokumentasiyasi il@ tams olmaq)

Onu da qeyd edim ki, GPO “Software Deployment”metodu ilo 32 vo 64-bitlik omaliyyat

sistemlorind rahathqla qurula bilinir.


https://gallery.technet.microsoft.com/Step-by-Step-Deploy-Local-7c9ef772

Group Policy Management =
< File Action View Window Help
®=%| 5 4
4 educators.lan [ADCO1.educators.lan] LapsDeploy
s AccountLockoutUsers Scope | Delals | Setings | Delegation |
i/ Default Domain Pelicy
a7, DomainWideDisableNTLM apsDeplo
LapsDeploy
b 2 Domain Controllers Dala collected on: 26.11.2018 22:45:48 hide all
a (51 SERVER OU Computer Configuration (Enabled) hide
=/ AccountLockoutUsers .
Software Settings hide
] Applocker-MY-Rules —
i/ denyaccess-for-highly-privileged-accounts Assigned Applications hide
i/ disable_all local_users Local Administrator Password Solution hide
+ DisableCredCache Product Inf ion hide
] Disable-Cred-Cache2 —
=/ Disable-MAcros Name Local Administrator Password Soluion
DOWNLOADS e 2
ocker-Policies Language English (United States)
Platfom 64
Support URL
TocalADMIN-DE-ACTIVATE e
574 RenameAdminName Deployment Information hide
(x4 RestrictedGroup General Setting
=/ Softwarelnstallation Deploymert type Assicned
o WindosUpdate-Force Deploymert source [ adcOTiaps\Laps LAPS 62 s |
b [Z] Groups Urinstall this application when i falls out of the scope of management Disabled
I 2] Servers
b (3] Shares Advanced Deployment Options Setting
b 2] Users Ignore language when deploying this package Disabled
» [ Group Policy Objects [[9ake ihis 325 X8 appication avaiibie to Viinb4 computers Disabled |
b [ WM Filters olude @88 and product Infomation Erabled
v [ Starter GPOs Diagnostic Information Setting
Product code {ealch806¢109-4700-96041 1126825036¢)
Deploymert: Count 0
Security hide
Permissions
Tyne Name: Pemission Inherted
.
Sakil 72)
Group Policy Management
S File  Action  View Window Help
«=| zn7 6
4 educators.lan [ADCO1.educators.lan] LapsDeploy
i AccountlockoutUsers Scope | Detals | Settings | Delegation
2/ Default Domain Policy
57 DomainWideDisableNTLM Security e |
|+ [2] Domain Centrollers Permissions
4[] SERVER OU Type Name Pemission Inherted
4 (3] Client-PCs Allow EDUCATORS\Domain Admins Full control No
] AccountLockoutUsers Allow NT AUTHORITY Autherticated Users Read No
] Applocker-MY-Rules Allow NT AUTHORITY\SYSTEM Full control No
] denyaccess-for-highly-privileged-accounts Allow EDUCATORS\Domain Admins Read, Wrte Yes
i) disable_all_local_users Allow EDUCATORS\Enterprise Admins Read, Wrte Yes
=/ DisableCredCache Allow NT AUTHORITY\ENTERPRISE DOMAIN ~ Read Yes
5/ Disable-Cred-Cache2 CONTROLLERS
=/ Disable-Macros Allow NT AUTHORITY Autherticated Users Read Yes
- DOWNLOADS Allow NT AUTHORITN\SYSTEM Read, Wrte Yes
A Imported-Applocker-Policies Allow CREATOR OWNER Read, Wrte Yes
53 LapsDeplay Alow inhertablz permissians from the parent to propagate to this object and al child objects  Enzbled
% LocalADMIN-DE-ACTIVATE
i RenameAdminName = q hide
ik RestrictedGroup
| Softwarelnstallation Upgrades Setting
4 WindosUpdate-Force Required upgrade for exdsting packages Enabled
b (5] Groups Packages that this package wil upgrade GPO
b 5] Servers Nore
b [ Shares Packages inths cument GPO that will upgrads this package None
I @] Users
b (2 Group Policy Objects Categories
b [ WMI Filters Nane
b [ Starter GPOs
Transforms
None
ocal Administrator Password Solution (2) hide
Product Information hde

Name

Local Administrator Password Solution (2)
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= Group Policy Management [= & [
&, File Action View Window Help [-]=]x
= g
3 educators.lan [ADCO1.educators.lan] LapsDeploy
4 AccountLockoutUsers [Scope | Detals | Setings | Deiegation
</ Default Domain Policy
<4 DomainWideDisableNTLM
Local Administrator Password Solution (2) hide A
Domain Controllers
SERVER OU Product Information hide
4 (4] Client-PCs Name Local Administrator Passwerd Solutien (2)
-/ AccountLockoutUsers Version 62
i Applocker-MY-Rules Language English (United States)
<] denyaccess-for-highly-privileged-accounts Platfom x26
</ disable_all_local_users Support URL
=] DisableCredCache Depl .
loyment Information hide
«/ Disable-Cred-Cache2
| Disable-MAcros General Setting
-7 DOWNLOADS Deployment type Assigned
-4 Imported-Applocker-Policies Deployment source [FadciTieps Laps AP S B ma |
= Topenic Uninstall his application when i falls out of the scope of management Disabled
4 LocalADMIN-DE-ACTIVATE oo T Options Setting
=i, RenameAdminName \gnore language when deploying this package Disabled
mgh RestrictedGroup [ Wake this 32 X8 appication avallable to Winb2 compiters Disabled ]
«/ Seftwarelnstallation Tnclude OLE class and product infarmation Enabled
4 WindosUpdate-Force
| Groups Diagnostic Information Setting
F Servers Product code (937237624 1d5-45¢3-2a 20 ToScba Fibac)
Shares Deployment Count [
Users Security hide
Group Policy Objects =
iy WMIFilters Type Name Permission Inherted
Starter GPOs Allow EDUCATORS\Domain Admins Full cartrol Mo
Allow NT AUTHORITY A therticated Users Read No
Allow NT AUTHORITY\SYSTEM Full control No
Allow EDUCATORS\Domain Admins Read. Wite Yes
Alow EDUCATORS\Enterprise Admins Read, Wrte Yes
v
Allow NT AUTHORITY\ENTERPRISE DOMAIN ~ Read Yes
rONTBOLLER
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= Group Policy Management a -
54 File  Action View Window Help

g (C
'3"3 educators.lan [ADCO1.educators.lan] LapsDeploy
s AccountLockoutlsers [Scope [ Deais | Setings | Dasgatin
s/ Default Domain Policy
s DomainWideDisableNTLM Security hide ~
| Domain Controllers Permissions
4 (2] SERVER QU Type Name Pemission Inherited
a [3] Client-PCs Alow EDUCATORS\Domain Admins Full cortral No
i/ AccountlockoutUsers Allow NT AUTHORITY\Authenticated Users Read No
| Applocker-MY-Rules Mlow NT AUTHORITY\SYSTEM Full conrol No
wi/ denyaccess-for-highly-privileged-accounts Alow EDUCATORS"\Domain Admins Read, Wite Yes
wi/ disable_all_local_users Alow EDUCATORS\Ertterprise Admins Read, Write Yes
+/ DisableCredCache Allow NT AUTHORITY\ENTERPRISE DOMAIN Read Yes
a Disable-Cred-Cache2 CONTROLLERS
| Disable-MAcros Alow NT AUTHORITY\Autherticated Users Read Yes
=] DOWNLOADS Alow NT AUTHORITSYSTEM Read, Write Yes
4 Imported-Applocker-Policies Alow CREATOR OWNER Read, Wrte Yes
s LapsDeploy Alow inhertable pemissions from the parent to propagate to this object and all child objects  Enabled
+# Local ADMIN-DE-ACTIVATE
R .
<4 RenameAdminName e
= RestrictedGroup UTEE
+i/ Softwarelnstallation Upgrades Setting
a4 WindosUpdate-Force Regquired upgrade for existing packages Enabled
b 2] Groups Packages that this package will upgrade GPO
p (3] Servers None
Sh
b (2 Shares Packages in the cument GPO that will upgrads this package None
I [l Users
b [ Group Policy Objects Categories
b (% WMIFilters None
p [ Starter GPOs
Transforms
None
Administrative Templates
Policy definitions {ADMX files) retrieved from the central store v
LAPS hide:
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View Window Help

N 7]

3 educators.lan [ADCO1 educators.lan]

a4 AccountlockeutUsers

i/ Default Domain Policy

(a4 DomainWideDisableNTLM

|21 Demain Centrollers

|21 SERVER QU

4 [Z0 Client-PCs
i/ AccountLockoutUsers
i/ Applocker-MY-Rules
i/ denyaccess-for-highly-privileged-accounts
] disable_all_local_users
.-/ DisableCredCache
i/ Disable-Cred-Cache2
| Disable-MAcros

[

~% LocalADMI
s RenameAdminName
s RestrictedGroup

2/ Softwarelnstallation

LapsDeploy
| Scope [ Details | Ssttings | Delegation

Categories
Nons

Transforms
None

Alow inheritable pemissions from the parent to propagate to this object and all child objects  Enabled
Advanced hide.
Upgrades Setting
Required uparade for exdsting packages Erabled
Packages that this package wil upgrade GPO
None
Packages in the cument GPO that will upgrade this package None

Policy definitions (ADMX files) retrieved from the central store:

a4 WindosUpdate-Force | LAPS
G Comment
b & oo e St
» & Shares Do ot allow passward expiration time longerthan required ~ Enabled
(2] Users R
’ roun Policy Ob Enable local admin password managemert Enabled
b Q roup Pelicy Objects Password Settings Enabled
I [ WMIFilters Passward Complexity Large letters + small letters + numbers + specials
b L3 Starter GPOs Password Length v
Password Age (Days) 1
User Configuration (Enabled) hide
No settings defined. v
o
Sokil 76)
= Group Policy Management a
4 File Action View Window Help =1
= #lE &
%3 educators.lan [ADCO1.educators.lan] LapsDeploy

s, AccountlockoutUsers
i/ Default Domain Policy
574 DomainWideDisableNTLM
p 2 Demain Controllers
4 (2] SERVER OU
4 & Client-PCs
,.=:_]' AccountlLockoutUsers
i/ Applocker-MY-Rules
i/ denyaccess-for-highly-privileged-accounts
i disable_all_local_users
./ DisableCredCache
i/ Disable-Cred-Cache2
. Disable-MAcros
.=/ DOWNLOADS
Eﬂ Imported-Applocker-Policies
i/ LapsDeploy
,=§ Local ADMIN-DE-ACTIVATE
a4 RenameAdminName
\a% RestrictedGroup
=/ Softwarelnstallation
b WindosUpdate-Force
I (2] Groups
b [E Servers
I» = Shares
[F] Users
b [ Group Policy Objects
b Ly WM Filters
b [ Starter GPOs

-

Scope | Details | Seftings | Delegation

Categories
None

File Action Vi Help

Allow inhertable pemissions from the parert to propagate to this object and ll child objects  Enabled
Advanced hide
Upgrades Setting
Required upgrads for existing packages Encbled
Packages that this package will upgrade GPO
Nene
Fackages in the curent GPO that will upgrade this package Norie

s # 62| HE

LapsDeploy [ADCO1.EDUCATORS.LAN] Policy
4 {8 Computer Configuration
4 7] Policies
4[] Software Settings
Y Software installation
p [ Windows Settings
b [ Administrative Templates: Policy de
b [ Preferences
4 & User Configuration
b [ Policies
b [ Preferences

62 Assigned

Version Deployment st...
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ComputerMame

|wincient02

Passwond

A{-3t0[!KLOR/S8|

Password expires

25.11.2018 12:29:03

MNew expiration time

|26 noyabr 2018-ciil 22:52:27

sakil 79)

E| Active Directory Users and Computers a
File Action View Help
S fa/XEBeR= H -3

T Active Directory Users and Computers [ADCO1.ed
I [ Saved Queries
4 3 educatorslan
B [ Builtin
[ [ Computers
I 2] Demain Contrellers
I [ ForeignSecurityPrincipals
b || LostAndFound
5 [ Managed Service Accounts
I [ Program Data
4 (3] SERVER OU
4[5 Client-PCs
1 1F ADHCPOZ
& SRVCLIENTO1
1 WINTCLIENTO2
(A WINCLIENTOD03
b (2] Groups
I 2] Servers
> =1 Shares
4 (5] Users
r 2, adacla adacla. adacla
2, client01 clientdl
2, erferf erferf
2, hruser hruser
2, newtestuser test
2, newuser newuser
2, Salam
2, tempadm tempadm
b3, testStests
b 3, test51 tests1
b B testuser testusser
2, Usent

> &. user2
.

I
I
3
13
I
I

—‘Ew‘

Type

‘ General I Operzating System I Member Of I Delegation I Password Replication \

| Location | Managed By

| Object | Securty | Diabn | Atrbute Edtor

Attributes

Aftribute
msExchlabeled URI
msl|S-FTPDir
mslIS-FTPRoot
msimaging-HashAlgorithm
-ThumbprintHash

imPwdExpiration Time
mSMQDigests
mSMQDigestsMig
mSMQSignCertificates
mSMQSignCertificatesMig
msMNPAllowDialin
msMNPCallingStation|D
msMPSavedCalling Station| D

~

[<]

(<] n

0K

| [ Cancal

sopty | [ e

Description
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11) “Local Policies/User Right Assigment” GPO-sunun t3atbiq edilmasi yolu il9 yiiksak imtiyazh

qruplara iizv olan inzibatq1 istifadacilorin klient kompiiterloro giris etmasinin qarsisinin

alinmasi.

Bu GPO-nun baslica tatbiq edilmo sababi tahliikasizliklo baghdir. Beld ki, edilmadiyi taqdirda

“Domain Admins” va digar AD qrupuna iizv olan inzibatgilar klient kompiiterlara giris edo bilir.

Naticada, biitiinliikla AD miihitinin komprometasiya edilmasi miimkiinlasir.

P Umumiyyatla, AD yiiksok imtiyazh inzibatc istifadacilorle klient kompiiterloro

giris edilmasi yolverilmazdir.

GPO-nun tatbiq edilmasi: (Klient istifadacilarin yerlasdiyi OU (Organization Unit)d tatbiq

olunacaq.

B
& File Action View Window Help

«= #E & =

Group Policy Management

2 educators.lan [ADCO1.educators.lan]
5 AccountLockoutUsers
=i Default Domain Pelicy
5% DomainloinPrivs
524 DomainWideDisableNTLM
= educaters.lan_ADAuditPlusPelicy
= educators.lan_ADAuditPlusWSPalicy
5 Domain Controllers
o SERVER OU
4 3 Client-PCs
. AccountlockeutUsers
| Applocker-MV-Rules

[

deny

for-highly-privileged ats

| Scope | Details | Setings | Delegation |

=/ denyaccess-for-highly-privileged-accounts

@ disable_all_local_users
+/ DisableCredCache
i Disable-Cred-Cache2
=/ Disable-MAcros
./ DOWNLOADS
s Imported-Applacker-Policies
i/ LapsDeploy
i Lecal ADMIN-DE-ACTIVATE
i RensmeAdminName
(a2 RestrictedGroup
] Softwarelnstallation
s WindosUpdate-Force
I =] Greups
I 2 Servers
b ] Shares
b 2] Users
b (% Group Policy Objects
b (5 WMI Filters
i [3) Starter GPOs

denyaccess-for-highly-privileged-accounts
Data collected on: 20.12.2018 00:39:34
Computer Configuration (Enabled)

Windows Settings

hide.

Security Settings hide.

Local Policies/User Rights Assignment hide.
Policy Setting

Dery access to this computer from the network

Deny log on as a batch job

Dery log on as a service

Deny log on locally

Dery log on through Terminal Services

EDUCATORS\temp_Admins, EDUCATORS"ServerJoinGroup, EDUCATORS"Schema
Admins, EDUCATORS"Helpdesk, EDUCATORS \Group Policy Creator Owners,

EDUCATORS\Enterprise Admins, EDUCATORS\Domain Admins, BUILTIN'Administrators,

BUILTIN\Azcount Operators
EDUCATORS'temp_Admins, EDUCATORS\ServerJoinGroup, EDUCATORS\Schema
Admins, EDUCATORS Helpdesk, EDUCATORS\Group Policy Creator Owners,

EDUCATORS\Enterprise Admins, EDUCATORS \Domain Admins, BUILTIN'Administrators,

BUILTIN*Account Operators
EDUCATORS\temp_Admins, EDUCATORS"ServerJoinGroup, EDUCATORS"Schema
Admins, EDUCATORS"Helpdesk, EDUCATORS \Group Policy Creator Owners,

EDUCATORS\Enterprise Admins, EDUCATORS \Domain Admins, BUILTIN Administrators,

BUILTIN\Azcount Operators

EDUCATORS \Schema Admins, EDUCATORS\Group Policy Creator Owners,
EDUCATORS\Enterprise Admins, EDUCATORS\Domain Admins, BUILTIN'Accourt
Operators

EDUCATORS\temp_Admins, EDUCATORS"ServerJoinGroup, EDUCATORS"Schema
Admins, EDUCATORS"Helpdesk, EDUCATORS \Group Policy Creator Owners,
EDUCATORS\Enterprise Admins, EDUCATORS\Domain Admins, BUILTIN'Administrators,
BUILTIN\Azcount Operators

User Configuration (Enabled)
No settings defined

hide.
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EI

File Action

-

View Help

Group Policy Management Editor

|| denyaccess-for-highly-privileged-accounts [ADCO1.EDUCATS

Policy Policy Setting -
4 & Computer Configuration 1) Access Credential Manager as a trusted caller Mot Defined
4[] Policies 1% Access this computer from the netwerk Mot Defined
b [ Software Settings %] Act as part of the eperating system Mot Defined
4 7 Windows Settings - _
| Nome Resolution Pl ] Add workstations to domain MetDefing Dieny access to this computer from the network Pr...
b L] Name Resolution Policy [ Adjust memory quotas for a process Mot Defin
= :”"“t_‘ (Ssta’t_“'“””““’“w"] ) Allow log on locally Mot Definq. | Securty Poicy Setting | Explain
«3 f‘:"t’ Ett"sg‘s_ ] Allow log on through Remote Desktop Services Mot Defin ; b s commuter o the e
: jj“? L:::Iupnm:;:es Liiz| Back up files and directories Mot Defin EE ry Seeess tains compuierirem the netw
b 3 AudtPoicy 54 Bypass traverse checking Mot Defin . .
5 - 4] Change the system time Not Defin [ Define these poliey setting
b | User Rights Assignment ; !
b 3 Security Options 14 Change the time zone Mot Defin e ——
E [5] Create a pagefile Mot Defin Administrators H
b & Eventlog pag )
= 7] Create a token object Mot Defin EDUCATORS\Domain Admins
1 [ Restricted Groups EDUCATORSErterprise Admins
b (& System Services %] Create global objects Mot Defin EDUCATORS Group Policy Creator Owners
; EDUCATORS Helpdesk
b @ Registry i Create permanent shared objects Not Defin DA To P Hedesk e
- 4 File System 1] Create symbelic links Mot Defin EDUCATORS \ServerJoinGroup
b 25 Wired Network (IEEE 802.3) Policies Debug programs Mot Defin EDUCATORS\temp_Admins
b [ Windows Firewall with Advanced Security || [ Deny access to this computer from the network Account mins, EDUCATO...
~| Network List Manager Policies [ Deny log on as a batch job Account mins,EDUCATO...
b Zaf Wireless Network (IEEE 802.11) Policies 1% Deny log on as a service Account (] mins,EDUCATO...
I ] Public Key Policies [ Deny log on lecally Account Add User or Group RS\Group Polic...
b [ Software Restriction Policies 21l Deny log on through Remote Desktop Services Account ] mins, EDUCATO...
b [ Network Access Protection 71 Enable computer and user accounts to be trusted for delega... Mot Defin
b 121 Applicstion Contral Policies Force shutdown from a remete system Mot Defin
v 8 l:dse‘”"t::ﬂ‘t':‘?”‘é“": D"EEFDW(EDU( 14 Generate security audits Mot Defin
) L Py ‘:"[ZQ“S it Felicy Lentiguration (21 Impersonate a client after authentication Not Defin
olicy-based Co
b ™ Administrative Templates: Policy definitions (ADMx|| . MCrease aprocess working set Not Defin
) ) Preferences 14 Increase scheduling pricrity Mot Defin
4§ User Configuration %] Load and unload device drivers Mot Defin Aoply
b [ Policies :<| Lock pages in memary Mot Defin
b T Preferences [%i Log on as a batch job Not Defined
14 Log on as a service Mot Defined
< m > L 7 S [ P P, Mi_amoe ~
sokil 82)
=] Group Policy Management Editor
File Action View Help
|12] denyaccess-for-highly-privileged-accounts [ADCO1.EDUCATH|| Palicy - Policy Setting -
4 (&l Computer Canfiguration [l Access Credential Manager as a trusted caller Not Defined
4[] Paolicies Access this computer from the network Not Defined
b [ Software Settings ct 35 part of the operating system Not Defined
4 [ Windows Settings : ; . .
e ‘Et_ poi ] Add werkstations te domain Not Defin By g 700 75 2 e i [z ]
b L] Name Resolution Policy Adjust memory quotas for a process Mot Defin
=] 2‘"‘“_‘ (Sst“’t””"s’“”tduww llow log on locally Not Defind. | Securty Policy Seting | Explain
«B f‘”A"t’ Ett“sg‘s_ 4] Allow log en through Remote Desktop Services Nt Defin ; -
" ﬁ Lm"up" ' e Back up files and directories Not Defin ;E' ey log on &8 8 semies
4 3 Local Policies =N’
b 3 AudtPolicy ypass traverse checking Mot Defin
- [k Change the system time Not Defin Is#] Define these policy setting:
b 5 UserRights Assignment ;
b 3 Security Options Change the time zone Not Defin Aocount Operators
3 reate a pagefile Mot Defin Administrators =
b il Eventlog Create a token obict Not Def EDUCATORS \Domain Admins
b (4 Restricted Groups treatea token objec S EDLCATORS \Enterprise Admins
b (7 System Services Create global objects Not Defin EEHEQ%S?EE’?“Q F‘zlicyf.reatorOwners
- elpdes!
b T Registry reate permanent shared objects Not Defin DA ToR Hebdesk, rine
b (A File System [is| Create symbolic links Mot Defin EDIUCATORS ServerJoinGroup
b Zof Wired Network (IEEE 802.3) Policies 1| Debug programs Not Defin EDUCATORS\tsmp_Admins
b ] Windows Firewall with Advanced Security eny access to this computer from the network Account g mins, EDUCATO...
“| Metwerk List Manager Policies eny log on as @ batch job Account g mins EDUCATO...
b Galf Wireless Network (IEEE 202.11) Policies T Deny log on as a service ] Account g mins,EDUCATO..
b [ Public Key Pelicies eny log on locally Account Add User or Group RS\Group Polic
b [ Software Restriction Policies eny log on through Remote Desktop Services Account g mins, EDUCATO...
b [ Network Access Protection 5] Enable computer and user accounts to be trusted for delega... Not Defin
b [ Application Control Policies Force shutdown from a remote system Not Defini
P8 J‘:;““"?T:‘t‘:‘ I“" A[‘t“’: D"Eit”” (EDU enerate security audits Not Defin
. -fl ;my";:;; QD“S‘ oncy Lonfiguration ] Impersonate a client after authentication Not Defin
b [ Administrative Templates: Policy definitions (ADMX|| . NCrease 3 process working set Not Defin
b [ Preferences ncrease scheduling priority Mot Defin
4 User Configuration %] Load and unload device drivers Not Defin Aoply
» I Policies Lock pages in memery Mot Defin
b 1 Preferences og on as a batch job Net Defined
% Log on a5 3 service Not Defined
< L] > L S [ J Mmoo hd
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File Action

e

View Help

Group Policy Management Editor

|- denyaccess-for-highly-privileged-accounts [ADCO1.EDUCATON

Policy Policy Setting ~
2 & Computer Configuration 5] Access Credential Manager as a trusted caller Mot Defined
4[] Policies [ Access this computer from the network Mot Defined
b [ 7] Software Settings Act as part of the operating system Not Defined
4[] Windows Settings ; -
findows setngs Add workstations to domain Not Defin Deny log on locally Properties L2 NG |
b L] Name Resolution Policy [ Adjust memery quotas for a process Not Defin
& 2”"““ (5‘;:;”'“’5“““"""] 55 Allow log on locally Nt Defing| | Sscurty Policy Setting | Explain
“B j‘:"t’ t‘:”;_ Allow leg on through Remote Desktop Services Mot Defin ~ Deny og o localy
4 :%:J L“DI"P” | oletes ack up files and directories Not Defin ;E' eny g on focd!
4 3 Local Policies B
s 3 Audit Policy 1] Bypass traverse checking Mot Defin
[ i User Rights Assignment Change the system time Not Defin Define these policy settings:
Sk
5 Securtty Opfions Change the time zone Not Defin “Account Operators
b 5 EventLog 1] Create a pagefile Mot Defin EDUCATORSDomain Admins £
7] Create a token object Not Defin EDUCATORS\Erterprise Admins
b 4 Restricted Groups EDLCATORSGroup Policy Creator Owners
p [ System Services 1] Create global objects Mot Defin EDUCATORS\Schema Admins
b Ca Registry 1] Create permanent shared objects Mot Defin
b [ File System Create symbolic links Not Defin
b F1f Wired Network (IEEE 202.3) Policies Debug programs Mot Defin
b (] Windows Firewall with Advanced Security || (] Deny access to this computer from the network Account g mins,EDUCATO...
| Network List Manager Policies [ Deny log on as a batch job Account mins, EDUCATO...
b G Wireless Network (IEEE 802.11) Policies Deny log on as 2 service Account g mins, EDUCATO...
b [ Public Key Policies 1) Deny log on locally Account Add User or Group. Remove RS\Group Polic...
p [E] Software Restriction Policies Deny log on through Remote Desktap Services Account g mins, EDUCATO...
> [C Network Access Protection nable computer and user accounts to be trusted for delega... Not Defin
4 s ;;p:"““”"Pcr”_"D' PDF""‘_ES b (epu| - Foree shutdown fom  remote system Mot Defin
b ecurity Policies on Active Directory " "
1] Generate security audits Mot Defin
Ad d Audit Policy Configurat
N jl P;h:y‘:::a: QDUSI eliey entiguration o Impersenate a client after authentication Mot Defin
b ] Administrative Templates: Policy definitions (ADMX|| _ MCrease a process working set Not Defin
b ) Breferences 144 Increase scheduling priority Mot Defin
s User Configuration oad and unload device drivers Not Defin Apply
b ] Policies ock pages in memory Not Defin
b [ Preferences 1] Log on as a batch job Not Defined
. . o | EiLogonssasenice Not Defined
v
.
Sakil 84)
Group Policy Management Editor
File Action View Help
| = ne
15| denyaccess-for-highly-privileged-accounts [ADCO1.EDUCATO| | Policy - Policy Setting
= A Computer Conriguration 1] Access Credential Manager as a trusted caller Not Defined
4[] Policies 1] Access this computer from the network Not Defined
I [ Software Settings [%:] Act as part of the operating system Not Defined
4 [ Windows Settings : ; ; i
Name R Igt Pol 4] Add workstations to domain et Defind Deny log on through Remate Desktop Services Pr... _
b & Name Resolution Policy 12| Adjust memory quotas for a process Not Defin
&l 2“"““ ‘Sst:t':“'“”““m""”] 53] Allow log on locally Not Defin Policy Setting | Bxpla
«m f‘:"t’ t‘;”f 23] Allow log on through Remote Desktop Services Not Defin _ Bemlos on oo Femete Deckeon Sene
v L“D‘“P"I oleres 2| Back up files and directories Not Defin _.Z‘E' =y iog onfhrougn Remete Desidop senices
4 3 Local Policies =8>
b 3 AuditPolicy 1] Bypass traverse checking Not Defin
b | 5| User Rights Assignment [Z:] Change the system time Not Defin [#] Define these policy settings
b 3 Securtty Options [i] Change the time zone Not Defin ‘Account Opersiors
= 1] Create a pagefile Not Defin Administrators
b 4| Eventlog pag _
. EDUCATORS\Domain Admins
b [ Restricted Groups L] Create a token object Not Defin EDUCATORS! Enterprise Admins
b (7 System Services 1] Create global objects Not Defin EDUCATORS Group Policy Creator Owners
b [ Registry || Create permanent shared objects Mot Defin Egﬁgg¥g;gt§§f§:‘:%mm
1 4, File System 1| Create symbeolic links Mot Defin EDUCATORS ServerJoinGroup
b 24 Wired Network (IEEE 802.3) Policies ['i| Debug programs Not Defin EDUCATORS temp_Admins
5[] Windows Firewall with Advanced Security || 1] Deny access to this computer from the network Account g mins, EDUCATO...
~| Network List Manager Policies 1] Deny log on as 2 batch job Account g mins, EDUCATO...
1 Saff Wireless Network (IEEE 802.11) Policies 1] Deny log on as a service Account mins,EDUCATO...
i+ [ Public Key Pelicies Deny log on locally Account Add User or Group. RS\ Group Polic...
1 [ Software Restriction Policies :
L e e 1] Deny log on through Remote Desktop Services Account 4 Thie seting st compatible with computere mning Windows mins, EDUCATO...
— [ Enable computer and user accounts to be trusted for delega... Mot Defin 2000 Service Pack 1 or eaier. Apply Group Policy objects
& ﬁp:hcatman‘o.n.trul Poﬁl\m.es o oudl @ Farce shutdown from a remote system Mot Defin, [ghumammm?(h\ss;;mng orlly to computers running a later version of
; & operating system
] . E‘“”:'A”;‘t'flu" C‘““? "Eit”"'( [1/] Generate security audits Not Defin pereina
R L o V;MZQUS' oliey Lenfiguration [ Impersonate a client after authentication Mot Defin
olicy-based Qo
b Admm.s{ramﬂemplates- Plicy definitions (ADM|| . Increase a process working set Nt Defin
N P—refarences ) (2| Increase scheduling priority Not Defin
4 §& User Configuration Uz Load and unload device drivers Mot Defin, Apply
b [ Policies (| Lock pages in memory Mot Defin
b [ Preferences 1| Log en as a batch job Not Defined
< T 51| EiLog on as a service Not Defined
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Other user

The sign-in method you're trying to use isn‘t
allowed. For mare info, contact your network
administrator.

OK

Soakil 85) AD “Domain Admins” qrupuna iizv inzibatci istifadaci il9 klient kompiitero lokal giris
etdikdo.

172.16.89.13 - Remote Desktop Connection

Other user

To sign in remotely, you need the right to sign in
through Remote Desktop Services. By default,
members of the Remote Desktop Users group
have this right. If the group you're in doesn’t have
this right, or if the right has been removed from
the Remote Desktop Users group, you need to be
granted this right manually.

Sakil 86) AD “Domain Admins” gqrupuna tizv inzibatq istifadaci ilo klient kompiitero RDP iizro
giris etdikdo




@ WoreClientD1hcs

Lagen failure: the user has not been granted the requested logon type at this computer.

Sakil 87) AD “Domain Admins” qrupuna iizv olan inzibat¢ istifadaci ilo klient kompiitero

“Default Share” iizro giris etdikdo. Masalan: \\SrvClient01\c$

Jdgor “HELPDESK”in RDP-9 ehtiyaci olarsa asagidaki qaydada miigyyan kompiiteri

istisna siyahisina alave edib RDP qosulma etmdk (istifadaci 6z tarafindo gpupdate /force &&

shutdown -r -t 0 etdikdon sonra) miimkiindiir. RDP iizr@ is goriildiikdon sonra Filteringi

yigisdirmaq olar.

b (] Saved Queries
4 3 educatorslan
b [ Builtin
I [ Computers
b 5] Domain Controllers
b [ ForeignSecurityPrincipals
b [ LestAndFound
b ] Managed Service Accounts
b 1 Program Data
4 (5] SERVER OU
b 5] Client-PCs
4 (5] Groups
42 DenyRestriction
& 2, F5HR
b 82, Fs-IT
b H2, Helpdesk
b HelpdeskUser HelpdeskUse
b 82, PassWordResetAccounts
b 82, ServerJoinGroup
p 82, temp_Admins
b 82 VPNusers
b @] Servers
b @] Shares
b 3] Users
I [l System
I ] Users
b (5] NTDS Quotas
b (5] TPM Devices

= Active Directory Users and Computers -8 x
File Action View Help

e aE 0| XDa2Bm/TeETER

[ Active Directory Users and Computers [ADCO1.educal| Name Type Description

There are no items te show in this view.

[ Object | Security | Attrbute Editor |

General | Members | MemberOf |  Managed By
Members

Name Betive Directory Domain Services Fold
WINTFCLIENT02 1:ducators lan/SERVE )U/Client-PCs
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h Group Policy Management - g x
5L File Action View Window Help [-[=]x]
=% nE -
54 educators.lan [ADCO1.educators.lan] denyaccess-for-highly-privileged-accounts
)
i AccountLockoutlsers Soaps | Detais | Sefings | Delegation
= Default Domain Policy
4 DomainloinPrivs These groups and users have the speciied pemission forthis GPO
= DomainWideDisableNTLM Groups and users
= educaterslan_ADAuditPlusPolicy Name - Alowed Pemissions Inherited
=] educators.lan_ADAuditPlusWSPolicy 2, Authenticated Users Read from Securty Fitering) No
b [5] Domain Controllers 82 Nomain Admins (ENUCATORSA Nomain Admin: Eciit settings_delete mndfy secuy B
4 [ SERVER OU | 82, ExceptionRDP (EDUCATORS \ExceptionRDP) Custom Ne
4 [ Client-PCs T, Eferrise Admins (EDUCATORS Erfemise Adming Edt setfings, delete, modFy securty o
o ENTERPRISE DOMAIN CONTROLLERS . —
i/ AccountlockoutUsers %SYSTEM denyaccess-for-highly-privileged-accounts Secu_-
s/ Applocker-MV-Rules
=] denyaccess-for-highly-privileged-accounts Securty
=] disable_sll_local_users [
B Group or user names
[ DisableCredCache
= £ CREATOR OWNER ~
s Disable-Cred-Cache2 S
- 82, Autherticated Users =
| Disable-MAcros & sysTem =
i DOWNLOADS ) [ ExceptionRDP (EDUCATORS ExceptionRDF) ]
ah Imported-Applocker-Policies 7 Domain Admins (EDUCATORS\Domain Admins) i
i/ LapsDeploy < [} >
4 LocalADMIN-DE-ACTIVATE
4 RenameAdmintlame
= RestrictedGraup Pemissions for ExceptionRDP Alow Dery
- Softwarelnstallation
~
4 WindosUpdste-Force Wrte O O
b &) Groups Create all child objects (] ]
b B Servers Delete all child objects [m] [m-
b [ Shares PPy aroup policy T ™ ]
b 5] Users pecial pemissions 3
b [t Group Pelicy Objects For special permissions or advaniced settings.
b [ WMIFilters pihal Advanced
b [ Starter GPOs
| [ e | [F

sokil 87.3)

11) “MS OFFICE” macroslarin “disable” edilmasi

Publisher” - > “Signed macros”)

(Alternativ variant olaraq “Trusted

MS OFFICE “macros”larin icazali olmas1 vo ya istifadaciye “macros”larin aktiv/deaktiv
edilmasing icazod verilmasi tohliikkasizlik riski dasiyir. Bu soabobdan “macros”larin “disable”
edilmasi magsadauygundur.

Bunun iiciin Microsoftun r9smi saytindan miihitdo istifade olunan har bir “MS Office”

versiyasina miivafiq “GPO Template” fayllar yiikloanmali vo

“C:\Windows\SYSVOL\domain\Policies\PolicyDefinitions” direktoriyasina kopyalanmahdir.



& File ew Window Help

e 20 &)

3 educators.lan [ADCO1.educators.lan]
154 AccountlockoutUsers
i/ Default Domain Policy
(a4 DomainWideDisableNTLM
| (2] Domain Controllers

i/ Applocker-MY-Rules

Eﬂ denyaccess-for-highly-privileged-accounts
5/ disable_all_local_users

./ DisableCredCache

s c|

s Imported-Applocker-Policies
1/ LapsDeploy
,i Local ADMIN-DE-ACTIVATE
8 RenameAdminName
(a4 RestrictedGroup
= Softwarelnstallation
& WindosUpdate-Force
| [Z] Groups
I (2] Servers
|- (2] Shares
b (3] Users
b [ Group Policy Objects
b [ WMI Filters
b [ Starter GPOs

Disable-MAcros

Scope | Details | Settings | Delegation |

Disable-MAcros
Data collected on: 27.11.2018 16:08.38

Computer Configuration (Enabled)

Policy defintions (ADMX files) retrieved from the certral store.

Office 2013 i ity Settings hide
Policy Setting Comment
Disable VBA for Cffice applications Enabled
User Configuration (Enabled) hidh

Policy defintions (ADMX files) retrieved from the certral store.

| Microsoft Office 2013/Security Settings

E

Policy Setting
Disable VBA for Cffice applications Enabled

Sokil 88)

H Group Policy Management
& File Action View Window Help
« 2| 7 B

53 educators.lan [ADCO1.educators.lan]
574 AccountLockoutUsers
i/ Default Domain Policy
74 DomainWideDisableNTLM
p (21 Domain Controllers
4 [Z] SERVER OU
4 (3] Client-PCs
5 AccountlockoutUsers
s Applocker-MV-Rules
i/ denyaccess-for-highly-privileged-accounts
i disable_all_local_users
7/ DisableCredCache
ix/ Disable-Cred-Cache2
.= Disable-MAcros
=/ DOWNLOADS
& Imported-Applocker-Policies
] LapsDeploy
4 LocalADMIN-DE-ACTIVATE
574 RenameAdminName
54 RestrictedGroup
. Softwarelnstallation
% WindosUpdate-Force
b (2] Groups
I (5] Servers
I+ (5] Shares
I [2] Users
I (5 Group Palicy Objects
b [ WMI Filters
b [ Starter GPOs

Disable-MAcros

| Scope | Detals | Settings | Delegation |

Disable-MAcras
Data collected on: 27.11.2018 16:08:38
Computer Configuration (Enabled)

Disable VBA for Office appl ons

Setting Path:

Supported On-
At least Windows Server 2008 R2 or Windows 7

Computer Configuration/Administrative Templates/Microsoft Office 2012 {Machine)/Securiy Settings.

Explanation
Policy de]
This setting wil prevent Excel, SharePoint Designer, Outlook, PowerPairt, Publisher and Word from using Visual Basic _
Microsoft Of | || for Applications (VBA). despite whether or not the VBA feature is installed. Changing this setting will not install or remove: hide
. the VBAfies from the omputer. See the Office Resource Kit for more important information about corfiguing securty
Policy seftings.
Disable
v
£ >
Close
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12) “Applocker” tatbiq edilmasi yolu il klient kompiiterlorde yalmz icazali proqram
tominatlarinin icrasina icazd verilmasi. Sadalanan GPO-nun tatbiq edilmasi yolu il® zararli
program tominatlarinin (virus, troyan vo s), o ciimladan seciminiz® uygun olaraq digor

program tominatlarimin klient kompiiterlord iso diismdsinin qarsisim almis olacagsimz.

@ Xahis olunur “Applocker” barada atrafli olaraq malumatlanasiniz:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-
defender-application-control/applocker/applocker-overview

* Qeyd: Applocker-in klient kompiiterlarda isloamasi ticiin “AppldSvc” adh servisin GPO
vasitosilo klient kompiiterdo avtomatik olaraq isloamasi vacibdir. (Asagidaki sokillordo
taqdim olunub)

Morhalo 1: Arxive 9alava olunmus “Import-MyRules.xml” faylim notepad-da acib “S-1-
5-21-140084453-3074725195-2258950199-513” SID (Bu niimunadaki “educators.lan” AD
domenindaki “Domain Users” qrupuna miivafiq SID-dir) CTRL+H hotkey vasitasilo 6z
domeninizaki SID-19 9vazlayirsiniz. Oz domeninizdaki SIDi: get-adgroup -Identity "Domain

Users" powershell omri ilo miioyyon edd bilarsiniz.

ey Administrator: Windows PowerShell

2014 Microsoft Corporation. All rights reserwved.
PS5 C:hZWUsers'Administrators get-adgroup -Identity "Domain Users"
DistinguishedMame : CN=Domain Users,CMN=Users,D=educators,D=Tan
GroupCategory : Security
GroupScope : Global

main Users

JjectGUID

A ccountMame

“Administrator> hostname

“Administrator=



https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/applocker-overview
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/applocker-overview
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File Action View Help

=

Group Policy Management Editor

a [ Policies
| Software Settings
4 [ Windows Settings
_| Mame Resolution Pelicy
£ Scripts (Startup/Shutdown]
4 T Security Settings
b 5 Account Policies
b i Local Policies
b ] Eventlog
b A Restricted Groups
b [ System Services
4 Registry
4 File System
4 Wired Networl (IEEE 202.3) Policies
~ Windows Firewall with Advanced Security
Network List Manager Policies

-

-

Getting Started
AppLocker uses ruilss and the propetiss of files to provide accsss control for

applications. If rules are present in & ule collection, only the files included in those
rules will be permitted to un. AppLocker nules do not apply to all editions of Windows,

More about ApplLocker
Which editions of Windows support AppLocker?

Configure Rule Enforcement

J  Forths AppLockerpolioy to be snforced on 3 computer, the Applcaion
485  Identity service must be running.

I gafl Wireless Network (IEEE 802.11) Policies Use the erforcement settings for each rule collection to corfigure whether ules are
b [ Public Key Policies enforced or audited. f rule enforcement has not been configured, ules will be enforced
b [ Software Restriction Policies E| | b defau.
b ] Network Access Protection
4[| Application Contral Policies B Configure e enforcemsnt
I 3 AppL I
E?p[ - Import Pol More about nule enforcement
» B Win Export Policy...
b S Serip Clear Policy Overview
|» B Pac
View 4 Excutable Rul
b &, 1P Security CATORS.LA L] mD ;E Hes
Properties es
b [ Advanced 4 5 Enforcement not configured: Rues are enforced
b gl Policy-based O Help
L Tenpraces: 24 files) retrie [®] Windows Installer Rules
b ] Preferences RAules: 3
4 4}, User Configuration Enforcemert not configured: Rules are enforced
b ] Palicies
b ] Preferences [ | [ ot Fues
Rules: 3
< m >

Enforcement not configured: Rules are enforced

Import policy from file

EREEIE -G

2 S E ERE

& R

2118

“Import-MyRules.xml” faylindaki SID-i 6z domeninizdoki SID-19 avozlodikdon sonra yaddasa

verib GPO-da homin fayh “Import” edib GPO-nu miivafiq OU-ya (Klient kompiiterlarin

yerlasdiyi OU)da “Link Enabled” edirsiniz.

Sadalanan GPO har sey diizgiin edilmisso asagidaki kimi olacaq.

= Group Policy Management
Z File Action View Window Help
= fHE
4 educaters.lan [ADCO1 educaterslan] PF _MY-Rules
s AccountlockoutUsers Scope | Detais | Setings | Delegation|
5/ Default Demain Policy
a4, DomainWideDisableNTLM Applocker-MY-Rules A
Eir educaters.lan_ADAuditPlusPelicy Data collected on: 28.11.2018 13:58:47 hide all
@ educatorslan_ADAuditPlusWSPolicy Computer Configuration (Enabled) hide
4 (2] SERVER QU _
4 [Z] Client-PCs Wi = fide
.| AccountlockoutUsers Security Settings bide
s/ Applocker-MY-Rules System Services hide
= denyaccess for-highly-privileged-accounts Application Identity (Startup Mode: Automatic) hide
i/ disable_all_local_users —
= Permissions
+./ DisableCredCache Ne permissions speciied
i/ Disable-Cred-Cache2 =
= Auditing
| Disable-MAcros No audiing specfied
=/ DOWNLOADS . - .
4 Imported-Applocker-Policies Remote Desktop Services (Startup Mode: Automatic) hide
i/ LapsDeploy Permissions
& LocalADMIN-DE-ACTIVATE Lo P o mackad
575 RenameAdminName Auditing
(s RestrictedGroup fobyipodicd
-/ Softwarelnstallation Remote WS- ) (Startup Mode: hide:
(524 WindosUpdate-Force Permissions
b (31 Groups Ne pemissions speciied
I (2] Servers Auditing
I [2] Shares No auditing specified
b 2] Users _ Application Control Policies hide:
b L Group Policy Objects Aopx Rules bide
b [ WM Filters
b [ Starter GPOs Action User Name Rule Type Exceptions
Alow Everyone (Default Rule) All signed packaged  Publisher No
apps
Dil Rules hide |
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= Group Folicy Management ]
Z File Action View Window Help !E L}
4 =
3 educators.lan [ADCO1.educators.lan] Applocker-MY-Rules
4 AccountlockoutUsers ‘S:npe I Dstai\sl Seftings |Delegation ‘
= Default Domain Policy
s DomainWideDisableNTLM DIl Rules bide
i/ educatorslan_ADAuditPlusPolicy No iles of type Dl Rules'arm defined.
= educators.lan_ADAuditPlusWSPolicy -
Domain Controllers Exac sbis]thnos fide
SERVER OU Action User Name Rule Type Exceptions
4 & Client-PCs Deny EDUCATORS\Domain Users %SYSTEM3Z¥\com\dmp\" Path No
! Accountl ackautllser Deny EDUCATORS\Domain Users %OSDRIVE%\Users\"\* Path Yes
Applocker MY-Rules Deny EDUCATORS"Domain Users %WINDIR®: Path No
denyaccess ighly-privileged-accounts “Registration\CRMLog\™
] disable_all local_users Deny Everyone %PROGRAMFILES? Path No
-] DisableCredCache Wil
7 Disable-Cred-Cache2 Deny EDUCATORS"Domain Users NSYSTEMAZY Path Yes
=/ Disable-MAcros 0 f”""'\d”“e“\‘:""’[\_
7 DOWNLOADS eny Everyone &iiffmﬂﬁ \Remote Path No
o Imported-Applocker-Policies Deny EDUCATORS\Domain Users %SYSTEM32%\spool\PRINTERSY  Path Yes
] LapsDeploy Hlow Everyone (Default Fule) Allfles located inthe  Path No
1 Local ADMIN-DE-ACTIVATE Proggam Filesfolder
5 RenameAdminName Deny EDUCATORS\Domain Lsers %5YSTEM32 % wscript axe Fath No
E% RestrictedGroup Hlow Everyone (Default Rule) Allfies located inthe ~ Path No
.| Softwarelnstallation \Windows folder
=24 WindosUpdate-Force Deny EDUCATORS\Domain Users %SYSTEM32% Path No
» &1 Groups WindowsPowerShell\*
b ] Servers Deny EDUCATORS"Domain Users %SYSTEM32%\spool\SERVERSY  Palh No
b ] Shares Deny EDUCATORS\Domain Users %SYSTEM32% Path No
» B Users \Tasks\Microsoft\Windows\PLA\S
=} Group Palicy Objects ystem'®
t f_IWM,T—”tE,Sy ! Alow Everyone Alfiles located in the Windows Path No
b [ Starter GPOs po
Deny Everyone %PROGRAMFILEST\AryDesk\"  Path No
Deny EDUCATORS"Domain Users %WINDIR% \tracing\* Path No
Deny EDUCATORS"Domain Users %SYSTEM32% Path No >
\Tasks\Microsoft\Windows\SyncC
.
Sokil 91)
B Group Policy Management
4 File Action View Window Help
s )
3 educators.lan [ADCO1.educators.lan] Applocker-MY-Rules
4 AccountLockoutUsers Scope | Detala | Setings | Deegaon
5/ Default Domain Policy
s DomainWideDisableNTLM folder
] educators.an_ADAudiPlusPolicy Deny Everyone %PROGRAMFILES%\AnyDesk'*  Fath No ~
& educatorssn ADAUCHPIUEWSPolicy Deny EDUCATORS\Domain Users LWINDIRZ tracing\™ Path No
Deny EDUCATORS\Demain Users %SYSTEM32%, Path No
b 1 Domain Controllers )
= [ SERVER OU \;fnastf\M\:msuﬂ\Wlndows\Syn:C
i enter
4 [ Client-PCs Deny EDUCATORSDomain Users %SYSTEM3ZY\Fs Tmp® Path No
-/ AccountlockeutUsers Deny EDUCATORS\Domain Users LWINDIR %\ Tasks\" Path Yes
[T Aoplocker MV-Rules 1 Dery EDUCATORSDomain Users +4SYSTEM3Z\cscript exe Path Ne
e/ denyaccessfor-highly-privileged-accounts Deny EDUCATORS\Domain Users SWINDIRZ Temp\® Path Yes
] disable_all_local_users Allow BUILTIN'Administrators (Default Rule) Al files Fath Ne
w DisableCredCache Deny Everyone nutserv exe, fusclient exe, Hash No
=) Disable-Cred-Cache? VPDAgert exe,
23] Disable-MAcros Deny Everyone FsExec exe. FsExectd.exe, Hash Ne
2/ DOWNLOADS psiile exe,
i Imported-Applocker-Policies Deny Everyane TeamViewer.xe, Hash No
E=Ef LapsDeploy TeamViewer_Desktop exe,
2% LocalADMIN-DE-ACTIVATE Team\Viewer_Note exe. ..
4 RenameAdminName Deny Everyone AnyDesk exe Hash No
1k RestrictedGroup Windows Installer Rules hids
] Softwarelnstallation et Ueer Name: Rule T ,
5 WindosUpdate-Force fon e Type Exceptions
» & Groups Alow Everyone (Defauit Rule) All digitally signed ~ Publisher No
Windows Installerfies
b (2] Servers
Alow Everyone (Defauit Rule) Al Windows Installer  Path No
b 2] Shares files in %systemdrive
b (5] Users \Windows\Installer
b (5 Group Policy Objects Alow BUILTIN'Administrators (Defauit Rule) Al Windows Installer  Path No
b [ WMI Filters Hes
» (] Starter GPOs -
Script Rules hide
Action User Name Rule Type Exceptions
Alow Everyone (Defaut Rule) All scripts locatedin  Path No v
the Praaram Files folder
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Group Policy Management

% File Action View Window Help
w #[E & B
§j educators.lan [ADCO1.educaters.lan] Applocker-MY-Rules
% AccountlockoutUsers [Scope | Detals | Setings | Delegation
i/ Default Domain Policy ——
5% DomainWideDisableNTLM Deny Everyone T Hash No o
i educators.lan_ADAuditPlusPolicy TeamViewer_Desktop.exe,
s educators.lan_ADAuditPlusWSPolicy TeamViewer_Note.exe,
b & Domain Controllers Deny Everyone AnyDesk axe Hash No
4 (3] SERVER OU Windows Installer Rules hide
4 2] Client-PCs
=/ AccountLockoutUsers Action User Name Rule Type Exceptions
[ Applocker-MV-Rules Alow Everyone (Default Rule) Al digtally signed Fublisher No
1/ denyaccess-for-highly-privileged-accounts Windows Installer fies
] disable_alLlocal_users Alow Everyone {Defauit Rul) Al Vindows nstaler  Path Ne
2] DissbleCredCache Flles in Zsystameive .
& Disable-Cred-Cache2 \Windows\instaler
& Alow BUILTINAdministrators {Default Rule) Al Windows Installer ~ Path Ne
=/ Disable-MAcros 5
7] DOWNLOADS s
sk Imported-Applocker-Policies Script Rules hide.
Ef:f LapsDeploy Action User Name Rule Type Exceptions
i LocalADMIN-DE-ACTIVATE Alow Everyone {Default Rule) All scripts locatedin ~ Path No
5% RenameAdminName the Program Files folder
7 RestrictedGroup Alow Everyone (Defaut Rule) All scripts locatedin ~ Path No
b RestrictedG
2/ Softwarelnstallation the Windows folder
5% WindosUpdate-Force Alow BUILTINAdministrators {Default Rule) Al scripts Fath Ne
51 Groups w— -
5] Servers User Configuration (Enabled) fide
] Shares No settings defined
5] Users
b [ Group Pelicy Objects
b (% WMIFilters
p L] Starter GPOs
v
.
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Group Policy Management Editor - |

File Action View Help
e HE XE =

=/ Applocker-MY-Rules [ADCO1.EDUCATORS.LAN] Pelicy
4 (& Computer Configuration
4 [ ] Policies

b [ Software Settings

] Windows Settings
Mame Resolution Palicy
£ Scripts (Startup/Shutdown)
S Security Settings
b 35 Account Policies
b & Local Policies
b ] Eventleg
I |4 Restricted Groups
b |7 System Services
I [ 4 Registry
I File System
3 Wired Metwork (IEEE 802.3) Policies
I [ ] Windows Firewall with Advanced Security
| Network List Manager Policies
@ Wireless Network (IEEE 802,11) Policies
| Public Key Policies
| Software Restriction Pelicies
| Network Access Protection
| Application Control Policies
. [T Applocker

[ Executable Rules
‘Windows Installer Rules

bov v ow oW

3
Script Rules
| Bl Packaged app Rules
b g IP Security Policies on Active Directory (EDUCATORS.LAI
b | Advanced Audit Policy Configuration
b ol Policy-based QoS
I [ Administrative Templates: Policy definitions (ADMDX files) retried
I || Preferences

4 4% User Configuration

< mn ¥

B e ]

<

Service Name -

. Active Directory Domain Services

. Active Directory Web Services

{3 Activex Installer {AxInstSy)

% App Readiness

¥ AppX Deployment Service (AppXSVC)
. Application Experience

¥ Application Identity

% Application Information

1 Application Layer Gateway Service
F Application Management

{ Background Intelligent Transfer Service
% Background Tasks Infrastructure Service
1 Base Filtering Engine

/¥ Block Level Backup Engine Service
{{F Certificate Propagation

{3 CNG Key Isolation

. COM+ Event System

/F COM+ System Application

' Computer Browser

'} Credential Manager

"} Cryptographic Services

. Data Deduplication Service

" DCOM Server Process Launcher
'} Device Association Service

. Device Install Service

'} Device Setup Manager

'} DFS Namespace

'}t DFS Replication

. DHCP Client

{7 DHCP Server

'} Data Deduplication Velume Shadow Copy Ser|

Startup Permission
Not Defined Not Defined

Not Defined Not Defined

Not Defined Not Defined

Not Defined Not Defined

Not Defined Not Defined

Not Defined Not Defined
Automatic Not Defined
Defined

Secury Poicy Settng | Defined
Defined

ji‘ Application Idertity Defined
g Defined
Defined

[#] Define this policy setting Defined
Select service startup mode: Defined
®) Automatic pefined
Defined

Defined

Defined

Defined

pefined
Defined

Defined

Defined

Defined

#op7__| | pefined

Defined

Not Defined Not Defined

Not Defined Not Defined

Not Defined Not Defined

~

Actions
System Services

More Actions

Application Id..
Mere Acticns
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File Action View Help

| 7 EN ]

I =] Applocker-MY-Rules [ADCO1.EDUCATORS.LAN]| ~

4 i Computer Configuration
4 [ Policies
b [ Software Settings
4[] Windows Settings
b ] Name Resolution Pelicy
&) Scripts (Startup/Shutdown)
4 T Security Settings
b 53 Account Policies
b i Local Policies
b ] Eventlog
b [ Restricted Groups
b [ System Services
b (4 Registry
b [ File System
b Fuf Wired Network (IEEE 802.3) Po
b [ Windows Firewall with Advang =
Networlk List Manager Policies
Zafl Wireless Network (IEEE 802.11)
[ Public Key Policies
(1 Software Restriction Policies
1 Network Access Protection
[ Application Control Policies
4 [ Applocker

[EY]=iY

[

Windows Installer Rule
Script Rules
|+ B8 Packaged app Rules
b &, IP Security Policies on Active [
b (] Advanced Audit Policy Config
b gl Pelicy-based QoS

Action
© Deny
© Deny
© Deny
© Deny
© Deny
© Deny
© Deny
© Deny
© Deny
© Deny
© Deny
@ allow
© Deny
© Deny
© Deny
) Deny
© Deny
© Deny
© Deny
© Deny
© Deny
S Deny
© Deny
@ allow
@ Allow
@ allow

Group Policy Management Editor

User
EDUCATORS\Demain Users
EDUCATORS\Domain Users
EDUCATORS\Demain Users
Everyone
EDUCATORS\Domain Users
Everyone
EDUCATORS\Domain Users
EDUCATORS\Demain Users
EDUCATORS\Domain Users
EDUCATORS\Demain Users
EDUCATORS\Demain Users
Everyone

Everyone
EDUCATORS\Domain Users
EDUCATORS\Demain Users
EDUCATORS\Domain Users
EDUCATORS\Domain Users
EDUCATORS\Demain Users
EDUCATORS\Domain Users
Everyone

Everyone

Everyone

Everyone

Everyone

Everyone
BUILTIN\Administrators

Name
S45VSTEM32%A comidmp\*

950SDRIVESS\Users\™\*

S%WINDIR%\Registration’\ CRMLog\*
%PROGRAMFILESH:\ TeamViewer\™
3%SVSTEM32%\spoolidriversicalor™
3PROGRAMFILES%:\Remote Utilities - Host\*
345VSTEM32%\spool PRINTERSY
S4SVSTEM32 S wseript.exe
3%SVSTEM32%6\WindowsPowerShell™
S45VSTEM32%Aspool SERVERS\
S45VSTEM32%A Tasks\ Microseft\Wind ows\ PLA\System\*
All files located in the Windows folder
SPROGRAMFILES %\ AnyDeski*

WINDIRZ:\tracing\”
S45VSTEM32%A Tasks\ Microseft\Windows\SyncCenter\*
S4SVSTEM32%6\ FrsTmph ™

SWINDIRZA Tasks\™

S4SVSTEM32 %A cscript.axe

SWINDIRF Temph™

rutserv.exe, fusclient.exe, VPDAgent.ex, ..

PsExec.exe, PsExecb.exe, psfile.exe, ...

TeamViewer.exe, TeamViewer_Desktop.exe, TeamViewer_Mote.exe, ...

AnyDesk.exe

(Default Rule) All files located in the Program Files folder
(Default Rule) All files located in the Windows folder
(Default Rule) All files

Condition
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
File Hash
File Hash
File Hash
File Hash
Path
Path
Path

Executable Rules

Exceptions

Ves

b [7] Administrative Templates: Policy defit_|
b [ Preferences
4 4%, User Configuration

< - >

Actions

Executable Rul... ~

Create New R..
Automatically...
Create Default..
View »

|5} Export List...

Help
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5
File Action View Help
|z

= Applocker-MY-Rules [ADCO1.EDUCATORS.LAN] A
4 & Computer Configuration
4[] Pelicies
b (7 Software Settings
4 [7] Windows Settings
I [ -] Mame Resolution Policy
[ Seripts (Startup/Shutdown)
4 T Security Settings
b 3 Account Policies

Local Policies
i EventLog
4 Restricted Groups
System Services
4 Registry
4 File System
i'gf Wired Netwerk ([EEE 202.3) Pol
7] Windows Firewall with Advand =
1 Network List Manager Policies
§§g‘ Wireless Network (IEEE 802.11)
] Public Key Pelicies
[ Software Restriction Palicies
] Metwork Access Protection
(] Application Control Policies

TT T T T TT T

LT T ow T

b o] Windows Installer Rule:
Script Rules
b B3 Packaged app Rules
b &, IP Security Policies on Active [
b [ Advanced Audit Policy Config
I yli Policy-based QoS
b (] Administrative Templates: Policy defir—|
b (] Preferences
4 i, User Configuration

T Two ] >

Executable Rules

©Deny
©Deny
®Deny
®Deny
©Deny
©Deny
©Deny
®Deny
©Deny
@ Allow
©Deny
®Deny
©Deny
©Deny
©Deny
®Deny
ODEny
©Deny
©Deny
®Deny
ODEny
@ Allow
@ Allow
@ Allow

Group Policy Management Editor

User Name Condition Exceptions
EDUCATORS\Domain Users 5SVSTEM32%\ comi\dmp\* Path
EDUCATORS\Domain Users 5,0SDRIVES\Users\*\* Path Yes |
EDUCATORS\Domain Users 35WINDIR%\Registration\CRMLog\" Path

Everyone %PROGR] -

EDUr)éATORS\Dumain Users HSVSTE iy Mg | Ves
Everyone APROGR| | Generd | Path | Exceptions |

EDUCATORS\Domain Users %SVSTE| Ves
EDUCATORS\Domain Users %SVSTE Hame:

EDUCATORS\Demain Users susystew| || [AOSDRVER\sersie

EDUCATORS\Domain Users SSVSTE| Description: (Dptional)

EDUCATORS\Domain Users FSVSTE! Istifadeci profiindzn executable fayllain bloky| ~

Everyone Al files | o

Everyone %PROGR|

EDUCATORS\Domain Users SWINDIR

EDUCATORS\Domain Users %SVSTE|

EDUCATORS\Domain Users %SVSTE|

EDUCATORS\Domain Users SWINDIR Yes
EDUCATORS\Domain Users SSVSTE|

EDUCATORS\Domain Users %WINDIR | |__Wser or group: Yes
Everyone rutserv.eq | [EDUCATORS\Domain Users | i Select

Everyone PsExec.ex

Everyone TeamVied] |

Everyone AnyDesk,|

Everyone (Defautt More about AppLocker nes

Everyone (Default oK ‘ | Cancel ‘ | Apply
BUILTIN\Administraters (Default

Actions
Executable Rul... «
Create New R..
Automatically...
Create Default...

View »
= Export List..
Help
Deny -
K Delete
[=] Properties
Help
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= | ZE | M0

4 & Computer Configuration

=] Applocker-MY-Rules [ADCOT.EDUCATORS.LAN] ~

Executable Rules

= Bl Action User Name Condition Exception:
it ‘:'ef:w ot © Deny EDUCATORS\Domain Users S%SVSTEM32%\comidmp\* Path
P L software settings Deny EDUCATORS\Dormain Users 2, OSDRIVES\Users\ "\ Path Ves |
4 [~ Windows Settings
= . . Deny EDUCATORS\Domain Users FWINDIR 2\ Registration\CRMLogy™ Path
I | Mame Resolution Policy
=] Seripts (Startup/Shutdown) @Deﬂy Everyone 7PROGR] Deny P rti .
4 5 Security Settings ) Deny EDUCATORS\Darmain Users %SVSTE ny Froperties Ves
[ _-fEI Account Policies ODEH)’ Everyone %PROGR} General | Fath | Exceptions
b jﬁ Local Policies QDeny EDUCATORS\Domain Users SYSTE Yes
= . Select the file or folder path that this rule should affect. If you specify a folder path.
b i Eventleg O eny EDUCATORS\Domain Users SYSTEN | | e undemeath thel path wil be affected by the e,
b % Restricted Groups o Deny EDUCATORS\Domain Users 2%SYSTE
I _‘g System Services 0 Deny EDUCATORS\Domain Users FSYSTE
I @ Registry @Deﬂy EDUCATORS\Dornain Users HSYSTE
3 File System @Allow Everyone All files |
I+ £ Wired Network (IEEE 802.3) Pol (| () Deny Everyone %PROGR)
b [] Windows Firewall with Advanc = | | (S) Deny EDUCATORS\Domain Users sswinDif | | f [FOSDRIVER ses\ | |
(5] Network List Manager Policies| | (§ Deny EDUCATORS\Domain Users SVSTEl
b S Wireless Network (EEE 20211) || () peny EDUCATORS\Domain Users SSYSTE [ Browse Files... | Browse Folders... |
b [ Public Key Policies ©Deny EDUCATORS\Domain Users SEWINDIR Yes
i ;"““’E':Ee“”ﬂ;"” Policies S Deny EDUCATORS\Dormain Users %SYSTE
e :"‘“’“’t_ “;“t ""t:clt_"’" ) Deny EDUCATORS\Darmain Users S%WINDI Ves
4 5 p;:ca Iimk ontrol Feliies GDeﬂy Everyone rutsery. ey
F ppLocker
Erccutable Rules Q Deny Everyone PsExec.ex
3 ‘Windows Installer Rule 0 Deny Everyone TeamViey
b L[ Script Rules ©Deny Everyone AnyDesk, Mare aboutt path ules and path variables
» B Packaged app Rules @AIIDW Everyone (Default
b &, IP Security Policies on Active [ @ Allow Everyone (Default ok | [ camcel |[ ooy |
b [] Advanced Audit Palicy Config @Allow BUILTINVAdministrators (Default
I gl)y Pelicy-based QoS
[ Administrative Templates: Policy defii—|
I || Preferences
4 ¢ User Configuration -
< : i >
.
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File Action View Help
an| n BN
“ ?2':5;‘:;:"“‘9““'“” Action User Name Condition Exceptions || Executable Rul.. =
b 5 Software Setings () Deny EDUCATORS!Domain Users 5YSTEM32% comidmp\ Path Create NewR...
= - Deny EDUCATORS!Domain Users S0SDRIVES\Users\ ™~ Path Yes
4 [ Windows Settings -8 - T Autematically..
. ; " Deny EDUCATORS\Domain Users %WINDIR%\Registration\ CRMLogh* Path
|| Name Reselution Policy Create Default.
5 Scripts (Startup/Shutdown) 8“5”3’ Everyone %PROGR] Deny Properties =
E Deny EDUCATORS!Domain Users %SVSTE Yes Vi »
4 T Security Settings iew
b 53 Account Policies ©beny Everyone %PROGR [ General | Path | Exceptions [ Export List..
b 3 Local Policies ©Deny EDUCATORS!Domain Users %SVSTE Yes -
b ] Eventlog ®Deny EDUCATORS\Domain Users %SYSTE! e [ Help
b (A Restricted Groups ©Deny EDUCATORS!Domain Users %SVSTE T N
b i System Sendces S oeny EDUCATORS\Domein Users  %6YSTE y
b [ Registry ©Deny EDUCATORS\Domain Users %SVSTE K Delete
b 4 File System @ Allow Everyone Allfiles 19 FEceptions [E] Properties
b E1f Wired Network (IEEE 202.3) Po| || (9 Deny Everyone %.PROGR] - Hel
b [ Windows Firewall with Advang = Den EDUCATORS\Domain Users Z%WINDIR Excsptin B e
= Network List M. Polic Y \Domai “Q=GOOGLE INC, L=MOUNTAIN VIEW, $=CA... Publi
a otk List Manager Pelicies| || () peny EDUCATORS\Domain Users %SVSTE ~0-MICROSOFT CORPORATION, L-REDMO. . Publs
b Eaf Wireless Network (IEEE 802.11)) /| @ Deny EDUCATORS\Domain Users FSYSTE “0=MOZILLA CORPORATION, L=MOUNTAIN ... Publ
b [l Public Key Policies ®Deny EDUCATORS\Domain Users %WINDIR |J| FIREFOX\0-MOZILLA CORPORATION, L-MO... Pubi| Yes
» [ Software Restriction Policies S Deny EDUCATORS\Domain Users %SVSTE|
b [ Network Access Protection ©Deny EDUCATORS!Damain Users SWINDIR Yes
4 [ Application Control Pelicies ©eny Everyone i
4
Seny Everyone petreced] | Lk L >
® Deny Everyone TeamViel
Windows Installer Rule:
Den Everyone AnyDesk, More about rule exceptions
Script Rules Seny ry y o
Allow Everyone (Default
1 5 Packaged app Rules @ Ty
b &, IP Security Policies on Active @ aitow Everyone (Default ok | [ cancel |[ esy |
b [ Advanced Audit Policy Config| || @ Allow BUILTIN\Administrators (Default
b gl Policy-based QoS
b [ Administrative Templates: Policy defil |
I+ [ Preferences
4 4%, User Cenfiguration .
< ) >
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File Action

|

View Help

= H

“ iﬂ‘gg:r:z;:;::onﬂguratmn Action User Name Condition Exceptions Executable Rul...
b (% Software Settings GDeny EDUCATORS\Domain Users FEVSTEM32%\comtdmp\™ Path Create New R..
- GDeny EDUCATORS\Domain Users %OSDRIVE\Users\™\™ Path Yes
a4 me:ows S:m”‘gs_ P [T ENIICATORS Donain Lser SANINDIRSA\ B enicteatinnl CEM) ol= Dain Automatically...
= S:r:::; (::: rtu:;ghui;?wn) S Deny Everyone 2PROGRAMFILES®\TeamViewer\™ Path Create Default...
4 B Security Settings Ty EOC AT ORG Domain Users EAY Y10 AT T e . View
b E Account Policies GDeny Everyone %PROGRAMFILES 2 Bpor List..
b 3 Local Policies ©Deny EDUCATORS\Demain Users %SVSTEM32%\spd | | General | Path | Exceptions -
b 3 Eventlog S Deny EDUCATORS\Domain Users SYSTEM32%\ws N H Hep
b L4 Restricted Groups ©Deny EDUCATORS\Demain Users %SVSTEM32%\Wi T PROGRANFLES - Toamemer] ] ] Deny
b [ System Services ®Deny EDUCATORS\Demain Users %SVSTEM32%\sp
b ODeny EDUCATORS\Domain Users %SVSTEM32%\Taq | | Description: (Optional) K Delete
3 @ Allow Everyone Al files located in ~ [] Properties
b & Wired Network (IEEE 802.3) Pol || @ Deny Everyone %PROGRAMFILES = B e
b [ Windows Firewall with Advanc = || () Deny EDUCATORS\Domain Users 2%WINDIRa\tracin|
[ Metwork List Manager Pelicies| || () Deny EDUCATORS\Domain Users %SYSTEM32%\ T
b Glf Wireless Network (IEEE 802.17)| || (Y Deny EDUCATORS\Domain Users %SYSTEM32%\Fice
» [ Public Key Policies O Deny EDUCATORS\Domain Users %WINDIRS\Tasks]
b (& Software Restriction Policies O Deny EDUCATORS\Domain Users HSYSTEM32%\cs
» [ Network Access Protection ®Deny EDUCATORS\Domain Users SWINDIR%\Temp]
B f Ap:‘:““ﬁz:ki:’"t"" Policies ©Deny Everyone rutserv.exe, uschf] || Useroraow
T T T © Deny Everyone PsExec.exe, PsExed | | | [Everyone i Select
Windows Installer Rule S0eny Everyone Teambi 1
Script Rules © Deny Everyone AnyDesk.exe
} 8 Packaged app Rules @ Allow Everyone Ochautt Ruled Al | s
» 8, IP Security Palicies on Active [ || 2 Allow Everyone (Defautt Rule) All
b [ Advanced Audit Policy Config| || @ Allow BUILTIN\Administrators (Default Rule) All ok | [ cancel | [ aemy
b gl Policy-based QoS
b 71 Administrative Templates: Policy defil|
I+ || Preferences
4 %, User Configuration .
0 T >
.
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File Action View Help
| 7 = B
“ ltf;”;z::;:“”f‘g‘”“"” Action User . Narne Condition Exceptions | || Executable Rule.
b = Software Setings ©Deny EDUCATORS\Domsin Users %SVSTEM32%\com\dmph* Path Creste New R...
S oo ) ©Deny EDUCATORS\Domain Users %OSDRIVEZ\Users\\* Path Yes .
4 "f’_'""“‘”‘ Settings S0ec EQLCATORS Docoaio |lcer: SAMINDIBEA R i Bldl oo+ Dath Automatically...
= ?WEREW‘”"M Policy © Deny Everyone %PROGRAMFILESSAT eamViewer\* Path Create Defautt...
& Scripts (Startup/Shutdown)
4 5y Securiy Settings ey EOUCA O Comain Users EATEY 1A EPATT Ty s - View
> I Account Policies ©Deny Everyone %PROGRAMFILES & BporLis.
b 3 Local Policies ©Deny EDUCATORS\Domain Users %SVSTEM32%\spd | | General | path | Exceptions :
b 3 Eventlog © Deny EDUCATORS\Demain Users %SYSTEM32%\ws N H Hep
b [ Resticted Groups ©Deny EDUCATORS\Domain Users sesvsTemszBWill I, oo e ToamViower] ] | Deny
b [ System Services ©Deny EDUCATORS\Domain Users %SVSTEM32%\sp
b [ Registry ©Deny EDUCATORS\Demain Users %SYSTEM32%\Ta Description: {Optional) K Delete
b 4 File System @ Allow Everyone All files located in ~ [=] Properties
b [ Wired Network (IEEE 802.3) Pol || () Deny Everyone %PROGRAMFILES v B Hep
b [ Windows Firewall with Advang = || () Deny EDUCATORS\Domain Users ZWINDIR\tracin|
[ Metwork List Manager Policies| || () peny EDUCATORS\Domain Users %SYSTEM32%\ Ta
b galf Wireless Network (EEE 802.17)| || (Y Deny EDUCATORS\Domain Users %SYSTEM32%\Fice
» [ Public Key Policies ©Deny EDUCATORS\Domain Users %WINDIR%\Tasks|
b [ Software Restriction Policies ODeny EDUCATORS\Domain Users %SYSTEM32%\cs
p [ Network Access Protection ©Deny EDUCATORS\Domain Users %WINDIRZ\ Temp)
“ f Ap;:;::a?z:kc;"tm‘ Policies ®Deny Everyone rutsenv.exe, rfuscli L TEELE
w ©Deny Everyone PsExec.exe, PsExed | | [Everyone | | Select
Windows Installer Ruted. || O Deny Everyone Teamb 1
Script Rules GDeny Everyone AnyDesk.exe
1 8 Packaged app Rules @ alow Everyone Ocfaut RUI AT | o
b &, IP Security Policies on Active [ @ atlow Everyone (Default Rule) All f
b [ Advanced Audit Policy Config| || @ Allow BUILTIN\Administraters (Default Rule) Al ok | [ cancel | [ memw
b gl Policy-based QoS

b [ Administrative Templates: Policy defil—
I [ Preferences
4 % User Configuration

0 T >
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| = | M |
— ]
=[ Applocker-MY-Rules [ADCOT.EDUCATORS.LAN] ~f N2"C 20 ER T
= = polici Action User MName Condition Exceptions
4o 'SC'E;W ot © Deny EDUCATORS\Domain Users %SYSTEM32%\comidmp\™ Path
b L Software Settings () Deny EDUCATORS\Domain Users SLOSDRIVEI\Users\*\* Path Yes
4 || Windows Settings EDUCATORSAD: ) . Path
p (7] Name Resolution Policy Openy J2main s WM_I at
= Seri Deny Everyone FPROGRAMFILES?E\ TeamViewerl™ Path
(= Scripts (Startup/Shutdown) ———————
4 3 Securty Settings Deny EDUCATORS\Domain Users S%SVSTEM32%\sp: By Mraresiies .
b Account Policies 0 Deny Everyone %PROGRAMFILES
IS :‘ﬁ Local Policies ODeny EDUCATORS\Domain Users FSYSTEM3Z2%\sp General | Fath | Exceptions
= D EDUCATORS\Dq 4] FSYSTEM32%
b EventLog © Deny \Domain Users 5| | Sefactthsfile or foldar pathhat the s chould sffsct. fyou spacky = folder pth.
b [ 4 Restricted Groups ©Deny EDUCATORS\Domain Users FSYSTEM32Z\WIL | | allfiles undemeath that path will be affected by the mle
I [ 4 System Services ®Deny EDUCATORS\Domain Users FSYSTEM32%\sp
b [ Registry ODeny EDUCATORS\Domain Users FSYSTEM3Z%\Ta
I+ g, File System @ Allow Everyone All files located in
b E4f Wired Network (IEEE 802.3) Pol || () Deny Everyone 5PROGRAMFILES —
b [ Windows Firewall with Advang = | | () Deny EDUCATORS\Domain Users ZWINDIR%\tracin| l a
[ Network List Manager Policies| || () Deny EDUCATORS\Dormain Users H%SYSTEMI2HATa P-PROGRAMFILES:\ Team\Viewer\ |
b Gaf Wireless Network (EEE 20211 | (©) peny EDUCATORS\Domain Users FSYSTEMI2%)\Fxs| | E—— T F——— ‘
b [ Public Key Policies © Deny EDUCATORS\Domain Users S6WINDIRZ Tasks wise Hles wse Folders
b ;“&""E’:T“"d;" Policies | | () peny EDUCATORS\Damain Users %SVSTEM32%\cs
b | Metwork Access Protection S Deny EDUCATORS\Damain Users SOWINDIRS Temp
4 || Application Control Policies ®Deny Everyone rutserv.exs, fuscli
Applock !
sl ODen Everyone PsExec.exe, PsExec|
Y v
s Windows Installer Rule: QDeny Everyone TeamViewer.exe, T|
b [5f Seript Rules ®Deny Everyone AnyDesk.exe
All E: Default Rule) All f| More about path nules and path variables
b B Packaged app Rules ow veryone (Default Rule)
3 ‘g IP Security Policies on Active [ @ Allow Everyone (Default Rule) Allf
b [ Advanced Audit Policy Config @Allow BUILTIMN' Administrators (Default Rule) All f| oK ‘ | Cancel ‘ ‘ Apply
I gl)y Policy-based Qo5
I | Administrative Templates: Policy defil—|
I || Preferences
4 R User Configuration -
S S —
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4 f€ Computer Configuration Action User Name Condition Exceptions || Executable Rul.. ~
4 4» E‘“;‘;:wari Setings S Deny EDUCATORS\Domain Users %SVSTEMBZ%\mm\d’mp\* Path Create New R...
= 1 Windows Settings © Deny EDUCATORS\Dormsin Users OSDRIVER\Users\ Path Yes Automaticaly..
b [ Name Resolution Policy © Deny EDUCATORS\Domain Users SWINDIR3\Registration\CRMLog\* Path
| Scripts (Startup/Shutdown) © Deny Everyone %PROGRAMFILESH:\ TeamViewer\* Path Create Default...
4 5 Security Settings & Deny EDUCATORS\Domain Users SSYSTEM32%\spe By Faraiies - View »
b 25 Account Policies © Deny Everyone %PROGRAMFILES| 5 Eortlis.
b 3 Local Policies © Deny EDUCATORS\Domain Users %SYSTEM32%\spq | | General | Path | Exceptions
b . EventLlog ) Deny EDUCATORS\Domain Users %SYSTEM32 %\ wsy Help
b (A Restricted Groups © Deny EDUCATORS\Domain Users SSYSTEM32 %\ Wi i ‘ Do B
b (A System Services © Deny EDUCATORS\Domain Users SLSYSTEMI2%\spr
b [ Registry © Deny EDUCATORS\Domain Users %SYSTEM32%\Ta: Description: (Optional) K Delete
b [ File System @ nilow Everyone Al files lacated in ~ [=] Properties
b 5 Wired Network (IEEE 2023) Pol || (9 Deny Everycne %PROGRAMFILES] v Help
I [ Windows Firewall with Advang = || () Deny EDUCATORS\Domain Users Z%WINDIR\tracin)
1] Network List Manager Policies || (§) peny EDUCATORS\Domain Users %SYSTEM32%\Ta: -
b Sif Wireless Network (IEEE 80211) || (@) peny EDUCATORS\Domain Users %SYSTEM32%A P een
b [E1 Public Key Policies © Deny EDUCATORS\Domain Users S%WINDIR%\ Tasks
b [ Software Restriction Policies ® Deny EDUCATORS\Domsin Users S%SYSTEM32%\ s
b [ Network Access Protection © Deny EDUCATORS!\Domain Users S%WINDIR3\ Tenpy
4 [ Application Centrol Policies Qe v N el Iz
y veryone rutserv.exe, ruscli
© Deny Everyone Pefrec.exe, Pabreq [EDUCATORS\Domain Users Nl Select...
B Wt metaTer Hule ® Deny Everyone TeamViewer.exe, T
b [5} Script Rules © Deny Everyone AnyDesk.exe
» B Packaged app Rules @ Allow Everyone (Defavtt Rule) Aok s
b 8, IP Security Policies on Active [ || £ Allow Everyone (Default Rule) Al f
b [ Advanced Audit Policy Config| | | @ Allow BUILTIN'Administrators (Defautt Rule) All | oK | [ Concd |[ ooy |
b ol Policy-based QoS
b ) Administrative Templates: Policy defit—|
I | Preferences
4 % User Configuration .
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5] Applocker-MY-Rules [ADCO1.EDUCATORS.LAN]  ~ | [T e Actions
4 1"? (_?’:::zfe'sc°"f‘9“’at‘°" Action User Neme Condition Exceptions | IEEIE LS
Jb = Software Setings ©Deny EDUCATORS\Domain Users %SYSTEM32%\comdmp\™ Path Creste New .
S ? © Deny EDUCATORS\Domain Users %OSDRIVES\Users\\* Path Yes
4[] Windows Settings . . Automatically..
> 3 Name Resolation Policy ©Deny EDUCATORS\Domain Users SWINDIR%\Registration\ CRMLog\ Path
3 s ©Deny Everyone %PROGRAMFILESS\ TeamViewer\” Path Create Default..
£ Seripts (Startup/Shutdown)
4 B Sccurlty Settings ® Deny EDUCATORS\Domain Users %SYSTEM32%\sp Deny Properties - View »
» 7 Account Policies ©Deny Everyone %PROGRAMFILES| B Eperlit.
b 3 Local Policies ©eny EDUCATORS\Domain Users %SYSTEM32%\spd | | General | Path | Exceptions E
= Help
b 3 Eventlog © Deny EDUCATORS\Domain Users HSYSTEMS s [ ]
path that this rule should affect. ff you specy a folder path,
1[4 Restricted Groups ©0eny EDUCATORS\Domain Users FSYSTEM32%\WIL | 4l files undemeath that path will be affected by the rule: Deny -
b [ System Services ©Deny EDUCATORS\Domain Users LSYSTEM32%\sp
b [ Registry ©Deny EDUCATORS\Domain Users %SYSTEM32%\Ta K Delete
b [4 File System @ Allow Everyone Al files located in [=] Properties
b e/ Wired Network (IEEE 202.3) Po| || ) Deny Everyone %PROGRAMFILES B Hep
b [ Windows Firewall with Advang = || () Deny EDUCATORS\Domain Users Z%WINDIR\tracin| =
[ Network List Manager Policies) || () Deny EDUCATORS\Domain Users SSYSTEM3I2%\Ta [[-svsTEMsZ oot exe |
b galf Wireless Network (IEEE 802.11)| || () Deny EDUCATORS\Domain Users %SYSTEM32%\Fxe
= :“:“: KE;";"ZE‘ oal S Deny EDUCATORS\Domain Users %WINDIRZ\ Tasks| ‘ Browso)bies | Browse bolders |
= N" 5’:; " :” oleies © Deny EDUCATORS\Domain Users %SYSTEM32%\cs
- Am"“”t “c(e“t “:t:“‘t“’" S Deny EDUCATORS\Domain Users %WINDIR%\Temp]
“ f p‘:ﬂ'“ L'::k;" 1o Feleies ©Deny Everyone rutserv.exe, rfuscl
@Deny Everyone PsExec.exe, PsExed
Windows Installer Rule © Deny Everyone TeamViewer.exe, 1
Seript Rules ® Deny Everyone AnyDesk.exe
Allow Everyone Default Rule) All More about path rules and path variables
|+ B3 Packaged app Rules Ty ( ]
5 8 IP Security Policies on Active ] || &9 Allow Everyone (Default Rule) Al
b 7 Advanced Audit Policy Config| || & Allow BUILTIN\Administraters (Default Rule) All ok | [ concd | [ ooy
b iy Policy-based QoS
b [ Administrative Templates: Policy defil |
i | Preferences
4 4, User Configuration .
< b >
.
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e =
L] Applocker-MY-Rules [ADCOT.EDUCATORS.LAN] ~ | [Tt Actions
- ?3”:5;‘1:"“‘9““““” Action User HName Condition Exceptions || Executable Rul.. ~
b 5 Software Setings ©Deny EDUCATORS\Domain Users %SVSTEM32%\ comidmp\* Path Create NewR..
o : O Deny EDUCATORS!Domain Users %OSDRIVESS\Users\™\* Path Yes
4 [ Windows Settings ; ) Autematically...
5 11 Name Resolution Palicy ©Deny EDUCATORS\Domain Users S%WINDIR%\Registration\ CRMLog\* Path
- Create Default...
B Scripts (Startup/Shutdown) ©Deny Everyone %PROGRAMFILESS\TeamViewer\ Path reate Defau
4 B Security Settings ©Deny EDUCATORS\Domain Users %SYSTEM32%\spooldriversicolon Path Yes »
» 33 Account Policies ©Deny Everyone %PROGRAMPFILES#\Remote Utilities - Host\™ Path
» 3 Local Policies ©Deny EDUCATORS\Domain Users S%SVSTEM32%\spool\ PRINTERS\* Path Yes
b G EventLog ©Deny EDUCATORS\Domain Users %SVSTEM32%\wscript.exe Path
— e
b U4 Restricted Groups Deny EDUCATORS\Domain Users SESVSTEME270\WindowsPowershell - Path .
b [ System Services O Deny EDUCATORS\Domain Users %SVSTEM32%\spooh SERVERS\® Do =
b A Registry ©Deny EDUCATORS\Domain Users %SVSTEM32%\ Tasks\Microsoft\Windows\| Deny Properties
b A File System @ Allow Everyone All files located in the Windows folder o Tra T
b 2o Wired Network (IEEE 802.3) Pol || (D) Deny Everyone %PROGRAMFILES%\ AnyDesk\* e eptions
b [ Windows Firewall with Advanc = || () Deny EDUCATORS\Domain Users %WINDIR%\tracing\* “Tame
(X1 Network List Manager Policies| || (9 Deny EDUCATORS\Domain Users %SVSTEM32%\ Tasks\Microsoft\Windows\, %SYSTEM32%\WindowsPowerShell\] |
b &af Wireless Network (EEE 80211)| || (@ Deny EDUCATORS\Deomain Users %SYSTEMIZ%\FxsTmph* T
» [E Public Key Policies S Deny EDUCATORS\Domain Users SWINDIR%\ Tasks\™ S g g
b [ Software Restriction Policies ; ey users from executing pow, ~
e ©Deny EDUCATORS\Domain Users %SYSTEM32%\cscript.exe =
== A“";’“'t “:“t “"t:“‘t“’" S Deny EDUCATORS\Domain Users SEWINDIRZEA Termph”
4 1 Application Control Folicies ©Deny Everyone rutserv.exe, rfusclient.exe, VPDAgent.exe, ...
= Execurtable Rues ©Deny Everyone PsExec.exe, PsExectd.exe, psfile.exe, .. Action
® Deny Everyone TeamViewer.exe, TeamViewer_Desktop.exe, Alow
b [5f Seript Rules ©Deny Everyone AnyDesk.exe Dery
b B Packaged app Rules @ nilow Everyone (Default Rule) All files located in the Progral
» &, IP Security Policies on Active D || & Allow Everyone (Default Rule) All files located in the Windo{ | User or group:
‘: pj|Adv|:chdQAu:‘t Policy Config| || @ Allow BUILTIN\Administrators (Default Rule) All files R e P
b olicy-based Qo
b (] Administrative Templates: Pelicy defil |
I | Preferences
4 4%, User Configuration > More about AppLocker riles
< ) >
oK Cancel
| [CCancel [ ooy ||}
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=| Applacker-MY-Rules [ADCOT.EDUCATORS.LAN] ~ | IEEE S 1 Actions
4 ’:" C\or::::iaerfonﬁguratmn Action User Name Condition Excepticns Executable
- | Software Sett GDany EDUCATORS\Domain Users %SYSTEM32%hcomidmp\™ Path Create M
b L Softuware Settings © Deny EDUCATORS\Damain Users 20SDRIVETUsersh=\* Path Ves
4 | Windows Settings . . Automati
> [ Name Resolution Poli © Deny EDUCATORSDomain Users %WINDIR%\Registration'\ CRMLogh* Path
5 Scripts (Startup/Shut d?w") © Deny Everyone %PROGRAMFILES 2\ Team\Viewer\ Path Create De
p ‘:—é‘ Security Settings S Deny EDUCATORS\Domain Users %SYSTEM32%\spoolidriversicolor* Path Yes View
b 5 Account Policies ©Deny Everyone %PROGRAMFILES%\Remote Utilities - Hpst= ok
5 - s
b 5 Local Policies ©Deny EDUCATORS\Domain Users %SYSTEM32%\spool\PRINTERS\™ Deny Properties -
b :ﬁ Event Log GDany EDUCATORS\Domain Users HSYSTEM32%hwscript.exe
= Q . . General | Path | Exceptions
1 4 Restricted Groups Deny EDUCATORS\Domain Users %SYSTEM3I2%\WindowsPowerShelly
b [ System Services © Deny EDUCATORSDomain Users %SVSTEM32%\spool\ SERVERS
» A Registry ) Deny EDUCATORS\Domain Users %SYSTEM32%\ Tasks\Microsoft\Windo |
b [ File System Allows Everyone All files located in the Windows folder = = E
= Description: (Optional)
b £4f Wired Network (IEEE 202.3) Pol Deny Everyone %PROGRAMFILES?a\AnyDesk\™
. . = ~
b [ Windows Firewall with Advanc = S Tleny EOUCATORG Domain Users TNDTRG o tracing ‘
- v
1 Network List Manager Policies || ) Deny EDUCATORS\Domain Users %SYSTEM32%\Tasks\Microsoft\Windo
2 gﬂ' Wireless Network (IEEE 80211} || (§) Deny EDUCATORS\Domain Users HSYSTEM3I23AFxsTmph™
b [X Public Key Policies © Deny EDUCATORS\Domain Users SEWINDIRZ\ Tasks\* Action
b [ Software Restriction Policies & Deny EDUCATORS\Domain Users S4SVSTEM32%\ cscript.exe O Alow
b [ Network Access Protection © Deny EDUCATORS\Domain Users SWINDIRSA Ternp!* 7
4 [ Application Contrel Policies =y
Lock ©Deny Everyone rutserv.exe, fusclient.exe, VPDAgent.exe)
oDany Everyone Pskxec.exe, PsExectd.exe, psfile.exe, .. User or group:
0 Deny Everyone TeamViewer.exe, TeamViewer_Desktop.e
z O Deny Everyone AnyDesk.exe Eeges SiEii-
b = Seript Rules :
b Bl Packaged app Rules @ Allow Everyone (Default Rule) All files located in the Pro
5 @, IP Security Policies on Active [ @ Allow Everyone (Default Rule) Al files located in the Win
b [ Advanced Audit Policy Config || & Allow BUILTIN\Administrators (Default Rule) Al files Mare about AppLocker nules
b gl Policy-based QoS
: N ' ok | [ cancel || Aepy |
b ] Administrative Templates: Policy defir |
I | Preferences
4 4% User Configuration »
< >
.
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=] Applocker-MY-Rules [ADCO1.EDUCATORS.LAN] ~ | TS Actions
4 % ZD”;::?:ZSC““'Q“'E"D” User Mame Condition Exceptions || Executable Rul..
» 1 Software Settings EDUCATORS\Domain Users %SYSTEM32% comidmpt* Path Create New ...
- - EDUCATORS\Domain Users %O0SDRIVEZ\Usersi*\* Path Yes
4[] Windows Settings . Autematically...
» 7] Neme Resolution Policy EDUCATORS\Domain Users FWINDIR%\Registration\CRMLog\ Path
) Scripts (Startup/Shutdown) Everyone %PROGRAMFILES®\TeamViewer\™ Path Create Default..
a i Security Settings EDUCATORS\Domain Users SYSTEM32%\spooldrivers\colorn™ Path Yes View
b j::i Account Policies Everyone %PROGRAMFILES?:\Remote Utilities - Hpeti= IEE o
b 3 Local Palicies EDUCATORS\Demain Users 2%5YSTEM32%hspool\ PRINTERS\* Deny Properties -
b G Eventlog EDUCATORS\Domain Users %SYSTEM32%hwscript.exe oath :
b 4 Restricted Groups EDUCATORS\Demain Users %SYSTEM32%\WindowsP owerShell\* e Bxceptions
b [ System Services EDUCATORS\Domain Users 2%5YSTEM32%hspool SERVERSY Select the file or folder path that this rule should affect. ff you specy & folder path,
b " Registry EDUCATORS\Damain Users %4SYSTEM22%\ Tasks\ MicrosoftiWindow| | 1 Ties undemesth that path will be affected by the nle
b (4 File System Everyone Al files Iocated in the Windows folder 3
b g Wired Network (IEEE 802.3) Po Everyone 9%PROGRAMFILES5\ AnyDesk\™
. . . = —
I [ Windows Firewall with Advanc = EDUCATORS\Domain Users F%WINDIR\tracing\™

— Network List Manager Policies
S-jﬂ Wireless Network (IEEE 802.11),
| Public Key Policies

| Software Restriction Policies
| Network Access Protection

| Application Control Policies

LT T T T

Script Rules
1 [ Packaged app Rules
b & IP Security Policies on Active
b (] Advanced Audit Policy Config
& gl Policy-based QoS
b [] Administrative Templates: Policy defit
b (] Preferences

@ Allow

4 ¢}, User Configuration

EDUCATORS\Domain Users
EDUCATORS\Domain Users
EDUCATORS\Domain Users
EDUCATORS\Domain Users
EDUCATORS\Domain Users
Everyone

Everyone

Everyone

Everyone

Everyone

Everyone
BUILTINVAdministraters

FSYSTEM32 %4 Tasks\Microsoft\Windo
FSYSTEM32%\Fas Tmph™
SeWIMDIR %\ Tasks\™
F6SYSTEM32%\cscript.exe
%WINDIR%\Temp'*

rutserv.exe, rfusclient.exe, VPDAgent.exe/
PsExec.exe, PsExecBd.exe, psfile.exe, ...
TeamViewer.exe, TeamViewer Desktop.e
AnyDesk.exe

(Default Rule) All files located in the Pro:
(Default Rule) All files located in the Win
(Default Rule) All files

Browse Fils... il

Erowse Folders..

More about path rules and path variables

oKk |[ caneel |

foply |
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4 %, User Configuration

<

Y = B
< C‘_"mp”“’c"”ﬁg”mi"" Action User Name Condition Exceptions || Executable R
a JD Z)Ilsc;:w e Setings ©Deny EDUCATORS\Demain Users %SYSTEM32%\comidmp\* Path Create New
- o Deny EDUCATORS\Domain Users %O5DRIVE\ Users\™\* Path Yes
4 | Windows Settings ) . . . Autematicz
» T Name Resolution Policy ®Deny EDUCATORS\Domain Users %WINDIR\Registration\ CRMLag\ Path
5] Scripts (Startup/Shutdown] ) Deny Everyene %PROGRAMFILES%\TeamViewer\™ Path Create Defa
4 3 Security Settings ©Deny EDUCATORS\Domain Users %SYSTEM32%\spoolidrivers\color* Path Ves View
» 53 Account Palicies ®Deny Everyone %PROGRAMFILES?\Remote Utilities - Hpetit Dot . - "
b 3 Local Policies ©Deny EDUCATORS\Domain Users %SYSTEM32%\spool\PRINTERS\™ Deny Properties
b 3| Eventlog ®Deny EDUCATORS\Domain Users %SYSTEM3IH\wscript.exe Gererd [ras [0
b [ Restricted Groups ) Deny EDUCATORS\Domain Users %SYSTEM22%\WindowsPowerShel &l EaE
b [ System Services © Deny EDUCATORS\Domain Users %SYSTEM32%\spool\SERVERS\™
b (4 Registry ®Deny EDUCATORS\Domain Users %SYSTEM32%\ Tasks\Micrasoft\ Windor |
I [ File System @Allow Everyone All files located in the Windows folder Descrption: Optional) Es
b Eu Wired Network (IEEE 802.3) Pol ||| (D) Deny Everyone %PROGRAMFILES)\ AnyDesk\*
b [ Windows Firewall with Advand = || (S Deny EDUCATORS\Domain Users %WINDIR\tracing\* -
[] Metwork List Manager Policies| || &) peny EDUCATORS\Domain Users %SYSTEM32%\ Tasks\Microsoft\ Windo ’
b gaf Wireless Network (IEEE 802.17) Deny EDUCATORS\Domain Users S4SYSTEM32%\ FeTrmp\*
» [ Public Key Policies 8Denv EDUCATORS\Domain Users SoWIND RS\ Tasks\™
b [ Software Restriction Policies Q) Deny EDUCATORS\Domain Users VS TENB2%\cocript.one
b Ll Nefwork Access Protection @ Deny EDUCATORS\Domain Users SHWINDIR%\ Temph=
“ f %T;z:::;mml Policies ODeny Everyone rutserv.exe, rfusclient.exe, VPDAgent.exe)
[ Eemiers 1 © Deny Everyone PsExec.exe, PsExechd.exe, psfileexe, .. ser or group
'+ B Windaws Installer Rale ©Deny Everyone TeamViewer.exe, TeamViewer Desktop.a || e — e
b 2] Script Rules © Deny Everyone AnyDesk.exe
b I Packaged app Rules @ Allow Everyone (Default Rule) All files located in the Prog
b 8 1P Security Policies on Active [ @ anow Everyone (Default Rule) All files located in the Win|
b [ Advanced Audit Policy Config) || @ Allow BUILTIN\Administrators (Default Rule] All files More about AppLocker nles
b ol Policy-based QoS
| ﬁmim:’ativs Templates: Policy defil | ok [ [ Cancsl | [ oo
I [ Preferences
&, User Configuration ~ H
.
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4 % Computer Configuration Action User Name Condition Exceptions || Executable Rul.. 4
4 & Policies S Deny EDUCATORS\Domain Users %SYSTEM32% ) comidmp'* Path Creste New R
b [ Software Seffings O Deny EDUCATORS\Domain Users %OSDRIVE%\Users\*\* Path Yes
4[5 Windows Setfings (o] EDUCATORS\Domain U SLWINDIR:\Registration\ CRMLog\* Path Automatically...
b [°] Name Resclution Policy ey omain Ssers g 9
) Scripts (Startup/Shutdown] ©Deny Everyone %PROGRAMFILES3\TeamViewer\™ Path Create Default...
4 5, Securty Settings ©Deny EDUCATORS\Domain Users %SYSTEM32%\spoohdriversicolor,™ Path Yes View N
» 33 Account Policies © Deny Everyone %PROGRAMFILES%\Remote Utilities - Hpetit Dot .
b 3 Locel Policics © Deny EDUCATORS\Domain Users %SYSTEM32%\spool\ PRINTERS\* Deny Properties
b 5 Eventlog ©Deny EDUCATORS\Domain Users %SYSTEM32%\wscript.exe —
b [ Restricted Groups ©Deny EDUCATORS\Domain Users %SYSTEM3I2Z\ WindowsPowerShell\™ £ |[Emiee ]
» T& System Services S Deny EDUCATORS\Domain Users %SYSTEM32%\spool\ SERVERS\* Name
b L4 Registry S Deny EDUCATORS\Domain Users %SYSTEM32%\Tasks\Microsoft\Windo, |
3 File System @Al\ow Everyone All files lecated in the Windows folder Descrption: (Optional) Es
» £/ Wired Network (IEEE 802.3) Pol || (D Deny Everyone %PROGRAMFILESH\AnyDesk\™ -
b (] Windows Firewall with Advanc = | (9 Deny EDUCATORS\Domain Users %WINDIRI\tracing\* ‘ 2
[ Network List Manager Pelicies || () Deny EDUCATORS\Domain Users %SYSTEM32%\ Tasks\Microsoft\Windo, -
b &lf Wireless Network (IEEE 802.11)) || (QDeny EDUCATORS\Demain Users %SYSTEM32%\FrsTmpl*
» [Z] Public Key Policies Deny EDUCATORS\Domain Users SWINDIRS Tasks\™
b [ Software Restriction Policies Den EDUCATORS\Dormain Users RSV TEM32%hcscript exe 1
b L Network Access Protection Deny EDUCATORS\Domain Users SGWINDIRSTemp\"
4 Ap‘;‘:“?“”:“”"‘" Policies O Deny Everyone rutserv.exe, rfusclient.exe, VPDAgent.exe)
p ODeny Everyone PsExec.exe, PsExectd.exe, psfile.exe, .. User or group:
b B3 Windows Installer Rule: ©Deny Everyone TeamViewer.exe, Team\iewer Desktop.d AN e | ‘ o
b [ Seript Rules ©Deny Everyone AnyDesk.exe &
b Bl Packaged app Rules @ allow Everyone (Default Rule) All files located in the Pr
b 8 1P Security Policies on Active T || D Allow Everyone (Default Rule) All files located in the Win
b [ Advanced Audit Policy Config || @ Allow BUILTIN\Administrators (Default Rule) All files More about AppLocker nules
b iy Policy-based QoS
> E :mm:atwa Templates: Policy defii ok |[ Gl |[ Moy |
p [ Preferences
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&= A =2 =

= Applocker-MY-Rules [ADCOT.EDUCATORS.LAN]
4 & Computer Configuration
4 [ Policies
b [ Software Settings
4[] Windows Settings
I [~ Name Resclution Policy
Scripts (Startup/Shutdown)
Security Settings
Account Pelicies
5 Local Policies
| EventLog
4 Restricted Groups
‘3 System Services
"4 Registry
"4 File System
iéf Wired Network (IEEE 802.3) Po
| Windows Firewall with Advan
| Network List Manager Policies,
;‘jﬂ Wireless Network (IEEE 802.11)
| Public Key Policies
| Software Restriction Policies
| Network Access Protection
— Application Control Policies
a4 (T3 Applocker
I [} Windows Installer Rule:
Script Rules
b B Packaged app Rules
b &, IP Security Policies on Active O
b [ Advanced Audit Policy Config
I yll Policy-based QoS
- [ Administrative Templates: Policy defi
> [] Preferences
4§, User Configuration

e

[

- -
Action User Mame Condition Exceptions || Executable |
ODany EDUCATORS\Domain Users %SYSTEM32%\com\dmp\™ Path Create Nev
ODeny EDUCATORS\Domain Users %0SDRIVE S\ Users\** Path Yes
& Deny EDUCATORS\Domain Users *WINDIRS\Registration\CRMLog'* Path Automatic
©Deny Everyone %PROGRAMFILESZ\ TeamViewer\™ Path Creste Def.
GDeny EDUCATORS\Domain Users %SYSTEM32%\spoohdrivershcolor™ Path Yes View
) Deny Everyone SPROGRAMFILES%\Remote Utilities - Hpeti Do
o Deny EDUCATORS\Domain Users %SYSTEM32%\spoo\PRINTERSY™ Deny Properties - st
GDeny EDUCATORS\Domain Users %SYSTEM32%\wscript.exe
) Deny EDUCATORS\Domain Users S55YSTEM32%\WindowsPowerShell\* e Poh  Eaiae
o Deny EDUCATORS\Domain Users %SYSTEM32%\spoo SERVERS\™ Select the file or folder path that this rule should affect. f you specify a folder path,
© Deny EDUCATORS\Domain Users S4SYSTEM32%\ Tasks\Microsoft\Window| | =1 1188 undemeath that path will be offected by the e
@A\Inw Everyone All files located in the Windows folder =3

_| ®peny Everyone %PROGRAMFILES%)\AnyDesk\"

= GDany EDUCATORS\Domain Users FWINDIRZ\tracingh™
ODeny EDUCATORS\Domain Users %SYSTEM3I2%\ Tasks\Microsoft\Windor Path
©beny EDUCATORS\Domain Users %SYSTEM32%\Fxs Tmp\* LSYSTEM3Z7 caript exe] ‘

EDUCATORS\Domain ser u
() Deny EDUCATORS\Domain Users %SYSTEM32%\escript.exe | | Bowseiic=) Bowen oot |
© beny EDUCATORS\Domain Users SoWINDIRGeTemp
G Deny Everyone rutserv.exe, fusclient.exe, VPDAgent.exe)
) Deny Everyone PsExec.exe, PsExectd.exe, psfile.exs, ...
S Deny Everyone TeamViewer.exe, TeamViewer_Desktop.d
G Deny Everyone AnyDesk.exe
@A\Inw Everyone (Default Rule) All files located in the Proy
@A\Inw Everyone (Default Rule) All files located in the Win) Mare about path niles and path variables
@A\Iow BUILTIN\Administrators (Default Rule) All files
ok || cancel |[ ey
. I
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4 {5 Computer Configuration

= Applacker-MY-Rules [ADCO1.EDUCATORS.LAN] |~

4 7 Policies
b [ Software Settings
4 [ Windows Settings

b ] Name Resolution Policy
Scripts (Startup/Shutdown)
4 T Security Settings

b 33 Account Policies
i Local Policies
5 Eventlog
" Restricted Groups
A System Services
A Registry
A File System
o/ Wired Network (IEEE 802.3) Po
~ Windows Firewall with Advan
| Network List Manager Policies|
Zaf Wireless Network (IEEE 802.11)
" Public Key Policies
~ Software Restriction Policies
| Metwork Access Protection [
 Application Control Policies

v v v v oW ow v oW

[

B
b ] Seript Rules
I+ B8 Packaged app Rules
b &, IP Security Policies on Active [
b [ Advanced Audit Policy Config
b gl Policy-based QoS

b (] Administrative Templates: Pelicy defil |
b ] Preferences

Executable Rules Actions

4 41, User Configuration

Action User Mame Cendition Exceptions Executable Rul... ~
©Deny EDUCATORS\Domain Users %SYSTEM32%\com\dmp\” Path Create New ..
©Deny EDUCATORS\Domain Users SLOSDRIVES\ Users\\* Path Yes N .
Oeny EDUCATORS\Domain Users SWINDIRS\Registration\ CRMLog\™ Path utomatically...
®Deny Everyone %PROGRAMFILES%A\TeamViewer\* Path Create Default...
©Deny EDUCATORS\Domain Users %SVSTEM32%\spoohdriversicolor” Path Yes View N
©Deny Everyone %PROGRAMPFILES%\Remote Utilities - Hpetit Dotk - =
©Deny EDUCATORS!Domain Users %SVSTEM32%\spool\ PRINTERSY Deny Properties
©Deny EDUCATORS\Domain Users SLSYSTEM32%\wscript.exe P
S Deny EDUCATORS\Domain Users 945VSTEM32%\Wind owsP owerShell\™ enerdl Bl [Beeness .
©Deny EDUCATORS\Domain Users S%SYSTEM32%\spool\ SERVERS\* Name: 1
©Deny EDUCATORS\Domain Users %SVSTEM32%\ Tasks\Microsoft\Windo g 7
@ Allow Everyone All files located in the Windows folder E————— s
©Deny Everyone %PROGRAMPFILES#\ AnyDesk\®
~
©Deny EDUCATORS\Domain Users S%WINDIR%\tracing\* ‘
©Deny EDUCATORS\Domain Users S%SYSTEM32%\ Tasks\Microsoft\Windo =
©Deny EDUCATORS\Domain Users %SVSTEM32%\FesTmp\™
©Deny EDUCATORS\Domain Users SWINDIRZ Tasks\* Action:
EDUCATORS\Domaig User SASYSTEM32% cocript exe
©Deny EDUCATORS\Demain Users SWINDIRZ\ Temp\* I
TS Deny Treryone TUTSEry exe, Tuschent.ere, UPDAgent.exe|
® Deny Everyone PsExec.exe, PsExectd.exe, psfile.exe, . (o
©Deny Everyone TeamViewer.exe, TeamViewer Desktop.d
|EDUCATORS\Domain Users Select...
® Deny Everyone AnyDesk.exe
@ Allow Everyone (Default Rule) All files located in the Pro
@ Allow Everyone (Default Rule) All files located in the Win
@ Allow BUILTIN\Administrators (Default Rule) All files More about AppLocker nes
oK | [ cancel | [ Appty

Sokil 111)




File Action View Help

an| n = B
4 C_omputErConﬁgurat\on Actien User Name Coendition Exceptions Executable Rul... =
4 [ Pelicies ©Deny EDUCATORS\Domain Users 55SVSTEM32%\comi dmp\® Path Creste New &
b [ Software Seffings O Deny EDUCATORS\Domain Users S60SDRIVES\ Users\“\* Path Yes
e Vﬁ'”::'ws S:mr:g: oal ©Deny EDUCATORS\Domain Users SWWINDIRS:\Registration\ CRMLog\" Path Automatically...
4 j 5:{7:; (::: rtuu:,';h:tﬁwm © Deny Everyone %PROGRAMFILES %\ TeamViewer\* Path Create Default...
4 S Securiy Settings © Deny EDUCATORS\Domain Users %SVSTEM32%\spooh drivers) color™ Path Ves View ,
b 53 Account Policies © Deny Everyone %PROGRAMFILES %\ Remote Utilities - Hasit Do - .
b 3 Local Policies ©Deny EDUCATORS\Domain Users %SVSTEM32%\spool PRINTERS\* Deny Properties
» 3 Event Log © Deny EDUCATORS\Domain Users S4SVSTEM3256hwscript.exe Genera |riatt]
b 4 Restricted Groups @ Deny EDUCATORS\Domain Users 245VSTEM32% WindowsP owerShell* el L
b [ System Services ©Deny EDUCATORS\Domain Users %SVSTEM32%\spool SERVERS\" Name:
b 4 Registry ©Deny EDUCATORS\Domain Users SSYSTEM32%\ Taske\Microsoft\Window | || [rtserv.exe. fusciert exe, VPDAgert.re. . |
b [ File System @ allow Everyone Allfiles located in the Windows folder P — s
b £ Wired Network (IEEE 802.3) Pol _ © Deny Everyone %PROGRAMFILEST\AnyDesk\™ Remote Ltttiiss block| -
b [ Windows Firewall with Advanc = || ) Deny EDUCATORS\Domain Users SWINDIRS\tracing\* ‘
[ Network List Manager Policies || () peny EDUCATORS\Domain Users %5YSTEM32%\ Tasks\Microsoft\Windo -
b & Wireless Network (EEE 80210)| || (Q peny EDUCATORS\Demain Users HSYSTEMIZS\Fxs Tmph ™
» [X] Public Key Policies S Deny EDUCATORS\Domain Users S6WINDIR\ Taske\®
b [ Software Restriction Policies ® Deny EDUCATORS\Dormain Users 55VSTEM32%\cacript.exe
b [ Network Access Protection Den EDUCATORS\Domain Users SWINDIRZ Ternph*
4[] Application Control Policies ee——
Deny Everyone Tutserv.exe, fusclient,exe, vumgentaeﬂ
“ ooy Freyone Phecon Pobec on, Pl o o User or group:
Windows Installer Fle: gDany Everyone TeamViewer.exe, TeamViewer Desktop.el [Erapone o
Script Rules Deny Everyone AnyDesk.exe
b 5l Packaged app Rules @ Allow Everyone (Default Rule) All files located in the Pro
b &, IP Security Policies on Active [ || (D Allow Everyone (Default Rule) All files located in the Win
b [ Advanced Audt Policy Config || @ Allow BUILTIN\Administrators (Default Rule) All files Mors about AppLocker ruies
b ol Policy-based Qos
b :mmlgratlve'remp\ates: Policy defit | oK | ‘ Cancel ‘ | Poply |
I [ Preferences
4 44 User Configuration =
0 Tw ] >
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5] Applacker-MV-Rules [ADCO1.EDUCATORS.LAN]  ~ | [ e s Actions
4 (__‘”:pl““’(""“g“’““’” Action User Name Condition Exceptions || Executable Rul.. ~
4 [ Policies .
b 3 sotwae st Qoo EOUCATORSDomain i X0SORNEE b | pan v reseies .
"+ ) Windows Settings eny omain Users sers a e Autommatclly.
b -] Name Resolution Policy ODeny EDUCATORS\Domain Users %WINDIR3\Registration\ CRMLog\™ Path
= Deny Everyone %PROGRAMFILES6\ TeamViewer\™ Path Create Default...
& Scripts (Startup/Shutdown) 9
4 5 Security Settings © Deny EDUCATORS\Domain Users SSYSTEM32%\spoeldriversicolon* Path Yes View »
b G Account Policies © Deny Everyone 3%PROGRAMFILES%\Remote Utilities - Hpsiiz Dt -
b 3 Local Palicies ©Deny EDUCATORS\Domain Users %SYSTEM32%\spool PRINTERS Deny Properties
b 3 Eventlog © Deny EDUCATORS\Domain Users 36SYSTEM32%ewscript.exe o o
» A Restricted Groups ©eny EDUCATORS\Domzin Users %SYSTEM32%\WindowsPowershellys || Genersl| e e "
b [ System Services ®Deny EDUCATORS\Domain Users SSYSTEM32%\spool SERVERS\* Fies:
» T Registry © Deny EDUCATORS\Domain Users S4SYSTEM32%\ Tasks\Microsoft\Windor = S P
ile Name e |~
b [ File System @ Allow Everyone All files located in the Windows folder rea exe s wse Hes e
b 4/ Wired Network (IEEE 802.3) Pol || () Deny Everyone 6PROGRAMFILES%\AnyDesk\™ usclient exe [ Browse Folders..
b [ Windows Firewall with Advanc = || () Deny EDUCATORS\Domain Users SWINDIR%\tracing\* VPDAgent sxs 200KE _
[ Network List Manager Policies| || () peny EDUCATORS\Damain Users %SYSTEM32%\ Tasks\Microsoft\Windo setupdrv exe BDKE
b all Wireless Network (IEEE20211) || () Deny EDUCATORS\Domain Users %SYSTEM32%6\ PrsTmp\™ swvinst exe 104 Ki
b [ Public Key Policies ©Deny EDUCATORS\Domain Users SEWINDIRS Tasks\* rupui2 exe 172Kl
r :’&"“’:Ee‘t”c‘:” Policies (S Deny EDUCATORS\Domain Users S4SYSTEM32%\cscript.exe progress.exe 19 KB
r A“"‘"_‘"t “ce“t "I’t:clt"’” Deny EDUCATORS Domain Users SWINDIR Temph | T;;;gj ) ?io KEE
4 [ Application Control Policies Den Everyone rutserv.exe, rfusclient.exe, VPDAgent.ex ’ et
Y i 3 st x64 42K8
RSLETT Troyone e e s e e magaer
- < >
Deny Everyone TeamViewer.exe, TeamViewer_Desktop.¢
b B Windows Instalier Rt || &
Script Rules ©Deny Everyone AnyDesk.exe
Allow Everyone (Default Rule) Al files located in the Pro
1 8l Packaged app Rules @ Ty
4 8, 1P Securty Policies on Active [, || () Allow Everyone (Default Rule) Allfiles located in the Win| ||
b [ Advanced Audit Policy Config || @ Allow BUILTIN'Administrators (Default Rule) Al files
» dllg Policy-based QoS
b [ Administrative Templates: Policy defil | 0k | [ Cancel [ [ hopv |
I+ || Preferences
4 41, User Configuration o
< ) >
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|2 Applocker-MY-Rules [ADCOT.EDUCATORS.LAN] ~ | IERSanr Actions
o C‘W;plute'c“”f‘g‘”at"’" Action User Name Conditien Exceptions || Executable Rul..
4 ] Policies .
» 3 Seftware Settings ® Deny EDUCATORS\Domain Users SSYSTEM32%\com\ dmp\ Path Creste New R
- ) () Deny EDUCATORS\Domain Users %0SDRIVE%\Users\\* Path Yes
4[] Windows Settings — Automatically..
» [ Name Resolution Policy © Deny EDUCATORS\Domain Users S6WINDIRS\Registration\ CRMLog\* Path
) Scripts (Startup/Shutdown) ©Deny Everyone %PROGRAMFILES%\TeamViewer\™ Path Create Default.
4 i Security Settings Q Deny EDUCATORS\Domain Users %eSYSTEM32%\spochdriversicolory™ Path Yes View
b 5 Account Policies ®Deny Everyone %PROGRAMFILESS2\Remote Utilities - Hpsttx =
i EJJEE
b 5 Local Palicies ) Deny EDUCATORS\Domain Users %SYSTEM32%\spool\ PRINTERS\* Deny Properties
b 3 Eventlog @ Deny EDUCATORS\Domain Users SESYSTEM32%\wscript.exe [ Gones i |
b (4 Restricted Groups © Deny EDUCATORS\Domain Users S6SYSTEM32%\ WindowsPowerShell\* ners. | Fle Hash
b [ System Services ® Deny EDUCATORS\Domain Users SSVSTEM329%\spool\ SERVERS\* =
b [ Registry ) Deny EDUCATORS\Domain Users %SYSTEM3I2%\Tasks\ MicrosoftiWindor [PsExec axe. PsExecst.ane, pefie sxe, |
b (4 File System @ Allow Everyone Allfiles located in the Windows folder P — ks
I Zof Wired Network (IEEE 802.3) Pol © Deny Everyone 9:PROGRAMFILES %\ AnyDesk\™ -
. . . o Sysintemals psexec block] ~
b | Windows Firewall with Advanc = || ) Deny EDUCATORS\Domain Users %WINDIR%\tracing\*
- Metwork List Manager Policies| || (§) Deny EDUCATORS\Domain Users %SYSTEM32%\ Tasks\Microsoft\Windo: -
b Eaf Wireless Network (IEFE 802.10)| | (§) Deny EDUCATORS\Domain Users %SYSTEM32%\FrsTmph*
b [ Public Key Policies (©Deny EDUCATORS\Domain Users S4WINDIR%\ Tasks\* Action
b [ Software Restriction Policies ©Deny EDUCATORS\Dormain Users SUSVSTEM32H\cseript.exe Alow
b L] Network Access Protection © Deny EDUCATORS\Domain Users SHWINDIR3\ Termph™ 3
4[] Application Control Policies o . N A eny
4 .: Applocker en’ WEMYOnNe rutserny, exi USCHENT, Ex ent.exe/
Everone . , o User or group:
Deny Everyone TeamViewer.exe, TeamViewer_Desktop.¢ = I po
b ] Script Rules S Deny Everyone AnyDesk.exe 2
b B8 Packaged app Rules (@ Allow Everyone (Default Rule) All files located in the Pro
b 8 1P Security Policies on Active [ || & Allow Everyone (Default Rule) Al files located in the Win
b L] Advanced Audit Policy Config| || & Allow BUILTIN\Administrators (Default Rule) All files More about AppLocker rules
I yl) Policy-based QoS
b (] Administrative Templates: Policy defil | 0K | [ Concel | [ ooy
b ] Preferences
4 & User Configuration . H
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5] Applacker-MV-Rules [ADCO1.EDUCATORS.LAN] | ~ | [EREF A S Actions
4 (__"”:P“‘ta’("”f‘g“’a““” Action User Name Condition Exceptions || Executable Rule ~
4 | Policies .
o [ Software Setfings ©Deny EBUCATORS\Domain Users %SYSTEM32%\com\dmp\’ Path Create New ..
. ©Deny EDUCATORS\Domain Users SLOSDRIVES\ Users\\* Path Yes
4 [ Windows Settings Automatically..
» [ Name Resalution Palicy ©Deny EDUCATORS\Domain Users %WINDIRZ\Registration\ CRMLog\™ Path
Seripts (Startup/Shutdown) ®Deny Everyone %PROGRAMFILES%A\TeamViewer\* Path Create Default...
Security Settings ©Deny EDUCATORS\Domain Users SSYSTEM32 % spooldiversicolort” Path Yes View N
» 25 Account Policies ©Deny Everyone %PROGRAMPFILES%\Remote Utilities - Hpetit Dotk - B
» 3 Local Policies ©Deny EDUCATORS\Domain Users %SVSTEM32%\spool\ PRINTERSL Deny Properties
b EventLog ©Deny EDUCATORS\Domain Users %SVSTEM32%\wscript.exe Gorers [P o]
b |4 Restricted Groups ©Deny EDUCATORS!Damain Users %SYSTEM3236\WindowsP owerShell* el [Eialliaeh .
b L System Services O Deny EDUCATORS\Domain Users %SVSTEM32%4\spool\ SERVERS\ Name:
b L4 Registry ©Deny EDUCATORS\Domain Users S%SYSTEM32%\ Tasks\Microsoft\Windo ‘eam\iewer exe, TeamViewer_Deskiop.exe, TeamViewer_Noleexe. .
b [ File System @ Allow Everyone Allfiles located in the Windows folder PR —— ks
b £/ Wired Network (IEEE 802.3) Pol || (9 Deny Everyone %PROGRAMPFILES?)\ AnyDesk\*
. . = Teamviewer block ~
b [ Windows Firewall with Advanc = || (9 Deny EDUCATORS\Domain Users Z%WINDIR%Atracing\™
E . -
] Netwerk List Manager Policies || (9 peny EDUCATORS\Domain Users %SYSTEM32%\ Tasks\Microsoft\Windo
b Eaf Wireless Network (IEEE 20211)| || (@ peny EDUCATORS!Domain Users %SVSTEM323\FrsTmph ™
b [l Public Key Policies ®Deny EDUCATORS\Domain Users S%WINDIR%A Tasks\*
= ;"&""E’EEE“"“:’" Policies S Deny EDUCATORS\Domain Users %SVSTEM32%\cscript.exe
b [ Network Access Protection & Deny EDUCATORS!Damain Users SWINDIRZA Ternph*
4 ] Application Control Plicies
2 S Aoolockes ©Deny Everyone rutserv.exe, rfusclient.exe, VPDAgent.exe|
= Exccutsbie Fules ®Deny Everyone PsExec.exe, PsExectd.exe, psfile.exe, . (o
- o [0y Tveryone Tearmuicwer.exe, Teamuiewer Desktop e
I indows [nstaller Rules ‘E,m"e ‘ | Select.
b L Script Rules T beny Ereryone EnyDesk.exe
b B Packaged app Rules @ Allow Everyone (Default Rule) All files located in the Pro;
b &, 1P Security Policies on Active D || (2 Allow Everyone (Default Rule) All files located in the Win
b [ Advanced Audit Policy Config| || @ Allow BUILTIN\Administrators (Default Rule) All files More about AppLocker ies
b iy Policy-based QoS
b [ Administrative Templates: Palicy defil oK ‘ ‘ Cancel | | foply ‘
b [ Preferences
4 4, User Configuration - ”
<« - N
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4 %g:z;zzfmﬁgwmu" Action User Name Conditicn Exceptions Executable Ri
» [ Software Seitings ® Deny EDUCATORS\Domain Users %SYSTEMBZ%\mm\d’mp\* Path Creste New
4 [ Windows Settings GDeny EDUCATORS\Domain Users %0SDRIVET\Users\™y Path Yes Automatical

» = Name Resolution Policy ® Deny EDUCATORS\Domain Users %WINDIR\Registration\ CRMLog\* Path
= Scripts (Startup/Shutdown) © Deny Everyone %PROGRAMFILES\ TeamViewer\” Path Create Defar

4 B Securty Settings ® Deny EDUCATORS\Domain Users %SYSTEM32%\spooldriversicolor* Path Yes View
b 5:5 Account Policies GDeny Everyone %PROGRAMFILES?a\Remote Utilities - Hpet= Dotl - -
b 3 Local Policies ©® Deny EDUCATORS!\Domain Users SSYSTEM32%6\spool\PRINTERS\* Deny Properties
b 5 Eventlog © Deny EDUCATORS\Domain Users 9%SYSTEM32%6\wscript.exe =T
b |4 Restricted Groups © Deny EDUCATORS\Domain Users 3%SYSTEM32%\WindowsPowerShell* SCE
b [ System Services ©Deny EDUCATORS\Domain Users SSYSTEM32%\spool SERVERS\* Fies
I (A Registry ©Deny EDUCATORS\Demain Users 2%SYSTEM32%\ Tasks\ Microsoft\Windo == = o ‘
b [ File System @ Allow Everyone Al files located in the Windows folder i i— 5 KE L s
b 24/ Wired Network (IEEE 802.3) Pol | () Deny Everyone %PROGRAMFILESZ\AnyDesk\™ TeamViewer_Deskiop exe g972kB | | Browse Foldew |
b ] Windows Firewall with Advanc = || () Deny EDUCATORS\Domain Users %WINDIR%A\tracing'* TeamViewer_Note.exe 1215 KB =

] Network List Manager Policies || () Deny EDUCATORS\Demain Users %SYSTEM22%\ Tasks\Microsoft\Windor Team\Viewer_Service exe 11510 KB 2
I Galf Wireless Network (IEEE 802.11) || (S) Deny EDUCATORS\Domain Users SSYSTEM32%\ Fxs Trmph* tv_x64.exe 209KE
b [Z Public Key Policies © Deny EDUCATORS\Domain Users SLWINDIR\ Tasks\" tv_w3Zex 180 KB
b (5] Software Restriction Policies ) Deny EDUCATORS\Domain Users %5VSTEM32%\ cscript.exe uninstall s 865 KB
b [5] Metwork Access Protection ©Deny EDUCATORS\Domain Users SWINDIRZ\ Temp\™
4 [ Application Control Policies
. 2 Deny Everyone rutsenv.exe, rusclient.exe, VPDAgent.exe|
= Fuerson Pef 3= m nafil
Vindows e ok L S0 Lo e T Delced ‘ . :
B ;::E:::;E:pp Rules @ Allow Everyone (Default Rule) All files located in the Pro

b &, IP Security Policies on Active [ @ Allow Everyone (Default Rule) All files located in the Win| More about file hash nules
b [ Advanced Audit Policy Config || @ Allow BUILTIN\Administrators (Default Rule) All files

3 Policy-based Qo5

p ﬂmlmzatweﬁmplates: Policy defir | OK | ‘ Cancel | | Aoply
b (7] Preferences
4 %, User Configuration = H
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4 i Computer Configuration
4 [ Policies
b [] Software Settings
4[] Windows Settings
& (] Name Resolution Pelicy
&) Seripts (Startup/Shutdown)
4 T Security Settings
& Account Policies
f Local Policies
i EventLog
(4 Restricted Groups
[ System Services
4 Registry
File System
4 Wired Network (IEEE 202.3) Pol
(1 Windows Firewall with Advan,
] Networlk List Manager Policies
Zaff Wireless Network (IEEE 802.11)
[ Public Key Policies
(1 Software Restriction Policies
[ Network Access Protection
4[] Application Control Policies
4 [ AppLocker
[ Executable Rules
b [5]] Windows Installer Rule
b = Script Rules
|+ B8 Packaged app Rules
b 8, IP Security Policies on Active [
b [ Advanced Audit Policy Config
& gl Pelicy-based QoS

v v v v v oW ow v W
]

v v v v

b [ Preferences
4 &, User Configuration

T W] >

b (] Administrative Templates: Policy defit |

L=/ Applocker-MV-Rules [ADCOT.EDUCATORS.LAN] ~ | BEia A Ey

Actions

Executable Rul.. ~

Action User Name Condition Exceptions
©Deny EDUCATORS\Domain Users S4SYSTEM32%A com\dmp\* Path Create NewnR...
©Deny EDUCATORS!\Domain Users %0SDRIVES\Users\™\* Path Ves
©Deny EDUCATORS\Demain Users %WINDIR3\Registration\ CRMLog\* Path Automatically...
©Deny Everyone %PROGRAMFILESZ6\ TeamViewer\™ Path Create Default...
©Deny EDUCATORS\Domain Users 34SYSTEM32%8\spoolidriversicolorn* Path Ves View
®Deny Everyone 3%PROGRAMFILES%:\Remote Utilities - Hpsi LR "
& Deny EDUCATORS!\Domain Users 3%SYSTEM32%\spool PRINTERSY Deny Properties -
®Deny EDUCATORS\Domain Users S4SYSTEM32 %\ wscript.exe
General | File Hash

©Deny EDUCATORS!\Domain Users 3%SYSTEM32%6\WindowsPowerShell™
®Deny EDUCATORS\Domain Users S4SYSTEM32%Aspool SERVERS Name:
ODeny EDUCATORS\Domain Users %eSYSTEM32%\Tasks\Microsoft\Windoy [AnyDesk exe| ‘
@ Allow Everyone Allfiles located in the Windows folder P fes
®Deny Everyone S%PROGRAMFILESZ:\AnyDeski Aeodesk bock N
©Deny EDUCATORS!\Domain Users S%WINDIRS\tracing\™
®Deny EDUCATORS\Domain Users 34SYSTEM32%A Tasks\ Microseft\ Windey d
©Deny EDUCATORS!\Domain Users %SYSTEM32%\ FxsTmph™
©Deny EDUCATORS\Domain Users SWINDIRS! Tasksy*
®Deny EDUCATORS\Domain Users S4SYSTEM32%A cseript.exe
©Deny EDUCATORS!\Domain Users S%WINDIRSE\ Temp\™
®Deny Everyone rutserv.exe, fusclient.exe, VPDAgent.exe|
©Deny Everyone PsErec.exe, PsExectd.exe, psfile.sxe, .. Eoorms

Den Evervone TeamViewer.oe TeamViewer Desktop.d

Den Everyone AnyD I Exerong | ‘ Select

Allow Everyone (Default Rule) All files located in the Prog
@ Allow Everyone (Dicfault Rule) Allfiles located in the Win|
@ Allow BUILTINVAdministrators (Default Rule) All files More abaut AppLacker rules

0K || Cancel |[ spply
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=[ Applocker-MY-Rules [ADCO1.EDUCATORS.LAN]| ~
4 & Computer Configuration
4 [ Policies
b [ Software Settings
4[] Windows Settings
I+ [ Name Resolution Policy

&) Scripts (Startup/Shutdown)
Security Settings
i Account Policies
i Local Policies
i Eventlog
[ Restricted Groups
[ System Services
{4 Registry
("4 File System
j-_'gf Wired Network (IEEE 802.3) Pol
(] Windows Firewall with Advan,
| Netwerk List Manager Policies
b Eaf Wireless Network (IEEE 802.11)
I ] Public Key Policies
b 71 Software Restriction Policies
I+ [ Netwerk Access Protection
4 7 Application Control Policies

vevvvw v v v B

‘AppLocker

Applocker Properties

ApplLocker provides -ontrol for applications

Getting Started

AppLocker uses rules and the properties of files to provide access control for
applications. f rules are present in a nule collection, only the files included in thos|
rules will be permitted to run. AppLocker nules do not apply to all editions of Wind|

More about AppLocker

Which editions of Windows support AppLocker?

Configure Rule Enforcement

E‘ Forthe AppLocker policy to be enforced on a computer, the Applicati

Identity service must be running
Use the enforcement seftings for each nie collection to configure whether ies
enfarced or audited. f s snforcement has not been configured. rules will be el
by default

Corfigure rule enforcement

Mare about rule enforcement

Executable Rules
[ ‘Windows Installer Rule:
b [=f Script Rules
1 5 Packaged app Rules
b &, IP Security Policies on Active D
b [ Advanced Audit Policy Config
b gl Policy-based QoS
b [ Administrative Templates: Policy defil |
b ] Preferences

4, User Configuration

Overview

[®] Executable Rules

Rules: 26

Enforcement not cortigured: Rules are enforced
(] Windows Installer Rules

Rules: 3
Enforcement not corfigured: Rules are enforced

[@ Sciot Rules

Erforcemert | Advanced

Specify whether AppLocker nules are enforced for each rule
collection

Executable nles:
[ Configured

[Erforce e

Windows Installer rulss:
[ Configured

Enforce nules

Script rules:
[] Configured

Enforce ules

Packaged app Rules:
[ Configured

Enforce nules

More about nule erfarcement

oK | [ Cancel ]

Aoply

Actions

Applocker
Import Policy...
Export Policy..
Clear Policy
View

[] Properties

[ Hep
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ntrol Panel  plini

Program Files (x86)\AnyDesk\AnyDesk.exe

@ This program is blocked by group policy. For more information, contact your system administrator,

=1

Sakil 119) Klient kompiiterdo




cycle Bin

o

TeamViewer
14

malware.E;

Program Files (x86)\TeamViewer\Team\Viewer.exe

@ This pragramis blocked by group policy. For more information, contact your system administrator,

[ ]

-
Recyde Bin das.html

les (x86)\Remote Util Host

| = Local Disk (C:) + Program Files (x86) ~ Remote Utilities - Host = - & | Search Remote Utiities - Host

Organize [ Open  Burn  New folder

7 Favorites Name Datemodfied - | Type

Computer  Firef Bl Desktop I rutserv.exe

Gl & Downloads [ rfusclient.exe 10/20/2018 12:41 AM  Application
i Recent Places German.lg 10/17/20189:25PM LG File 62K
fm' Z:\Program Files (x86)\Remote Utilities - Host\rutse S5KB
L 53 Librarics
Network: @ Documents SOKE
& Music 59 KB

[ Pictures 62KB
B vwior o] o
T B ST ia BT s o 62KB
|| polish.lg 10/15/2018 11:08 AM LG File G0KE

Microsoft Windous [Uersion 6.1.76811
Japanese.lg Copyright (c) 2089 Microsoft Corporation. A1l rights reserved.

@ This programis blocked by aroup policy. For more information, contact your system administrator.

1% Computer

€ Network || Norwegian.lg
_ Korean.lg

Ttalianlg C:Usersinewuserypouershell
= Thic program is blocked by group pelicy. For more information. contact your syst
| Hebrew.lg on administrator.

| French.lg C:\Userswnewuser>
| Dutch.lg

rutserv.exe Date modified: 10/20/2018 12:41 AM
Application Size: 119 MB

e eIl 11 =a P S

Sakil 121) Klient kompiiterdo




B C\users\newuser\Desktop\WindowsPowershell\v:

|%v| |~ WindowsPowerShel = v1.0 ~ v [z [searchvio

Organize = Open Sharewith = Bum  New folder

Name Date modified | Type

¢ Favarites.
Computer  Firefoy B Desktop || de-DE
63.0, & Downloads i enus

11/11/20188:17PM  File folder
11/14/20188:17PM  File folder
. Examples 11/11/20188:17PM  File folder
. |fiFR
!
A —
Network  malw |4 Documents it
@j'a Music |\ Modules
=] Pictures [ Certificate. format,
I videos %) CompiledCompositid

2 Recent Places

C:\Users\newuser\Desktop\WindowsPowershell il

]

|| Diagnostics.Format
| DothetTypes. format. ps Lxml
| FileSystem. format.ps xml
| getevent. types,ps xml

| Help.format,ps Ll

ontrol Panel  plinkiET SpGen

6/11/2009 1:41 AM PS 1%ML File
6/11/2009 1:41 AM PSIXML File
6/11/2009 1:42 AM PSIXML File
6/11/2009 1:41 AM PSIXML File

€ Network

powershell. exe

43 powershell_jse.exe
|| PawershellCore. format.ps Ll
[ PowershelTrace. format.ps txml

7/14/2009 6:51AM  Application
6/11/2009 1:42AM  PSIXMLFile
6/11/2009 1:42AM  PSIXMLFille

powershell.exe Date modified: 7/14/2008 6:39 AM Date created: 11/11/2015 8:17 PM
Application Size: 462 KB

Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.76811
Copyright <c)> 2889 Microsoft Corporation. A1l »i

rs\newuser >powershell
ogram is hlocked by group policy. For more
em administrator.

C:\Userssnewuser>

Recyde Bin das.html

Computer  Fire

TeamVi
14

\Users\newuser\Desktop\malware.Exe

g -2
‘e Y @ This program is blocked by aroup policy. For more information, contact your system administrator.

Control Panel  pir

o] B 5|5

33PM

B D
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Moaorholo 2:

Yeno do GPMC-do daha bir yeni GPO yaradib (yeni GPO yaradilmasi vacibdir. Qati sakildo

movcud Applocker tatbiq edilmis GPO-ya import etmamak) “Applocker” boélmasind kecib

“Imported-Applocker-Policies.xml” faylim “Import” edib GPO-nu miivafiq OU-ya (Klient

kompiiterlarin yerlasdiyi OU)da

avazlomaya ehtiyac yoxdur) tatbiq edirsiniz.

Hoamin GPO asagidaki kimi olacaq:

“Link Enabled” edirsiniz. (Bu marhalade SID-lori

8 Group Policy Management Editor =-|a
File Action View Help
@ = H
4 [7] Policies A || Action User MName Cendition  Exceptions ~
b (] Software Settings ©peny  Everyone ODBCCONF EXE, | MICROSOFT® WINDOWS® DPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L. Publisher
4 [ Windows Settings ©peny  Everyone MSHTAEXE, | INTERNET EXPLORER, fra O=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTON, C... Publisher
I [ Mame Reselution Pelicy ®Deny  Everyone CMDzEXE, in MICROSOFT @ WINDOWS® OPERATING SVSTEM, from O=MICROSOFT CORPORATION, L=R...  Publisher
£ Seripts (Startup/Shutdewn) ©Deny  Everyone SYNCAPPVPUBLISHINGSERVER,EXE, | MICROSOFT (R) WINDOWS (R) OPERATING SYSTEM, fra O=MICROSO..,  Publisher
1B ??‘””t)’ Settings ® Deny Everyone CDB.EXE, i MICROSOFT® WINDOWS® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L=REDM.. Publisher
b 39 Account Policies ©Deny  Everyone RUMDLL32_EXE, i MICROSOFT® WINDOWS® QPERATING SYSTEM, fra O=MICROSOFT CORPORATION, Publisher
b i Local Policies ©Deny  Everyone REGASM.EXE, | MICROSOFT ® .NET FRAMEWORK, fra O=MICROSOFT CORPORATION, L=REDMOND, S=WA... Publisher
& :"E"F LU: s ©peny  Everyone FSLEXE, i MICROSOFT® F# fra O=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTON, C=US Publisher
:i 2 S:::;':::mi'::fs Obeny  Everyone POWERSHELL.EXE, in MICROSOFT® WINDOWS® OPERATING SYSTEM, from O=MICROSOFT CORPORATIO...  Publisher
b T Registry ®Deny  Everyene MAVINJECTS4.EXE, | MICROSOFT ® WINDOWS® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, ... Publisher
3 File System ©peny  Everyone POWERSHELL_ISE.EXE, in MICROSOFT ® WINDOWS® OPERATING SYSTEM, from O=MICROSOFT CORPOR...  Publisher
b 5 Wired Network (IEEE 202.3) Policies ©Deny  Everyone WINDBG.EXE, i MICROSOFT® WINDOWS ® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L=RE...  Publisher
b 1 Windows Firewall with Advanced Security ®Deny  Everyene TRACKER.EXE, in MICROSQFT ® BUILD TOOLS®, from O=MICROSOFT CORPORATION, L=REDMOND, S=W... Publisher e
| Network List Manager Policies ©peny  Everyone NTSD.EXE, i MICROSOFT® WINDOWS® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L=REDM... Publisher
b Zalf Wireless Network (IEEE 802.11) Policies ©peny  Everyone FORFILES.EXE, i MICROSOFT® WINDOWS® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L=RE... Publisher
b 7 Public Key Policies _||®Deny  Everyone INSTALLUTIL.EXE, i MICROSOFT® .NET FRAMEWORK, fra O=MICROSOFT CORPORATION, L=REDMOND, S...  Publisher
I» __ Software Restriction Policies = QDEny Everyone MSDT.EXE, | MICROSOFT® WINDOWS® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L=RED... Publisher
b [ Metwork Access Protection ©peny  Everyone BGINFO, fra 0=MICROSOFT CORPORATION, L=REDMOND, 5=WASHINGTON, C=US Publisher
4 [ Application Centrol Policies ®Deny  Everyone ATBROKER.EXE, i MICROSOFT® WINDOWS® OPERATING SYSTEM, fra 0=MICROSOFT CORPORATION, L=...  Publisher
a [T AppLocker ®Deny  Everyene INFDEFAULTINSTALL.EXE, in MICROSOFT® WINDOWS ® OPERATING SYSTEM, from O=MICROSOFT CORP...  Publisher
I [ Executable Rules ©Deny  Everyone MSBUILD.EXE, i MICROSOFT® NET FRAMEWORK, fra O=MICROSOFT CORPORATION, L=REDMOND, 5=W...  Publisher
b (] Windows Installer Rules ©Deny  Everyone ADDINPROCESS32,EXE, i MICROSOFT® NET FRAMEWORK, fra O=MICROSOFT CORPORATION, L=REDMO...  Publisher
b L] Seript Rules ®Deny  Everyone PRESEMTATIONHOST.EXE, | MICROSOFT® .NET FRAMEWORK, fra O=MICROSOFT CORPORATION, L=RED...  Publisher
b [ Packaged app Rules ©Deny  Everyone WMIC.EXE, in MICROSOFT® WINDOWS® OPERATING SYSTEM, fram O=MICROSOFT CORPORATION, L: Publisher
b {8 IP Security Polcies on Active Directory (EDUCATORS.LAN) ©Deny  Everyone XWIZARD.EXE, i MICROSOFT® WINDOWS® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L=R... Publisher
. j] p;h’::_";:;:d:n“:'t Policy Configuration ®Deny  Everyone KD.EXE, i MICROSOFT® WINDOWS® OPERATING SYSTEM, fra O=MICROSOFT CORPORATION, L=REDMO...  Publisher
b =1 Administrative Templates: Palicy definitions (ADMX files) retrieved f ©peny  Everyone ADDINPROCESS.EXE, i MICROSOFT® \NET FRAMEWORK, fra 0=MICROSOFT CORPORATION, L=REDMOND... Publisher
b 5 Preferences ©peny  Everyone REGSVCS.EXE, i MICROSOFT® .NET FRAMEWORK, fra O=MICROSOFT CORPORATION, L=REDMOND, S=W...  Publisher
4 4 User Configuration ®Deny  Everyene IEEXEC.EXE, i MICROSOFT® .NET FRAMEWORK, fra 0=MICROSOFT CORPORATION, L=REDMOND, S=WAS.. Publisher
b ) Policies ©Deny  Everyene CMSTP.EXE, | MICROSOFT(R) CONNECTION MANAGER, fra O=MICROSOFT CORPORATION, L=REDMOND, ... Publisher
b 7 Preferences ©peny  Everyone DBGSVC.EXE, in DEBUG DIAGNOSTIC TOOL, from O=MICROSOFT CORPORATION, L=REDMOND, S=WASHL... Publisher
¥ || ®neme Euenmna NRALAST EYE in NERLIA DAGKOSTIC TAAL fram A-MICRASAET CORDBARATIAM | < RERMAKN. S—\AAS  Dublicher v
< m > < >
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13) “Fine Grained Password Policy”nin tatbiq edilmasi.

Sadalanan siyasat saydsindod

istifadacilor tcin (inzibatcillar ticiin

maqsadauygundur) sifro tohliikkasizliyi miioyyon edilir.

ADAC - > AD DomainName - > System - > “Password Settings Container” - > “New”

do yaradilmasi



2] Active Directory Administrative Center x
rd Settings Container * (@) | Manage  Help
E Active Directory Administra... < | Password Settings Container (2) Tasks
. [clomEm
ForUsers A~
FarUsers TASKS v | | SECTIONS ~ Delete
ducators (local)
5 ~ Properties
System\Passws Password Settings  pssyword Settings 7) (%) (A P
Password Settings Container A
System Directly Applies To . ?
L Name: ForUsers Password age options: New R
SERVEROUWUS!  Extensions S ] Enforce minimum password age .
B Dynamic Access Enforca minimum password length User cannot change the password within (days): 1 slete
i Authentication Minimum password length (characters): 8 Enforce maximum password age - Search under this node
Enforce password history User must change the password after (days): 42 Properties
P Globl Search Number of passwords remembered: 2 Enforce account lockout policy:
Password must meet complexity requirements Nuber ol Baledlgorattemptialowed: 5
Reset failed logon attempts count after (mins): 30
[] Store password using reversible encryption Account will be lacked out
For a duration of (mins}: 0
[ Protect from accidental deletion Until an administrator manually unlocks the account
Description:
Userler ucun password complexity
_ M
Directly Applies To D&
Name - Mail
Domain
] More Information
WINDOWS POWERSHELL HISTORY o
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B Active Directory Administrative Center a
Forl
I —aT = orUsers
Delete
Jucaton|
) . Properties
ssen Create Password Settings: Helpdesk ucun Password Policy Tasks v | [secrions v . ;
Password Settings Container
Systen "
seryg|  Password Settings pacoword Settings 7 ® New
= . Directly Applies Ta Delete
i Dynamiq it Narme: Helpdesk ucun Password Policy Password age options:
il Authentj Precedence: 1 Enforce minimum passward age Search under this node
B abals force i paeswor g User cannot change the password within (days): 1 Properties
Minimum password length (characters): 14 Enfarce maximum password age
force password history User must change the password after (days) 42
Number of passwords remembered: 24 Enforce account lockaut policy:
assword must meet complexity requiremer blumbscaf failed lagan stiemats allawed: El
Select Users or Groups - 30
[] Store password using reversible encryption E
Select this object type 30
Pratect from accidental deletion [ Users or Groups | [Obct Types.. | | pt
Description: From this location:
Helpdesk ucun Password Policy [pducatorslan | [ Locations... | M
Enter the object names to select (examples):
Directly Applies To Helpess tenp, £2mee] [ Greck Nemes | RIS
Name - Mail
Remove
WINDOW]. 2 11 v — :
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Active Directory Administrative Center - [ O

@ ¥ Active Directory Administrative Center » educators (local) * System * Password Settings Container - (@) | Manage  Heip

Ei Active Directory Administra... ¢ | Password Settings Container (2) Tasks
= Filter p E~ @~ 5 @
(] ) ) Forl
IS8 Overview orUsers
7] educators (ocal) Name Precedence Typs Description Delete
System\Password Settings Container [0 Helpdesk ucun Password... 1 Password Settings Helpdesk ucun Password Policy Properties
System 2] Forsers 1 Password Settings Userler ucun password complexity Password Settings Container
SERVER OU\Users New 1
Ml Dynamic Access Control » Delete
Ml Authenticati b Search under this node
uthentication
Properties
2 Global Search P
ForUsers v
Precedence: 1 Modified: 28.11.2018 21:41
Description:  Userler ucun password complexity
WINDOWS POWERSHELL HISTORY 4
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14) Biitiin istifadacilarin sifralarinin dayisdirilmasina “force” edilmasi.
+ 1ilk 6nce AD iizorindo yiiksok imtiyazlara malik olan qruplara iizv istifadacilorin
sifralorini bir daha doyisdirmak.
* Biitiin klient istifadacilorin sifralarini dayisdirilmasinad “force” edilmasi.
Bunu powershell ilo hoyata kecirmok daha rahatdir: Bu misalda “OU=Users,OU=SERVER
OU,DC=educators,DC=lan” OU-sundaki istifadacilara tatbiq ediram. (Oziiniizd uygunlasdirin)

Get-ADUser -Filter * -SearchBase "OU=Users,0U=SERVER OU,DC=educators,DC=lan" | Set-ADUser

-CannotChangePassword:$false -PasswordNeverExpires: $false -ChangePasswordAtLogon:$true

SearchBase "0 ,OU=SERVER 0OU,DC=educators,DC=lan" | Set-ADUser -C;
z:5false -Changel datlLogon:$true

Sokil 128)
“Distinguished name”lari daqiqlasdirmak iiciin: “Get-ADOrganizationalUnit”
powershell cmdlet-indon istifado edd biloarsiniz.

Maosolan,



ER OU,D

nistrato

Administrator: Windows PowerShell

select-string
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File Action View Help

Active Directory Users and Computers

[ User cannot change password
[ Password never expires
[[] Store password using reversible encryption

Account expires

Pp—_ 5 =
e np LB XOER Hel L eaT 1
] Active Directory Users and Computers [ADCOT.educa|| Name Type Description
b [ Saved Queries 2, client01 clientdl User
4 %4 educatorslan 2, erferf erferf L
7 Builtin 2, hruser hruser newuser newuser Properties _
Computers 2
- ), newtestuser test
b =1 Domain Controllers % newuser newuser Secutty | Envionment | Sessions |  Remote control
I: [ ForeignSecurityPrincipals ;’ Salam Remote Desktop Services Profile | COM+ | Aftribute Editor
I [ LostAndFound ; cdedfdsfd sdfsdf Published Certificates | Member Of | Password Replication I Dialin | Object
> [ Managed Service Accounts S General Address Account Profile Telephones Organization
9 2, tempadm tempadm
I (| Program Data 3" 5 tests User )
4[5 SERVER OU > festitest ser lagon riame:
b 2] Client-PCs C testS test31 penuse] | [@educstorslan V]
. 2
b (2] Groups JJ EESUTE' testusser User logon name (pre-Windows 2000):
b [&] Servers - [FDucATORS" | [nwuser |
Shares &o user2
b 2] Users [ Logon Hous... | [ LogOnTe.. |
I [] System
I [] Users
Unlock int
b [ NTDS Quotas [ Unlock accou
TPM Devi
b evices Accourt options:
User must change password at next logon A
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15) “Credential Cache” (default=10) GPO vasitasilo deaktiv edilmasi
B “Interactive Logon: Number of previous logons to cache (in case DC is not available) = 0
logons
B “Network Acess: Do not allow storage of password and credentials for network

authentication” = “Enable”

2 File Action View Window Help [-]=]>
e 2E G
3 educaters.lan [ADCO1.educators.lan] DisableCredCache
% AccountleckeutUsers Scops | Detals | Singe | Delegation |
s/ Default Domain Policy
=4 DomainloinPrivs DisableCredCache A
7 DomainWideDisableNTLM Data collected on: 18.12.2018 172214 hide all
i educatorslan_ADAuditPlusPolicy Computer Configuration (Enabled) hide
i educatorslan_ADAuditPlusWSPolicy
b & Domain Controllers _ ;
4 5] SERVER QU UL ST e
4[] Client-PCs Security Settings fide
I AccountLockeoutUsers Local Policies/Security Options hide
=i/ Applocker-MY-Rules e e ide
i denyaccess-for-highly-privileged-accounts
= disable_all_local_users Policy Setting
I Ei R T Intersctive logon: Number of previous logons ta cache (n case domain cortrolleris not Dlogons
=] Drable Cred Cachel guciatic)
=/ Disable-MAcros Network Access hide
=/ DOWNLOADS o e
s Imported-Applacker-Policies Netwark access: Do not allow storage of passwords and credentials for networkc Enabled
] LapsDeploy authentication
4 LocalADMIN-DE-ACTIVATE
% RenameAdminName User Configuration (Enabled) hide
4 RestrictedGroup No settings defined
= Softwarelnstallation =
b WindosUpdate-Force
[» (2] Groups
I (2] Servers
I 2] Shares
I [l Users
b [ Group Policy Objects
b [ WMIFilters
b (3 Starter GPOs
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16) Active Directory-nin miintdzam olaraq monitoringinin aparilmasi.
Miintozom sakildo monitoringin aparilmasi1 miidaxiloni vaxtinda askar etmadyd vo qarsisim
almaga imkan verir. Bu maqsadlo “ManageEngine ADAudit Plus”

(https://www.manageengine.com/products/active-directory-audit/) (Enterprise lisenziya) istifado
edilmasi magsadauygundur.


https://www.manageengine.com/products/active-directory-audit/

A ADAuditPlus X | +

< ¢ @

‘ @ localhost:8081 /#/hamel

£F Most Visited @ Getting Started ) Active Directory Auditi..

ADAudit Plus ) Reports

[#1] Graphical View I8 s

LAST UPDATE : Nov 28,2018 10:35:16 PM Run now

Top User Logon Failures < -
LAST 1 DAY LAST 2 DA
L4
=z
=
g 3
3
2
1
1
0 .
tempadm admin
Logon Peak Hour Usage & -

LAST 1 DAY LAST 2 DAY

File Audit

Server Audit

Account Management

LAST 7 DAY L

Computer |3

24

Group

User 28

Account Modified
Account Deleted
I Account Creation

Account Locked Out Users

LAST 7 DAY L

Configuration

© Pur

Admin Support

o -

{3 Domain Settings

Jumpto License MG

Q, Search

F A Analytics [ Reduce Disk Usage B Search Archived Data Domain educators.lan ~
@ Alerts Refresh
<& - Logon Failures - Error Code o -
B Critical 1
LAST 1 DAY LAST 2 DAY n
1
(D Recent Alerts VIEW ALL
Domain policy was modified by
2 ‘Administratord’ Changed Attributes : .
30 T -
COUNT
1 System Shutdown
Account disabled, expired, or locked out
M Bad password MM Bad user name
e - Password Changed/Set Users LS 4

LAST 7 DAY LAS

30 DAY
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A ADAuditPlus

x‘+

&« c @

£ Most Visited (@) Getting Started ) Active Directory Auditi...

ADAudit Plus )

Home

=3 Logon Audit ~ AD Changes « GPO Changes «
(1] >

Active Directory Azure AD From Nov 2

User Logon Reports 3 Period =
Local Logon-Logoff »

ADFS Auditing »

Account Management »

User Management <

Recently Created Users

Recently Deleted Users

USER NAME
Recently Enabled Users
Recently Disabled Users testuser
Recently Moved Users

hruser
Recently Locked Out Users
Recently Unlocked Users rferferfefef
Frequently Lockedout Users

test5
Frequently Unlocked Users
Recently Password Changed Users userl
Recently Password Set Users

user?

Last Modification on Users

Today

@ localhost:8081/#/reports/24

File Audit Server Audit

Compliance «

Last Modification on Users

Q& QF Advanced Search

CALLER USER NAME

Administrators

Administrators

Administrators

Administrators

Administrators

Administrarnrs

Hours

Configuration

All

MODIFIED TIME

Nov 28,2018 10:20:33 PM

Nov 28,2018 10:20:33 PM

Nov 28,2018 10:20:33 PM

Nov 28,2018 10:20:33 PM

Nov 28,2018 10:20:33 PM

Nov 28 2018 10-20-33 PM

o O W N @

Jumpto License M* Jobs ? o -

Admin Support Q, Search.. {3 Domain Settings
F EAnalytics [ Custom Reports Schedule Reports | [ Aggregate Reports

Domain  educators.lan ~
v
[? ExportAs i Addto  [Es More
1-130f13 25+  Add/Remove Columns
DOMAIN CONTROLLER MODIFIED ATTRIBUTES

ADCO1 educators.lan

ADCO1 educatorslan

ADCO1.educators.lan

ADCO1 educators.lan

ADCO1.educators.lan

ANCOT educarors lan

Pwd-Last-5et

Pwd-Last-Set

Pwd-Last-Set

Pwd-Last-5et

Pwd-Last-Set

Pwirl-1 asr-Set
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A ADAuditPlus

< c

£t Most Visited (@) Getting Started () Active Directory Auditi...

x|+

- @

@ localhost:8081/#/reports/11

) Jumpto License M o -
ADAudit Plus _ Home Reports File Audit Server Audit Alerts Configuration Admin Support Q Search.. ¢} Domain Settings
& Logon Audit~ AD Changes ~ GPO Changes ~ Compliance ~ F HAnalytics [ Custom Reports Schedule Reports | [ Aggregate Reports

LOZON ACLIVILY DASEd ON IF AQAress Domain  educators.lan ~

Active Directory Azure AD
Period E Last 24 Hours Hours All ~
User Logon Reports -
[2 ExportAs o Addto  [5 More
Logon Failures (&7
Logon Failures based on users Logon Activity based on IP Address
Failures due to Bad Password
Users First and Last Logon By
Computers
Q@ O Advanced Search Exclude User Accounts 1-530f5 25+ Add/Remove Columns
Failures due to Bad User Name
Logon Activity based on DC USER NAME CLIENT HOST NAME CLIENT IP ADDRESS COUNT ~
LB SRS STl Administrators ADCO1 educators lan 127.001 16
Domain Controller Logon Activity
Member Server Logon Activity tempadm winZclient02.educators.lan 172.16.89.2 5
‘Workstation Logon Activity ) .
newuser win7client02.educators.lan 17216.89.2 2
User Logon Activity
Recent User Logon Activity newuser winclient003.educators.lan 172.16.89.12 2
Last Logon on Workstations
admin ADCO1 educators lan 127001 1
User's Last Logon
Users logged into multiple 1-50f5 254
kil 134) Monitori dair nii “M Engine ADAudit Plus”
9Kl onitoringo dair numuna anagekcngine uai us
A ADAuditPlus X | +
&« ¢ o @ localhost:8081/#/reports/T - O W mo £
£ Most Visited @ Getting Started ) Active Directory Aud
File Audit Server Aud Admin Support Q, Search, {3 Domain Setting;
X Logon Audit - AD Changes ~ GPO Changes ~ Compliance « Analytics [ Custom Reports Schedule Reports | [ Aggregate Reports
tempadm admin
A
b
[+4 Exclude User Accounts 1-30f3 25~ Add/Remove Columns
LOGON ANALYZER
USER NAME CLIENT IP ADDRESS CLIENT HOST NAME DOMAIN CONTROLLER TIME ~ EVENT TYPE FAILURE REASON DETAILS
tempadm
tempadm 17216892 win7client02 educators lan ADCO1 educators lan Nov Failure Account disabled, expired, Details
28,2018 or locked out
06:03:57
PM
tempadm 172.16.89.2 win7client02 educators.lan ADCO1.educators.lan Nov Failure Account disabled, expired, Details
28,2018 or locked out
06:03.57 ]
PM 1
tempadm 172.16.89.2 win7client02.educators.lan ADCO1.educators.lan Mov Failure Bad password Details
28,2018
12:26:18
PM
1-30f3 25a
.
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17) AD izarind9 “Delegation” imkanlarindan istifadoe etmak.
Misal iiciin asagidaki misalda “PassWordResetAccounts” adh “Security - Global” qrupu
yaradib homin qrupa iizv olan istifadaciloro miidyyon OU iizorindo “password reset”

imtiyazlar1 vermis olurug.

Atributlar barada: https://docs.microsoft.com/en-us/windows/desktop/adschema/attributes-all

| Active Directory Users and Computers
File Action View Help

e« nE /80 XECR B 2aEaTa%

] Active Directory Users and Computers [ADCO1.educa | Mame Type Description
B[] Saved Queries 2, client01 clientl User
4 4 educators.lan R, erferf erferf User
I || Builtin 3_. hruser hruser User
I [ Computers 2, newtestuser test User
b Dnrr!ain Cnnt.mHa.rs 2, newuser newuser User
- || ForeignSecurityPrincipals 2, Salam User
b [ LostAndFound 2, sdsftd scsc User
b (] Managed Service Accounts 'a'. _
. f, tempad ) N .
I (] Program Data 2 Delegation of Control Wizard
. 5 SERVER OU %4 testd testp
b Client-PCs L, tests teft s
b2l 2 testuser fe Welcome to the Delegation of
b (&1 Groups B Control Wizard
I 2] Servers -a—' Userl s A
21 Share s user2 ;@m ) This wizard helps you delegate control of Active Directory
1 & objects. You can grant users pemission to manage users,
— groups, computers, organizational units, and other objects
s client01 client01 stored in Active Directory Domain Services.

%

3, erferf erferf

] To continue, click Next.
', hruser hruser

3_, newtestuser test

_!. test31 test51
l) testuser testusser
!. Userl

I i. userd

" System < Back Mext > Help
7 Users

~| NTDS Quotas
~ TPM Devices

vTvwwwwwwwww
ciadciad ol
w
o
by
3

< mn | < m
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=

File Action View Help

TRl L Ca L Lial ) wouio G s e o

| 7

k| XE = H

| L RtETER

] Active Directory Users and Computers [ADCO1.educa | Name Type Description
b [ Saved Queries 2_. clientD1 clientl1 User
4 ,ﬁi educators.lan 2_. erferf erferf User
b [ Builtin 2_. hruser hruser User
b [ Computers 2_. newtestuser test User
I 121 Demain Controllers & NEWUSEr newuser User
I | 7| ForeignSecurityPrincipals 2_‘ Salam User
b [ LostAndFound 2, sdsdfdsfd sdfsdf User
[ Managed Service Accounts
s tempadm tempadm User
I (] Program Data t‘Lt o5 testS
4 [51 SERVER QU S
> 5 Client-PCs 2, test51 test51
b |_=j Groups 3 testuser testusser Users or Groups
b & Servers 2_. Userl Select one or more users or groups to whom you wart to delegate control
27 Shares 3—' user2
oo
b ¥, client01 client01 "X PassWord ResetAccounts (EDUCA ssWordReset Accounts)
[ & erferf erferf
B E, hruser hruser
[ E, newtestuser test
b & newuser newuser
I z_, Salam
b B, sdsdfdsfd sdfsdf
[ s tempadm tempadm
b3, testd testS
e [ a6 ][ Femove |
[ s testuser testusser
[+ 3_. Userl
[» # user?
I [°] System
Djuf';m <Back || Net> | [ Cancdl | [ Heb
I (] NTDS Quotas
I (] TPM Devices
sokil 137)
File Action View Help
e 1@ FB/XEo=zHE BeuTE:
] Active Directory Users and Computers [ADCO1.educa | Name Type Description
b [ Saved Queries 2, clientd1 clientd1 User
4 .ii educators.lan ,E. erferf erferf User
b [ Builtin 3_. hruser hruser User
b [ Computers El_neurte;tuser test User
& @] Domain Controllers &, newuser newuser User
1 [ ForeignSecurityPrincipals 3_‘ Salam User
b [ LostAndFound 2, sdsdfdsfd saifsclf User
» [7] Managed Service Accounts
5 tempadm tempadm User

[ Program Data
a [d7 SERVER OU
b 2 Client-PCs

p 20 Groups

I (2 Servers
27 Shares

4 (3] Users
[ s_, client01 client01
[ 2_. erferf erferf
[ 2_, hruser hruser
1 2, newtestuser test
b &, newuser newuser
[ 2_, Salam
p B, sdsdfdsfd sdfsdf
[ s ternpadm tempadm
b3 tests tests
b 2, test51 test51
I+ 3 testuser testusser
I 1, Userl
[ 2_, userl

b [ System

B Users
b 1 NTDS Quotas
b 0 TPM Devices

R, test5 tests

2, test51 test51

s testuser testusser
E_. Userl

3_._ userd

Tasks to Delegate
“fou can select common tasks or customize your own.

N

(®) Delegate the following commen tasks:

Create, delete, and manage user accounts

[ Reset user passwords and force password change at next logon

[T Read all user information

[] Create. delete and manage groups
[[] Modify the membership of a group
[ Manage Group Policy links

Generate Resultant Set of Policy (Planning)
< m

() Create a custom task to delegate
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File Action View Help

o nm s0 XEBeE Bm tasTE:

Active Directory Users and Computers

] Active Directory Users and Computers [ADC01.educs
b [ Saved Queries
4 3 educators.lan
I [ | Builtin
I [ Computers
> |2 Domain Controllers
1 [ -] ForeignSecurityPrincipals
I [ | LostAndFound
I [ Managed Service Accounts
> || Program Data
4 [2] SERVER OU
I+ @] Client-PCs
I [2] Groups
I [2] Servers
|2 Shares

I+ #; clientD1 clientD1

erferf erferf

', hruser hruser
newtestuser test
NEWUSEr NEWUSED

o o

', Salam

sdsdfdsfd sdfsdf
tempadm tempadm
', testd tests

, testd] test31
testuser testusser

)

oo

T YT T TTYTYTTTYT
S (i [

', Userl
userd

(oo

3
[ [ System
I | Users
- [ 1 NTDS Quotas
> -] TPM Devices

Name

2. client01 client01
2. erferf erferf

3_. hruser hruser

S_. newtestuser test
B, newuser newuser
E. Salam

2, sdsdfdsfd sdfsdf
SB tempadm tempadm
2, testS tests

2, tests1 tests

SB testuser testusser
3_. Userl

3_. user2

Type
User
User
User
User
User
User
User
User

Delegation of Control Wizard

Completing the Delegation of
Control Wizard

You have successfully completed the Delegation of Control
wizard.

You chose to delegate control of objects ~
in the following Active Directory folder:

educators Jan/SERVER OU/Users

The groups, users, or computers to which you
have given control are:

PassWordResst Accounts (EDUCATORS \FassWordRy

You chose to delegate the following tasks

To close this wizard, click Finish.

<Back || Fnish | [ Cancel Help

Description

<] m >

<
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“Delegation” imkanlarindan istifado etmok.
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: Active Directory Users and Computers [ADC01.educa
I || Saved Queries
4 F3 educators.lan
- || Builtin
Computers

2| Domain Centrollers
ForeignSecurityPrincipals
LostAndFound

Managed Service Accounts
Program Data

2| SERVER OU

o Client-PCs

[
L

a (2| Groups

I 42, DenyRestriction

b 82, FS-HR

82, FS-IT

b 2, Helpdesk

I ?_. HelpdeskUser HelpdeskUse
[ 3!‘ PassWordResetAccounts
I 42, ServerloinGroup

1 42, temp_Admins

I 33; VPMusers

o Servers

o | Shares

2 Users

v v

System

Users

MNTDS Quotas
TPM Devices

- v v v

Mame

Type

Description

There are no items to show in this view,
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FLLVE DHECtGly USEIs 610 ConpUters (R0 o heaus
| Saved Queries
#3 educators.lan
i || Builtin
| Computers
2| Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound
Managed Service Accounts
Program Data
2| SERVER QU
2| Client-PCs
4 2] Groups
b 52, DenyRestriction
b #2, FS-HR
b 2 FS-IT
b 52, Helpdesk
[ ?_. HelpdeskUser HelpdeskUse
I+ 33_" PassWordResetfccounts
[> 33_" ServerJoinGroup
I 33_" temp_Admins
b 52 VPNusers
o Servers

2 Shares

[ R

-

k=4

B2 Users
System
Users
| NTDS Quotas

TPM Devices

R A
L

Narne

1ype

[E==T

There are no items to show in this v

Delegation of Control Wizard

Welcome to the Delegation of
Control Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Next.

Cancel Help
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MLLIVE LICLLUTY WU3CES U U ULEE S | MU L Euug| Ndrne I ype LIEsLIIp
7] Saved Queries . . .
There are no items to show in this v
#3 educators.lan
B ] Builtin
| Computers

b 1 Domain Controllers

b [-] ForeignSecurityPrincipals
b [ LostAndFound

| Managed Service Accounts
b [ Program Data

Welcome to the Delegation of
Control Wizard

This wizard helps you delegate contral of Active Directory

a4 2] SERVER OU objects. You can grant users permission to manage users,
= et groups, computers, onganizational units, and other objects
4 a_-.l Client-PCs stored in Active Directory Domain Services.
4 2] Groups
b % DenyRestriction To continue, click Next.
b 52 FS-HR
> % F5-IT
I 42 Helpdesk

I 2_, HelpdeskUser HelpdeskUse
I % PassWordResetAccounts
b 52, ServerloinGroup
[ % temp_Admins
b 52 VPNusers
b (3] Servers
b (o] Shares
b (5] Users
| System
B ] Users
B[] NTDS Quotas
B [ TPM Devices
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File Action View Help
e sE 0 XEeE HE LatsT7aa

] Active Directory Users and Computers [ADCO1.educal | Name Type Description
’ ;;:i ::‘:i‘:g:':";:s There are no items to show in this view.
b | Builtin
| Computers
b (2] Domain Controllers
b [ ForeignSecurityPrincipals Delegation of Control Wizard IL‘
B [ LostAndFound

I [ Managed Service Accounts Users or Groups
b (] Program Data Select one or more users or groups to whom you want to delegate control.

4 (27 SERVER OU
p (& Client-PCs

- Selected users and groups:
4 [20 Groups
1 82, DenyRestriction
p 82, FS-HR
b 8 ST
b 52 Helpdesk Select this object type:
b %, HelpdeskUser HelpdeskUse ‘UEW‘G“’“DE-"’ Builtin securty principals ‘ | Object Types. |
|- 2, PassWordResetAccounts s s
b 82, ServerloinGroup ‘educaurs.\an ‘ | Locations... |
} 82, temp_Admins B
I 82, VPNusers Enter the object names to select
I [2] Servers Helpdesk ; ServerJoinGroup Check Names
b @] Shares
b (3] Users
b [ System

b U > | [ (o] o e ]

I ] MNTDS Quotas
b [ TPM Devices
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File Action View Help

&= =6

3 Active Directory Users and Computers [ADCO1.educal | Name

FEXEBE Hm 3aETa%s

b (] Saved Queries
4 3 educators.lan
I [ Builtin
|| Computers
|- =] Demain Contrallers
I [ ForeignSecurityPrincipals
b |7 LostAndFound
I [ Managed Service Accounts
I [ Program Data
a [Z° SERVER OU
b 2] Client-PCs
4 (3 Groups
I 82, DenyRestriction
b 82, FS-HR
p 82, FS-T
82, Helpdesk
b 3, HelpdeskUser HelpdeskUse
I % PassWordResetAccounts
1 82, ServerloinGroup
I 82, temp_Admins
b 82, VPNusers
p [E] Servers
b (2] Shares
p (& Users
b [ System
b [ Users
I [ MNTDS Quotas
B [ TPM Devices

Type Description

There are no items to show in this view,

Delegation of Control Wizard x

Users or Groups

Select one or more users or groups to whom you want to delegate control %

Selected users and groups

Select this object type:

‘US&(E‘ Groups, or Builtin security principals

From this location:

‘educators.\an

Enter the object names to select {sxamples):
Helpdesk:; ServeroinGroup Check Names

[cocc [ vee> | [} [CAsvanced.. |
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File Action View Help

Active Directory Users and Computers

e

FB|XEoz Hm 2 auTan

] Active Directory Users and Computers [ADCOT.educa
b | Saved Queries
4 ﬁi educators.lan
b -] Builtin
] Computers
b (2] Domain Controllers
I [ | ForeignSecurityPrincipals
b ] LostAndFound
b [~ Managed Service Accounts
[ ] Program Data
4 [3] SERVER QU
b [2] Client-PCs
4 [Z] Groups
[+ % DenyRestriction
I 42, F5-HR
b 82 FS-IT
I 42, Helpdesk
[ 3_, HelpdeskUser Helpdesklse
I+ % PassWordResetfccounts
I 42, ServerJoinGroup
I % temp_Admins
1 42, VPNusers
I [E] Servers
 [2] Shares
b 2] Users
b ] System
b 7] Users
B[] NTDS Quotas
b ] TPM Devices

Mame

Type Description

There are no items to show in this view,

Users or Groups
Select one or more users or groups to whom you wart to delegate contral.

Selected users and groups:

$2, Helpdesk (EDUCATORS \Helpdesk)
2, ServeroinGroup (EDUCATORS ServerJoinGroup)
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File Action View Help

Active Directory Users and Computers

.

| 7

§BEXEG= H

1| B RETER

¢ (| Builtin
] Computers
I (2] Domain Controllers
I [ ] ForeignSecurityPrincipals
b ] LostAndFound
| Managed Service Accounts
| Program Data
4 [3] SERVER QU
b 2] Client-PCs
4 (3] Groups
[ % DenyRestriction
1 82, FS-HR
b 2 FS-IT

I 42, Helpdesk

[ E_, HelpdeskUser Helpdesklse
I % PassWordResetfccounts

[+ % ServerloinGroup
I % temp_Admins
[ % WPMusers
b 2] Servers
b 2] Shares
b 2] Users
b ] System
b 7] Users
b ] NTDS Quotas
p [ TPM Devices

] Active Directory Users and Computers [ADC0.educa|| Name
b [ Saved Queries
4 ﬁ educators.lan

Type Description

There are no iterns to show in this view.

Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

$2, Helpdesk (EDUCATORS \Helpdesk)
u ServerJoinGroup (EDUCATORS Server)oinGroup)
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E Active Directory Users and Computers
File Action View Help
e« o 8| RXEL2 BE 2eETEa%

3 Active Directory Users and Computers [ADC01.educa
b ] Saved Queries
A ﬁi educators.lan

B ] Builtin
|| Computers
- 2] Demain Controllers
b [ | ForeignSecurityPrincipals
I ] LostAndFound
» Managed Service Accounts
» Program Data
a [d] SERVER OU
I 2] Client-PCs
4 (2] Groups
[ % DenyRestriction
- B2, FS-HR
b B2, Fs-IT

I % Helpdesk

[ z_. HelpdeskUser HelpdeskUse

I % PassWordResethccounts
p 82 ServerloinGroup
I % temp_Admins
I % VPMusers
2] Servers
2] Shares
I 2] Users
b [ ] System
b ] Users
I ] NTDS Quotas
I -] TPM Devices

[
[

Mame

Type Description

There are no items to show in this view.

Tasks to Delegate
fou can select common tasks or customize your own.

() Delegate the following common tasks:

[[] Create. delete. and manage user accourts

[] Reset user passwords and force password change at next logon
[] Read all user information

[ Create. delete and manage groups

[] Modify the membership of a group

[] Create, delete, and manage instOrgPerson accounts

Reset inetOrgPerson passwords and force password change at next Ic ™
< m >

(®) Create a custom task to delegate
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File Action View Help

Active Directory Users and Computers

@ 7

faXEBdz Hm taETa%s

] Active Directory Users and Computers [ADCO1.educa
b | Saved Queries
4 3 educators.lan
b | Builtin
7| Computers
(2| Domain Controllers
I (7| ForeignSecurityPrincipals
b | LostAndFound
b Managed Service Accounts
b Program Data
4 [2] SERVER QU
b 2] Client-PCs
4 [2] Groups
I 42, DenyRestriction
I 42, FS-HR
I 82, FS-IT
I 82, Helpdesk
s 2_, HelpdeskUser HelpdesklUse
I+ % PassWordResetAccounts
I 42, ServerloinGroup
I+ % temp_Admins
I+ % VPMusers
b 5] Servers
b (2] Shares
b 2] Users
b Systemn
B[] Users
I [ NTDS Quotas
b | TPM Devices

MName

Type Description

There are no items to show in this view.

Tasks to Delegate
You can select common tasks or customize your own.

O Delegate the following common tasks:

[] Create, delete, and manage user accounts

["] Reset user passwords and forze password change at next logon
["] Read all user information

[] Create, delete and manage groups

[ Modify the membership of a group
[] Create, delete, and manage inetCrgPerson accounts

Reset inetOrgPerson passwords and force password change at nex Ic ™
< >

(®) Create a custom task to delegate
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File Action View Help

Active Directory Users and Computers

@

FBXEGE HE PeETE%

] Active Directory Users and Computers [ADCOT.educa

p [ Saved Queries
A ,ﬁi educators.lan
] Builtin
7| Computers
b (21 Domain Controllers
I [ ] ForeignSecurityPrincipals
b [ LostAndFound
| Managed Service Accounts
| Program Data
4 [5] SERVEROU
p [&] Client-PCs
4 [Z] Groups
[» % DenyRestriction
b 82 FS-HR
b H3 FS-IT
I 852 Helpdesk
s 3_. HelpdeskUser HelpdeskUse
I % PassWordResetAccounts
b 82, ServerloinGroup
b 852, ternp_Admins
I 52 VPMNusers
b &1 Servers
2] Shares
p 5] Users
b ] System
p [ Users
B[] NTDS Quotas
] TPM Devices

MName

Type Description

There are no itemns to show in this view.

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:

(") This folder, existing objects in this folder, and creation of new objects in this folder

(#) Only the following objects in the folder:

[] applicationVersion ohjects
[] bootableDevice objects

[ cerfficationAuthority objects
[#] Computer objects

[] Connection objects

[] Contact objects

[] Create selected objects in this folder
[] Delete selected objects in this folder
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= Active Directory Users and Computers
File Action View Help

e = 8 RE = HE 3 &t

TE%

L

: Active Directory Users and Computers [ADC01.educal| Name Type Description
p [ ] Saved Queries . T
. There are no itemns to show in this view.
4 F educators.lan
b | Builtin
“| Computers
I 2. Domain Controllers
I [ ] ForeignSecurityPrincipals Delegation of Control Wizard -
| LostAndFound
I [ | Managed Service Accounts Active Directory Object Type r
» [ Program Data Indicate the scope of the task you want to delegate. %
4 (2] SERVER QU
4 :— Client-PCs Delegate cortrol of:
4 (3] Groups P - o ) N
L () This folder, existing objects in this folder, and creation of new objects in this folder
[» 3{ DenyRestriction
b g!‘ FS-HR (®) Only the following objects in the folder:
k g‘!. F&-IT [] applicationVersion ohjects ~
[ S‘!, Helpdesk [] bootableDevice objects
I ?_. HelpdeskUser HelpdeskUse [ cerfficationAuthority objects
[ 3{ PassWordResetfccounts [#] Computer objects
I 5!‘ ServerloinGroup [] Connection objects
b 852, ternp_Admins [] Contact ohjects »
I 52 VPMNusers — -
b B Servers [] Create selected objects in this folder
b ] Shares [[] Delete selected ohjects in this folder
B2 Users
p ] System
b [ Users <Back || Net> | | Cancd | [ Hep
I | NTDS Quotas
b | TPM Devices
sakil 150)
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File Action View Help

= dEH XRXEBE= BHE 2eETE%

] Active Directory Users and Computers [ADC01.educa|| Mame Type Description
I [ Saved Queries
4 F educators.lan
| Builtin

Computers

L

There are no itermns to show in this view.

- B

= | Domain Controllers
_| ForeignSecurityPrincipals Delegation of Control Wizard -
| LostAndFound p
| Managed Service Accounts Permissions I
“ Program Data Select the pemissions you want to delegate. %
21 SERVER QU
i| Client-PCs
4 (3] Groups

I 314 DenyRestriction ¥ General

I 82, FS-HR Property-specific

I B2, FS-IT [ Creation/deletion of specific child objects

- 82, Helpdesk

[ ?_, HelpdeskUser HelpdeskUse

I .:‘PJ PassWordResetfccounts

I 82, ServerloinGroup

I H2, temp_Admins

I S]J VPMusers

[N
L

Show these permissions:

Pemissions:

[] Write departmert ~
["] Read department Number

[] write department Number

Read Description

[] write Description

Servers [[] Read dNSHostName v
= | Shares —

2| Users
Systermn

Users <Back || Nemt> | [ Canced | [ Heb

NTDS Quotas
TPM Devices

w v oW W
L
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E Active Directory Users and Computers
File Action View Help
e n@ 48[ XEC HE 3 euTYas
] Active Directory Users and Computers [ADCO1.educa|| Mame Type Description
Saved Queries
l: ?i cducators.lan There are no items to show in this view.
b 1 Builtin
7| Computers
- (=] Domain Controllers
I (7] ForeignSecurityPrincipals
b | LostAndFound
I [ Managed Service Accounts Permissions _
b Program Data Select the p 1S you wart to :
4 (3] SERVEROU
b (5] Client-PCs Show these permissions:
4 [Z] Groups
I 2, DenyRestriction [ General
b % FS-HR [+ Property-specific
I % FS-IT [] Creation/deletion of specific child objects
b 83, Helpdesk Pemissions:
s 3_, HelpdeskUser HelpdeskUse [ Wite department
I+ % PassWordResetAccounts [ Re :departmentN b
; ad departmentNumber
b 8 Ser\.rerJomG.roup [ Wite department Number
I+ % temp_Admins [¥] Read Description
4 % VPNusers [T] Write Description
b % Servers [ Read dNSHostNams
I- 2. Shares =
b 2] Users
b System
B[] Users
B[] NTDS Quotas
b | TPM Devices
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E Active Directory Users and Computers
File Action View Help

@ HE & 8l X

A HE 2aETvaR

] Active Directory Users and Computers [ADC01.educa| Name Type Description
“ caved .
b [ Saved Queries There are no items to show in this view.
4 33 educatorslan
B [ Builtin
| Computers

b (2! Domain Controllers
 [] ForeignSecurityPrincipals
b | LostAndFound

b (] Managed Service Accounts Completing the Delegation of
b 5 Program Data Control Wizard
4 (2] SERVER QU =
p @] Client-PCs You have successfully completed the Delegation of Control
4[5 Groups wizard
I % DenyRestriction have given control are:
I 2 FS-HR
8@ Fs-IT Helpdesk (EDUCATORS Helpdesk)
4 ServerJoinGroup (EDUCATORS  ServerJoinGroup)
I 42, Helpdesk
I+ 2_, HelpdeskUser HelpdeskUse They have the following pemissions:
s % PassWordResetAccounts Read Description
I+ ServeroinGrou
b % temp_Admins P For the following object types:
I % VPMusers Computer
b [E] Servers
p [Z] Shares To close this wizard, click Finish.
p 2] Users
b [0 System
b [ Users

p - NTDS Quotas
p | TPM Devices
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E Active Directory Users and Computers
File Action View Help

@ pnE 8| XEBcz HE 2eErad

] Active Directory Users and Computers [ADCO1.educal| Name Type Description
b [ Saved Queries
4 (5 educators.lan
I || Builtin
| Computers
I 2] Domain Controllers
I+ || ForeignSecurityPrincipals
i | LostAndFound
» Managed Service Accounts
- B Program Data
4 5] SERVER QU

Cwner: Domain Admins (EDUCATORS\Domain Admins) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

b 3] Client-PCs Permission entries:
a 4] Groups Type Principal Access Inherited from

I % DenyRestriction % Allow  ServerloinGroup (EDUCATORS\ServerloinGr... Maone

[ % F5-HR % Allow  Helpdesk (EDUCATORS \Helpdesk) Mone

b &2, FS-IT “4 Allow  ServerJoinGroup (EDUCATO JoinGr... | Create Computer objects

3 % Helpdesk Helpdesk (EDUCATORS\Helpdesk) Create Computer chjects Mone

3 3_: HelpdeskUser HelpdeskUse Domain Admins (EDUCATORS\Domain Ad...  Full control Mone

I % PassWordResetAccounts Authenticated Users Special Mone

> 8 ServerJoinG.roup SYSTEM Full control MNone

b H2, temp_Admins Pre-Windows 2000 Compatible Access (EDU...  Special DC=educators, DC=la

E % VPNusers Pre-Windows 2000 Compatible Access (EDU...  Special DC=educators,DC=la
I &1 Servers — I
p 2] Shares n z
b =] Users

p I System [ Add | [ Remove |[ Edit Restore defaults
7 Users
E % NTDS Quotas Disable inheritance

I | TPM Devices

|| Cancel || Apply |
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= Active Directory Users and Computers
File Action View Help

e pE 8| XEcE He 2aETaa

3 Active Directory Users and Computers [ADC01.educa|| Name
b Saved Queries
Pl ﬁ educators.lan
- [ Builtin
| Computers
I 2| Domain Controllers
p [ ForeignSecurityPrincipals
b | LostAndFound
b (] Managed Service Accounts
5 Program Data
4 (2] SERVER OU

Type Description

Cwner: Domain Admins (EDUCATORS\Domain Admins) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

b &) Client-PCs Permission entries:
4 @] Groups Type  Principal Access Inherited from
I 82, DenyRestriction 8, Allow  ServerloinGroup (EDUCATORS\Server)oinGr... MNone
1 82, FS-HR 8%, Allow  Helpdesk (EDUCATORS\Helpdesk) Mone
I % Fs-IT 24 Allow  ServerloinGroup (EDUCATC v ts
1 52, Helpdesk 82, Allow  Helpdesk (EDUCATORS\Helpdesk) Create Computer ohjects Mone
b &, HelpdeskUser HelpdeskUse 82, Allow  Domain Admins (EDUCATORS\Domain Ad...  Full control Mone
4 % PassWordResetAccounts % Allow  Authenticated Users Special Mone
b &, ServerloinGroup 8, Allow  SYSTEM Full control None
b 82, temp_Admins 82, Allow  Pre-Windows 2000 Compatible Access (EDU...  Special DC=educators,DC=1a
E % VPNusers % Allow  Pre-Windows 2000 Compatible Access (EDU...  Special DC=educators,DC=la
I = Servers Py . . . e Y
I @l Shares (I ke
b 5] Users
e [ aaa ] [ Remore | [ o
B Users

B | NTDS Quotas Disable inheritance

I [ 7] TPM Devices

|| Cancel || Apply |
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Novbati addimda yuxaridaki marhaladan sonra GPMC (“Group Policy Management
Console” - gpmc.msc) vasitadsilo asagidaki GPO yaradilmahidir (“Domain Wide”).

5 File Action View Window Help

- |5 %X
+=% a6 & @
5 educators.lan [ADCO1.educators.lan] DomainJoinPrivs

a4 AccountlockoutUsers

Scope | Details | Setfings | Delegati
i/ Default Domain Policy =] [

(574 DomainloinPrivs DomainJoinPrivs
574 DomainWideDisableNTLIM Data collected on: 13.12.2018 12:43:54 hide all
1/ educatorslan_ADAuditPlusPalicy Computer Configuration (Enabled) T

=/ educators.lan_ADAuditPlusWSPolicy

b = Domain Conteclers =
b (3] SERVER OU
b [ Group Policy Objects Security Settings hids
b [ WMIFilters Local Policies/User Rights Assignment L
p (5] Starter GPOs Policy Setting

Add workstations to domain EDUCATORS\ServerJoinGroup, EDUCATORS Helpdesk

User Configuration (Enabled) hide
Na settings defined.
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Bu metodun iistiinliiklori:
1) Klient vo serverlor (workgroup-dan AD DS-9 join edorkon) miivafiq olaraq
“Helpdesk” vo “ServerJoinGroup” global security qrupuna iizv olan istifadacilorlo
domena join edilir.
2) Susmaya gora “Domain Users” qrupuna daxil istifadacilor kompiiterlori domenad join
edo bilmir.
tokenlorinin klient vo

3) Yiksok imtiyazh qrup istifadocilorinin sifralarinin,

serverlordo saxlanmasi bas vermir. Bunu xahis olunur vordis halina ¢evirasiniz.

. Qeyd: Sadalanan “Delegation” v GPO yaradildigdan sonra xahis olunur yiiksak

imtiyazl istifadagilorin - “Administrators”, “Schema Admins”, “Domain Admins”,

“Enterprise Admins” qruplarindaki istifadacilara “Account is sensitive and cannot

be delegated”

“check box”unun homin

tohliikasizlik ticiin maqsadauygun hesab olunur.

istifadacilar iiciin aktiv edilmasi

]
File Action View Help

e znE B XEBE PaETER

ACTIVE LIrectory Users and LOmputers

=

T Active Directory Users and Computers [ADCOT.educa|| Mame Type Description
b [ Saved Queries %Accass—Demad Assistance Users Security Group - Demain Local Members of this group are provided access-denied assistance w..
4 educators.lan 52, ADAuditPIusFS Security Group - Domain Local ADAudit Plus
3 J Builtin 2 ADAuditPlusWS S o Lezal 5 ADAudit Plus
- Comp.uters 2, Administrator Domain Admins Properties \_ILI uilt-in account for administering the computer/domain
b &1 Domain Controllers 2, Allowed RODC Password P e ] s in this group can have their passwords replicated to al...
b [ ForeignSecurityPrincipals .%Cert Publishers E rs of this group are permitted to publish certificates to t.
4 \J \’;::tAnd;uSund. A . 2, Cloneable Domain Contr Remote Deskiop Services Profile | COM+ | Attribute Editor rs of this group that are domain controllers may be clon...
= o anage Det""‘e ceounts 2, Denied RODC Password R Pubished Cetficates | Member OF | Password Repiication | Diskin | Obiect | | brs in this group cannot have their passwords replicated t...
Z :j S;‘g::ma 2 2 DHCP Administrators Securty Envicrment | Sessions | Remote cortrol 15 who have administrative access to the DHCP Service
b & Client-PCs 52,DHCP Users General | Address | Account | Profile | Telephones | Organization rs who have view-only access to the DHCP service
4 & Groups 52, DnsAdmins User logon name mlnlstratursGmuE
b 82 DenyRestriction %Dnmpdataprm I 7 fnts who are permitted to perform dynamic updates on ..
b 82, FS-HR 2 Domain Admins ted administrators of the domain
b, BT 2, Domain Computers User logan name (pre-Windows 2000) stations and servers joined to the domain
b 82, Helpdesk 52 Domain Controllers \F—DUCATOHS\ | |Adm‘ni="ﬂt°f5 \ ain controllers in the domain
b 2, HelpdeskUser HelpdeskUse 2, Domain Guests ain guests
3 3!3 PassWordResetAccounts %Domam Users | Logan Hours... ‘ ‘ Log On To. | ain users
| #, ServerloinGroup 52, Enterprise Admins ted administrators of the enterprise
b 82, temp_Admins 2 Enterprise Read-only Dom [ Unlock account rs of this group are Read-Only Domain Controllers in th...
1 82, VPNusers 52, Group Policy Creator Own r5 in this group can modify group policy for the domain
b @ Servers 2, Guest Accourt options: account for guest access to the computer/domain
b [&] Shares 52 HelpLibraryUpdaters [ Accourt is disabled ~
E 2] Users xa_o krbtgt [C] Smart card is required for interactive logon ribution Center Service Account
= System 52, Metwrix Auditor Administ [+ Account is sensitive and cannot be delegated s of this group are allowed to set up and madify all Net...
r J ::.ED“SQ " 82 Netwrix Auditor Client Us [ Use Kerberos DES encryption types for this aceount v rs of this group are allowed to access the audit data coll..
b \J uotes %Pmtacted Users — . rs of this group are afforded additional protections agai...
I ] TPM Devices Account expires o R
H2,RAS and 1AS Servers . in this group can access remote access properties of users
.%Read-on\y Domain Contri = v - — rs of this group are Read-Only Domain Controllers in th..
%Schema Admins Endef ‘M yavar 2013 a8 ‘ ted administrators of the schema
2, WinRMRemoteWMIUsers_ s of this group can access WMI resources over manage...
: " > posy He
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17) “GPP” (“Group Policy Preferences”) v “GPO logon / startup” skriptlor vasitosilo
sifrolorin toyin edilmomasi. Belo ki, bu halda sifrelor “SYSVOL”-dan cox rahathqla al9
keciril9 bilir. (Bax: Sakil 158)

W= Application Tools Startup = |E x
Home Share View Manage v 0
© = [ » Network r adcOl » sysvol » educatorsian » Policies » {2F9BESS2-8679-44/A3-BEC2-80383CIED262} » Machine » Scripts » Startup || v & ] [ Search Startup o]
S Favorites Name - Date modified Type Size
B Desktop localpass 5/17/2018 8:59 AM  VBScript Script File 1KB
8 Downloads

5l Recent places

s Desktop

Bl Documnents File Edit Format View Help
& Downloads strComputer = "127.8.9.1" -
W Music Set objUser = GetObig dioNTo /" & strlomputer & "/Administrator, user™)
() Pict objUser.SetPassword] "
H etures objUser.SetInfo
Videos ‘

i, Local Disk (C:)

i DVD Drive (D) IR3_S
59 Shared Folders (\wn
55 tempadm (Wadc01h

€ Network

litem  1item selected 155 bytes | LS > ==

o Gl s
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=[ RenameAdminMName [ADCO1.E[
4 (& Computer Configuration
b [ Policies
4[] Preferences
b [ Windows Settings

€ i

Local Users and Groups

Mame

. Processing 5 Admini
4 (=] Control Panel Setting o .
=3 Data Sources Stop processing items in Local User | Comman
= R extensian an errar
'& Devices ) Run in user's context: -
G Folder Options Remave if not applied: Action: |UDdEtE
E Local Users and Apply once:
Network Options F! ltered directly: User name: | Administrator (built-n)
Q;% Power Options Filtered by ancestor:
] P Disabled directly: Rename to: | Administrator 19wd
&6 Printers Disabled by ancestor:

Scheduled Tasks Full name: |

4 4% User Configuration Description Password: m
I [] Policies No description provided.

b [ Preferences Confirm Password: |

[Juser must change password at next logon
[Juser cannot change password

|:| Password never expires

[w] Account is disabled

[W] Account never expires

Account expires:  [18.12,2018

Cancel | | Apply
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18) istor server istorso do klient kompiiterlordo miixtalif servislor iiciin “hardcoded”
sifralorin yazilmasindan, yaddasa verilmasindon maksimum sakilda ¢cokinmak.

19) Miihitdaki biitiin resurslara tayin edilmis sifralarin maksimum sakildo dayisdirilmasi.

20) Hom istifadacilor hom do inzibatcilar sifralar tayin edarkan onlarin oxsar olmadigina(!),
miigyyan “pattern” 9sasinda yaradilmadigina, istifadacilarin o6zlari ile bagh malumatlarla
alaqali olmadigina va daima unikal olduguna diqqat yetirmak.

21) “Microsoft Exchange” server ilo inteqrasiya edilon tohliikasizlik hallorindon birindon

istifado edilmasina diqqat yetirilmasi:

https://www.trendmicro.com/en_no/business/products/user-protection/sps/email-and-
collaboration/scanmail-for-exchange.html#advantages-tm-anchor

https://www.eset.com/us/business/server-antivirus/mail-security-exchange/
22) istifadacilorin elementar IT tahliikasizlik qaydalar1 barade daima malumatlandirilmasina

diggat yetirilmasi.
23) Miihitin daima tahliikasizlik monitoringinin aparilmasina digqat yetirilmasi.

24) Klient vo server kompiiterldrin daima vaxti-vaxtinda “Windows Update” edilmasi. (WSUS)

DIQQATINiZ UCUN TOSOKKUR EDIRIK!


https://www.eset.com/us/business/server-antivirus/mail-security-exchange/
https://www.trendmicro.com/en_no/business/products/user-protection/sps/email-and-collaboration/scanmail-for-exchange.html#advantages-tm-anchor
https://www.trendmicro.com/en_no/business/products/user-protection/sps/email-and-collaboration/scanmail-for-exchange.html#advantages-tm-anchor

